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WHAT PEOPLE ARE SAYING

“After some close calls with our kids and internet safety, we purchased ‘Par-
enting in the Digital World.” We have implemented the contracts within our
organization and now have clear guidelines for our children's online and data
usage. This guide is well-written and should be present in schools, counselors'
offices, and the homes of anyone with a child who has access to data, texting,
and the internet.”

MARY ANNE K, PARENT

“I recently purchased my second copy of this book since I loan it out to my
parents and staff at school regularly. The information is easy to navigate and
helps parents be aware of malicious apps our teens are exposed to. I hope that
they continue to update it with new editions as new apps continue to invade

our youth’s lives.”

SARAH J, MIDDLE SCHOOL PRINCIPAL

“As a father and grandfather, in addition to being a pastor, youth pastor, and
grief coach, this is a must-read for any adult who loves young people in this
modern world. So many of the issues that youth face today in middle school,
high school, and on university campuses relate, in part, to the use of the
digital world. Today, there may not be any continents or many new animals to
discover on the globe, but the digital world should be the quest and adventure
of every concerned adult. Issues with the digital world have led to bullying,
self-loathing, cutting, and even rape for many young people. This portal cuts
through all our attempts to protect those we care about. The best defense is to

know the wide range of avenues of attack in our world today.”

TIM M, YOUTH PASTOR

“This was very important. Especially now at quarantine, all kids and
teenagers are spending too much time online. This is so scary for all parents

because unfortunately, this can damage this generation.”

JOANAJ., HIGHT SCHOOL EDUCATOR



“Unbelievable what information can do for you as a parent. Read this book;
it's a great way to be prepared. Social media now has a handbook.”

KARLA'S., PARENT

“Being uneducated is not an option. Our children need us. We need to
normalize these conversations and continue to pursue knowledge of the new
apps that keep emerging. The battle for our children's lives is a very, very real
thing. This book gave me the words to do that!”

LISET C, ADVOCATE,HUMAN TRAFFICKING ADVOCACY
PROGRAM

“Great information for any parent, legal guardian, teacher, social worker, and
anyone who works with kids about the dangers of social media and how to
support a child interested in social media platforms.”

MICHELLE R., SOCIALWORKER CASE MANAGER

“This is a real eye-opener for parents. It gives illustrations of what to watch
out for, highlights the consequences of activities, and provides solutions to

help create positive outcomes.”

DAVE H., PARENT

“This is an important book because it can help parents and young adults make
better decisions and prevent them from being harmed.”

BARBARA P., DEPUTYPROBATION OFFICER

“As a father of a child of a survivor of Human Sex Trafficking, which started
from social media, this book is not only great for professionals who deal with
this, but also for parents to learn how to prevent their children from becoming
victims of bullying, exploitation, or online drama.”

Robert H., EMS Professional and parent of a Human Trafficking Survivor
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SCREEN TIME STANDOFF: NEGOTIATION SKILLS TO UNPLUG
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Read Clayton Cranford's other book, Screen Time Standoff: Negotiation Skills to Unplug
Your Kid. It is the essential, research-backed roadmap for every parent who has ever felt
outgunned by a glowing screen.

Inside, you'll discover how to:

« Decode the dopamine trap. Understand the brain science that keeps kids scrolling
(and how to break the cycle without a meltdown).

 Launch “fear-free” conversations. Use proven open-ended questions, reflective
listening, and the Feel-Felt-Found framework to transform shouting matches into
meaningful dialogue.

« Build a Boundary Plan that sticks. Follow step-by-step worksheets and the 25 Percent
Rule to set limits your child will actually honor—and learn exactly what to do when
they don’t.

 Reverse the mental-health slide. Connect excessive screen use to rising anxiety,
depression, and self-harm, then apply Cranford’s action steps to safeguard your
child’s well-being.

« Move from pixels to real-life purpose. Replace endless gaming and doom-scrolling
with passions that light your child up offline.

Packed with eye-opening stories from the front lines, parent-teen scripts you can use tonight,
and a companion video series (half-off code inside), Screen Time Standoff turns overwhelming
data into doable action. Whether your child is seven or seventeen, you'll gain the confidence—
and the exact words—to nurture healthy digital habits, rebuild family connection, and raise

resilient kids who can thrive in a wired world.

AVAILABLE AT: www.cybersafetycop.com
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INTRODUCTION

On a bright, late-summer morning, the campus smelled of fresh waxed floors and
nervous possibility. As I pushed through the glass doors, sunlight spilled across
trophy cases and mixed with the hum of hallway chatter. Before I could find the
coffee in the staff breakroom, Mrs. Ruiz, the veteran office manager, all but sprinted

toward me, her keys clanging against a lanyard of school-spirit beads.

“Deputy Cranford, thank goodness you are here!” she whispered, urgent but mindful
of prying ears. Mrs. Ruiz's eyes cut toward the counseling suite—a frosted window
aglow with fluorescent light. As we crossed the threshold, Jessica was hunched in the
corner of a couch. A seventh grader, wearing a volleyball hoodie that drowned her

frame, with sobs surging through her like static shocks.

Beside Jessica sat Ms. Hargrove, our guidance counselor, one palm circling slow,
soothing spirals between the girl's shoulder blades. The seasoned educator's eyes
lifted to meet mine, red-rimmed from shared tears. With a gentle nod, she ceded her
place, and I sat in a chair in front of Jessica. Softly, I asked her if she was all right and
if she could tell me what had happened. Between gasps, she told me her story in
fragments—summer sun, backyard hammock, FaceTime, a boyfriend who “wouldn't
stop asking,” words like prove you love me and everyone does it. She'd resisted for
weeks, but the steady drip of insistence wore down her boundaries. Finally, late one
night, she angled her phone, whispered “okay, just this once,” and pressed send. The
image—her torso framed precisely as she now demonstrated with shaking hands—
rocketed through cyberspace in milliseconds, yet its shockwave was only beginning
to reach her.
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When school resumed, whispers spread through the crowded hallways. A classmate
smirked, quoted her private caption verbatim; another boy flashed a grin. Suddenly,
Jessica realized the photo had traveled beyond its intended destination, an echo of a
decision she could not call back.

I guided Jessica and Ms. Hargrove to the small conference room next to the office—
one glass wall, two mismatched chairs, and just enough privacy to breathe. Jessica
clutched her phone like a lifeline, the screen spider-webbed from anxious drops. I
asked permission to examine it; she nodded, eyes down. I activated airplane mode
first—standard protocol to halt any incoming or outgoing data—then photographed
the metadata for the eventual report. On her camera roll, the image sat like a lit fuse,
timestamped 1:17 a.m., buried between pictures of her cat and snapshots of a
summer bonfire. I explained each step aloud, so Jessica felt part of the process, not a

suspect. “We're going to trace where this went,” I assured, “and we'll do it together.”

Jessica's mother arrived then, breathless from frantic calls, cheeks flushed with fear.
She held Jessica’s unbroken gaze and asked the question no parent wants to voice:
“How do I get my little girl back?” I invited them both to sit, gesturing to the circle of
trust we'd formed—counselor, deputy, mother, daughter. In that makeshift sanctuary,
I began outlining steps for containment, including immediate password changes, a
social media sweep for unintended posts, disabling cross-app sharing, and weekly
check-ins on device use. Each recommendation came with a “why”: to rebuild trust,
reestablish control, and reassure Jessica she wasn't alone in a digital wilderness that

can feel impossible to navigate at her age.

Next, I called Jessica’s ex-boyfriend, Evan, out of second-period science. He ambled
in with the counterfeit bravado of a twelve-year-old trying to look sixteen. His armor
melted when he saw me sitting in the counselor's office and realized I was waiting
for him. I had Evan's mother on speaker phone. I asked her if I had her permission to
look at Evan's phone. With Evan present, he heard his mother say, “Evan, give
Deputy Cranford your phone and unlock it for him.” Evan's thumb hesitated above
the unlock button; my raised brow ended the hesitation. With his phone's home
screen open, I mirrored my earlier routine: airplane mode, metadata capture, and
gallery scan. There it was—the same photo, plus a screenshot of their text thread
where he bragged to a buddy, “Dude, look what I scored.” My pulse ticked, not from
anger but urgency; every minute counted if more copies were spidering outward
through group chats.

Later, I sat down with the Principal and Ms. Hargrove. With both devices secured, I
spread out my notes: timestamps, file sizes, chat logs. I summarized my findings:
Evan had not forwarded the image via text or email but had saved a copy to his
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gallery and shared a screenshot with a friend during recess. That friend, in turn,
admitted to briefly showing it to a small circle before his guilt kicked in and he
deleted the image. Promises of deletion are fragile; pixels leave psychic footprints
that linger. I explained this plainly: “We can't know with certainty every device it

touched. Our job now is damage control and prevention in the future.”

Later that afternoon, Jessica's mother and I spoke over the phone once she got Jessica
settled in at home. She asked me a question that put me on the path that led to this
book, including school assemblies for hundreds of thousands of students across the
United States, and parent workshops at hundreds of schools every year. She asked
me, “How do I keep this from happening again?” Answering that question has been
my mission for over two decades.

If you're holding this book, chances are you've stared at your child, who was trans-
fixed by their glowing screen—maybe a tablet balanced precariously on tiny knees or
a teenager’s phone permanently fused to their palm—and wondered, “Is this
normal? Safe? Am I doing this right?” Relax. You're in good company. Every genera-
tion of parents confronts a new technological marvel that rewrites the rules of child-
hood. The Victorians had penny dreadfuls, the 1950s saw television turn dinner
conversations into commercial breaks, and the glow of arcade cabinets and Atari
joysticks haunted the '80s. Yet nothing in human history rivals today's digital ecosys-
tem's sheer velocity and omnipresence. I believe it’s safe to say that this technology
has radically changed the lives of children who have grown up using it, unlike any

previous technology we’ve seen.

In 2007, Apple launched the iPhone, and almost overnight, the world shrank to a
5-inch screen. In 2010, when I began serving as a School Resource Officer, the iPhone
4 was released with the first forward-facing camera on an iPhone, which changed
everything once again. Over the next three years of my time working in a city with
14,000 students, I witnessed the smartphone transformation unfold in real time.
Overnight, I was inundated with cases of cyberbullying, threats, sexting, and sexual
exploitation. Nobody knew what was happening. Twelve years later, according to a
2019 Pew Research Center survey, 95% of U.S. teens owned or had access to a smart-
phone, and 45% reported being online “almost constantly.”! Flash-forward to 2025,
and those figures have edged even higher, with toddlers swiping screens before they
can tie their shoes and algorithms mapping adolescent attention spans like cartogra-
phers of the mind. For many parents, this unfamiliar terrain feels as welcoming as a
lunar landscape: eerily fascinating, breathtakingly vast, and just a smidge lethal

without the right protective gear.
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WHY THIS BOOK EXISTS

I spent two decades in law enforcement watching crimes migrate from the streets to
chat boxes. Sextortion, cyberbullying, deep-fake blackmail—these are headlines for
adults, but bedtime stories for kids who fall asleep scrolling through feeds. As a
School Resource Officer, I met middle-schoolers so terrified by a Snapchat rumor that
they begged not to attend school the next day. Later, as a Behavioral Threat Assessor,
I interviewed teens who believed the Internet was their confidant, their stage, their
therapist, and, unwittingly, their executioner. Their parents? Often blindsided, good

people armed with love but short on knowledge, tools, and resources.

You don't need more fear. You need a roadmap. This introduction is the on-ramp: a
big-picture look at how we got here, why screen culture feels addictive, and what

research, common sense, and a dash of humor suggest we do next.

MEET THE DIGITAL NATIVES (AND THEIR IMMIGRANT PARENTS)

Sociologist Marc Prensky popularized the term “digital natives” to describe children
born into a digital world. They navigate interfaces like we once navigated bike paths
—by feel, muscle memory, and reckless optimism. In Prensky's framing, parents are
digital immigrants, forever translating, occasionally lost.> But metaphors aside, both
tribes share the same evolutionary brain hardware, which is designed for survival,
novelty-seeking, and social belonging. The difference? Kids get their dopamine
predominantly from notifications, while we remember the scent of a freshly printed
yearbook.

Consider 8-year-old Lola, who builds elaborate Minecraft cities but struggles to recall
her multiplication tables. Or 16-year-old Jayden, who streams Fortnite until 2 a.m.
and then naps through algebra. Their brains are plastic, impressionable, lit up like a
Christmas tree by every ping and like notification. Neuroscientist Adam Alter calls
smartphones “the world's most portable slot machines.”? Each swipe is a lever; every
refresh is a gamble. When rewards arrive unpredictably, your post goes viral. The

brain releases dopamine, cementing the habit loop.*

THE PARADOX OF PROTECTION

The Internet offers encyclopedic knowledge, friendships unbounded by geography,
and creative outlets beyond anything our ancestors imagined. Simultaneously, it
hosts predators, scams, extremist rabbit holes, and a surveillance economy that
monetizes childhood. Digital safety, therefore, isn't about bubble-wrapping children;
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it's about equipping them with the cognitive seatbelts and ethical GPS they'll need
long after curfew.

Many parents today feel anxiety about their children's safety and see smartphones as
a digital lifeline. They reason that if a child can call, text, or be GPS-tracked at any
moment, dangers like getting lost, being abducted by a stranger, or even a school
emergency can be averted. Surveys indicate that 78% of parents want their children
to have phone access in the event of an emergency.” This fear-driven desire for
instant communication has led to kids receiving phones at progressively younger
ages. According to Common Sense Media, 42% of children have a phone by the age
of 10; by age 12, that number increases to 71%, reaching 91% by age 14.° The pressure
on parents to equip their kids with phones early for safety and social reasons is
intense.

By handing children smartphones at increasingly younger ages, parents may under-
mine the safety they seek to protect. In Chapter 2, we will examine the fears and
social pressures that prompt parents to purchase smartphones for their children at an
early age.

THE THREE PILLARS OF THIS BOOK'S PHILOSOPHY

As parents and educators navigating the complexities of raising children in the
digital age, it's tempting to respond with tight control or outright bans when faced
with alarming headlines or unfamiliar technologies. However, decades of experience
in child safety and online behavior have taught me there's a better, more effective
approach. This book's philosophy is grounded in three foundational pillars—each
designed to empower you to build lasting trust, equip your children with critical
skills, and guide them toward responsible independence online.

Connection over Control: Strict bans often ignite rebellion. Open dialogue fosters
trust. You'll learn conversation starters, sample scripts, and listening techniques that
persuade more effectively than confiscation.

Competence over Catastrophe: Fear sells, but skills save. We'll translate complex
tech concepts—end-to-end encryption, data harvesting, algorithmic feeds—into
plain-parent English.

Co-navigation over Policing: You can't be everywhere online, but you can walk the
virtual neighborhood together before curfew lifts. Think of it as digital driver's ed:

you're in the passenger seat today so they can drive safely tomorrow.
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A SNEAK PEEK AT THE JOURNEY AHEAD

Chapter 1 introduces you to the current (at the time of this book’s publication) digital
world, the platforms kids will encounter, and each of those platforms’ risks, opportu-

nities, and recommendations.

Chapter 2 explains why handing young children smartphones out of fear can actu-
ally expose them to greater online dangers and provides practical solutions to delay

and manage their digital experiences safely.

Chapter 3 delves into neuroscience, explaining why a tween’s prefrontal cortex is
overwhelmed when TikTok takes over.

Chapter 4 describes how teens' brains crave dopamine, making them vulnerable to
addictive screen time, but with empathy and balance, parents can guide them toward
healthier digital habits.

Chapter 5 plunges into the sextortion crisis, revealing the alarming surge of online
blackmail targeting teens. Blending frontline law-enforcement insight with compas-
sionate, step-by-step guidance, it equips parents and educators to spot warning

signs, rally help, and shepherd children from trauma toward recovery.

Chapter 6 exposes the relentless reality of cyberbullying through seventh-grader
Daniel’s sudden descent into isolation—and the swift, multi-pronged plan that helps
him reclaim his confidence and health. Blending frontline law-enforcement insight
with empathetic parenting, it equips readers to recognize red flags, partner with

schools and police, and raise digitally resilient, compassionate upstanders.

Chapter 7 arms parents and educators with practical tactics to prevent, detect, and

respond to sexting pressures, digital blackmail, and online predators.

Chapter 8 demystifies the many forms of adult, violent, and exploitative content chil-
dren can encounter online. Packed with science-backed insights and parent-friendly
talking points, it shows caregivers when and how to start age-appropriate conversa-
tions, set tech safeguards, and build kids” “digital self-defense” skills before curiosity

—or an algorithm—opens the wrong door.

Chapter 9 examines how misinformation, phishing emails and texts, and “free loot”
gaming scams infiltrate kids” social and online worlds, often disguised as harmless
content. It then equips parents to turn every suspicious TikTok, urgent email, or too-
good-to-be-true offer into a hands-on lesson in skepticism, media-source checking,
and digital self-defense.
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Chapter 10 explains why every post, snap, or “private” message forms a permanent
digital footprint that colleges, employers, and even law-enforcement can (and do)
examine, and shows parents how to help teens pause before they publish, recover
gracefully from online missteps, and intentionally shape a positive, future-friendly
online identity.

Chapter 11 shows parents how to replace screen-time showdowns with a step-by-
step, partnership-based approach: begin with a judgment-free conversation, co-write
a Family Tech Agreement that spells out clear times, places, and consequences, then
keep it alive with regular check-ins, positive rewards, and calm, pre-agreed conse-

quences—building trust, ownership, and lifelong digital self-control.

Chapter 12 equips parents with a clear, compassionate roadmap for spotting eleven
key red-flag behaviors that signal a child may need professional mental-health support,
explains why early intervention is so powerful, and walks you step-by-step through
practical avenues—pediatricians, school counselors, personal networks, vetted online

tools, and insurance resources—for finding the right help without stigma or delay.

Chapter 13 showcases Cyber Safety Cop’s two-decade mission to equip families,
schools, and communities with cutting-edge digital-age safety education. It high-
lights the organization’s law-enforcement-led team, worldwide programs, flagship
book “Screen Time Standoff,” membership resources, live student and parent assem-
blies, and on-demand courses that transform online risks—from predators to vaping

myths—into teachable, actionable lessons suitable for every age group.

HOW TO USE THIS BOOK

You can binge chapters like a Netflix series or snack on them between carpools. Each

chapter ends with three elements:
Key Takeaways: Cliff Notes for exhausted brains.

Conversation Starters: Questions to spark dialogue at dinner or during that solemn

drive to soccer practice.

Action Steps: Concrete, doable tasks that turn insight into impact.

A WORD ON HUMOR

Digital parenting can feel like wrestling an octopus in roller skates. If we don't laugh,

we might cry—or worse, doomscroll Twitter at 3 a.m. Expect the occasional dad joke
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or meme reference. They're the sugar that helps the medicine (read: research) go
down.

RESEARCH YOU CAN TRUST

From APA-formatted citations to first-hand interviews with cybersecurity pros, every
stat is traceable. I believe in evidence over anecdotes, though you'll get plenty of
those. When I cite “Jean Twenge's longitudinal studies on teen mental health” or
“Danah Boyd's ethnographic dives into MySpace nostalgia,” the references live in the
back so that you can fact-check faster than a Reddit mod.

THE PROMISE

By the final page, you will:

« Understand the psychological hooks behind your child's favorite apps.

« Draft family tech rules that can withstand growth spurts and operating-
system updates.

« Recognize warning signs of digital distress—and know which professionals
to call.

« Cultivate resilience so your kids thrive online and off, today and in the
metaverse tomorrow.

Parenting has never been for the faint-hearted. Add gigabit speeds and viral chal-
lenges involving Tide Pods, and it can feel downright Sisyphean. But remember: you
already possess the most advanced parenting tool ever invented—your relationship
with your child. Technology merely raises the stakes and the volume. With a bit of
guidance, some well-timed humor, and science-backed strategies, you can steer your

family toward a future where screens illuminate, not dominate.

So pull up a chair, silence your notifications (yes, even the group chat about

gluten-free bake sales), and let's begin.



CHAPTER 1

THE CONNECTED
CHILDHOOD:
UNDERSTANDING
TODAY'’S DIGITAL
LANDSCAPE

Waking up on a Saturday in 1985 looked a little different from what it does in 2025.
As a kid, my day would start with a bowl of cereal, maybe some Saturday morning
cartoons, or a bike ride with neighborhood friends. My world was local and
unplugged—a knock on the door to see if a friend could play, riding our bikes until
the streetlights came on. Fast forward to a Saturday morning today: I'm awakened
not by sunlight but by the ping of my teenager's Instagram notifications down the
hall and the gentle hum of an Xbox console booting up. Instead of rushing out the
door, kids now slip into digital worlds before breakfast, hopping on a voice chat,
checking overnight texts and memes, maybe squeezing in a round of Fortnite or
exploring a new Roblox world. Childhood has expanded from the cul-de-sac to a vast

online universe.

In 1985, when I left the arcade, the game ended - out of sight, out of mind. Today's
childhood is different: it's connected, persistent, and algorithmically personalized.
“Connected” means your child isn't just playing alone; they're on Minecraft with a
“friend” states away or chatting in real-time with a classmate on Discord while both
watch the same YouTube streamer. Their playdates are as much virtual as physical.
“Persistent” means the digital world doesn't pause when they log off — messages pile
up, friends keep playing, and content keeps streaming. It's like a playground that
never closes. “Algorithmically personalized” means every child's online experience is
uniquely catered to them: the TikTok videos one kid sees are entirely different from
what another sees, tuned by invisible formulas that learn what makes them tick (or
“like”). The result is a childhood where even two siblings in the same house can
inhabit different digital worlds, each shaped by algorithms that serve up content they
are likely to engage with most.
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This new reality can feel overwhelming for us parents and educators. I sometimes
catch myself feeling nostalgic for those bike-riding days. But rather than viewing
modern childhood as an alien planet, I remind myself it's more like a new country
our kids are growing up in — one with amazing opportunities and actual risks, just
like the physical world. Consider this: as of early 2025, the online game platform
Roblox boasted an average of 85 million people playing daily,! and the company esti-
mates that half of all American children under age 16 use it in a given month. Fort-
nite, another kid-favorite, has accumulated around 650 million registered players
worldwide as of 2024.> These aren't just games; they're social hubs and creative
ecosystems where today's kids spend a significant chunk of their free time. The scale
is mind-boggling, underscoring how childhood experiences have shifted from the
cul-de-sac to the cloud.

So, let's take a deep breath. In this chapter, I'll walk you through this digital land-
scape of modern childhood. We'll explore the devices and platforms our kids
frequent, decode the culture that shapes their online lives, peek into the influence of
Al, and discuss how all this impacts their development. I'll share some stories (and
even a few embarrassing confessions from my parenting journey) to remind us we're
all figuring this out together. By the end, I hope you'll feel not intimidated, but
inspired and equipped, ready to confidently guide your child through their
connected world, much like a patient tour guide showing a curious traveler around a
new country. After all, our kids don't need us to be high-tech security guards; they

need us to be their wise travel guides.

Before we dive in, picture this contrast again: It's Saturday morning. In 1985, I
pedaled my bike to my best friend's house, Walkman clipped to my belt. 2025 me is
knocking on my teen's door, hearing giggles as they show a friend a funny TikTok
over video chat. The modes have changed - from bikes to bytes — but the essence of
childhood (curiosity, play, friendship) endures in new forms. With that in mind, let's
explore what those new forms look like.

THE DEVICE ECOSYSTEM: GADGETS AS PORTALS, PARENTS AS
GUIDES

In my years as a law enforcement officer, juvenile investigator, and, most importantly,
as a dad raising two boys through the dawn of the smartphone era, I've learned a
powerful lesson: technology isn't inherently good or evil—it's simply a gateway. On
one hand, it provides amazing opportunities for education, creativity, and connec-
tion; on the other hand, it can expose children to cyberbullying, online predators, and

inappropriate content. Every device we hand to our children opens doors to incred-
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ible possibilities and potentially harmful consequences. The crucial question we must
ask ourselves, as responsible adults and caregivers, is: When are our children ready
to step through that gateway?

Consider driving: we don't hand car keys to a 12-year-old and wish them luck.
Society wisely waits until teens are at least 16, and even then, only after they have
undergone extensive training and practice. But we haven't applied the same caution
with technology. As a behavioral threat assessor and school resource officer, I've
witnessed firsthand the damaging impact of children navigating smartphones and
social media too soon. Research, such as Jean Twenge's influential study on adoles-
cents and digital media, clearly links the early introduction of smartphones and

social media to rising rates of teen anxiety, depression, and even self-harm.?

Based on these experiences and the compelling evidence from countless studies, I
firmly recommend delaying smartphone ownership until high school. If younger
kids truly need a communication tool, opt for something simpler—a flip-phone or
smartwatch can fulfill their need without opening the floodgates to online risks.
Similarly, social media should be off-limits until at least age 16, a threshold
supported by research indicating significantly better mental health outcomes for

teens who wait until after puberty to engage in social platforms.

By thoughtfully timing our children's introduction to technology, we give them the
critical space to mature emotionally and cognitively, empowering them to use these
tools safely and responsibly when they're truly ready.

Smartphones: The all-in-one device. Smartphones have become nearly ubiquitous
even for kids. It still amazes me that about 95% of teens now have access to a smart-
phone.* When I began my career as a School Resource Officer in 2010, less than 20%
of teens had smartphones. And it's not just teens, I recently learned that one in four
children has their cellphone by age 8.° (Yes, you read that right. Eight years old,
carrying around a mini supercomputer in their pocket!) This little device is a portal to
friends (through texting, social apps), to entertainment (videos, music, games), to
information (the entire internet, for better or worse), and creativity (camera, video
editing, art apps). It's a Swiss Army knife of the digital world. With a smartphone, a
child can chat on Snapchat, watch YouTube, play Roblox, and Google homework all
in the span of 15 minutes. As a parent, I admit the smartphone felt like the scariest
portal at first, so much can flow through it. Instead, I've tried to become a “travel
guide,” teaching skills like how to use the map (privacy settings), recognize
dangerous neighborhoods (inappropriate content or strangers), and respect local
customs (netiquette and kindness). Yes, we enforced “phone-free zones” (dinner
table, family game night, and the bedroom after lights out), but I also made a point to
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ask my son to show me what he was excited about on his phone. It's incredible what
I learn by letting him guide me through his digital world — one day he taught me
how to make a meme; another day we used Google to fact-check a wild rumor he'd
heard at school.

Tablets: Sleek slabs of glass that many toddlers have learned to swipe before they can
tie their shoes. Tablets often serve as a child's first computer. Tablets are so prevalent
that over half (58%) of children have their own tablet by the tender age of 4.° 1
remember my jaw dropping when I read that statistic. Tablets for younger kids
should only be passive media (think streaming cartoons on Netflix or tapping
through educational games with bright animations). For older kids, tablets can also
be creative canvases (drawing, coding games, making movies with a simple video
editor). They're touch-centric and intuitive — I've seen a two-year-old expertly navi-
gate an iPad while I fumble with the latest apps. The key with tablets is the content
and time. A tablet showing a high-quality educational science show or a creative
drawing app is a very different portal than one left wide open to autoplayed
YouTube videos of unboxing toys for hours on end. As parents, we become the cura-
tors for this particular device: setting up profiles with age-appropriate apps, maybe
using guided access or screen time limits, and co-viewing when possible. Some of my
fondest memories are cuddling on the couch with my son, tablet in hand, exploring a
NASA app about the solar system together — using the tablet as a portal to knowl-
edge and wonder. We aren't just security guards grabbing the tablet away; we're co-
pilots on the journey, at least while they're little.

Gaming Consoles & Handhelds: From the PlayStation and Xbox under the TV to the
Nintendo Switch in a kid's backpack, gaming consoles are a significant gateway to
fun and social connection. About four-in-five teens have access to a gaming console
at home,” making it a staple of modern childhood. These devices plug kids into rich
interactive worlds. When I was young, it was Mario saving the Princess; now I listen
in from the kitchen as my kids collaborate with friends in Fortnite (“There's an

17

enemy at 3 o'clock! Let's get them!”) or build entire universes in Minecraft. Consoles
aren't just solitary; most games are multiplayer, meaning a headset and microphone
are as much a part of the setup as the controller. The bonds and teamwork are real,
even if the court is digital. Of course, consoles as portals have their risks: voice chat
can expose kids to trash-talking strangers, and an unguarded console might let a
child buy $100 in virtual currency with a few clicks (many a parent has been
surprised by an unexpected credit card charge!). Our role here is part tech support
and part coach. We need to set up parental controls (limiting game ratings, requiring
a password for purchases), but also talk to our kids about good sportsmanship,

handling online conflict (“How do you react when someone you don't know starts
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being rude in the game?”), and guarding our personal information from strangers.
We become coaches who occasionally step into the game — maybe sitting down to
play Mario Kart as a family — and model how to win and lose with grace.

Wearables & Smart Speakers: These may not be the first devices that come to mind
for kids, but they’ve quietly become an integral part of the ecosystem. A tween with a
smartwatch might be using it to send quick voice messages to family or track her
steps at school. Teens might sport an Apple Watch to glance at notifications or use a
fitness app. Meanwhile, many homes now have a smart speaker (like Amazon's
Alexa or Google Home) sitting on a counter. Even if adults mainly use it to play
music or set timers, kids quickly learn that saying “Hey Alexa, tell me a joke” can
bring endless delight. These devices serve as portals to information and assistance — a
child can ask a smart speaker, “What's the tallest mountain?” or “Help me practice
my spelling words.” The risk here is relatively low, but not zero: kids might acciden-
tally order something via voice (one parent told me their child ordered cookies on
Alexa!), or they might hear answers not filtered for young ears. With wearables,
privacy can be a concern, particularly if a smartwatch has GPS tracking or if kids
become too accessible via constant messaging. Our approach as guides is to treat
these like training wheels for the digital world. We teach respect — e.g., not yelling at
Alexa in frustration (after all, it's modeling how to treat any helper, human or not) —
and we set some limits (maybe at night, the smart speaker's microphone is off, or no
smartwatch at the dinner table). These devices can actually be allies for parents. I
know one mom who uses a smart speaker’s routines to remind her kids when it’s
time for homework and even to enforce bedtime (“the speaker announces at 9 p.m.
that all devices should be docked and charging”). It's tech helping with tech
boundaries.

Laptops & Desktops: Last but not least, the traditional computers. They may not
be as flashy to kids as phones or consoles, but computers are often essential, espe-
cially as children get older and schoolwork becomes more demanding. During the
pandemic, many of us witnessed our kids become Zoom experts overnight; many
schools also distributed Chromebooks or laptops. Now, about 90% of teens have
access to a desktop or laptop at home, which means homework, research, and
content creation often occur on these larger screens. A laptop can be a portal to
writing an essay, but it's also where a teen might edit a YouTube video they filmed,
code their first website, or stream Netflix with friends. I've found that the family
PC in a shared space can double as a bonding spot — I'll sometimes find my daugh-
ters huddled together laughing over a goofy Wikipedia article they found, or the
whole family gathered as we plan a vacation on the big screen. Still, computers
bring the full breadth of the internet, so guiding kids here means instilling good



6 CLAYTON CRANFORD

habits: using the computer in common areas when possible, talking about safe
browsing and scams (the old “don't click suspicious links” talk, which is the
modern “don't take candy from strangers”), and using tools like web filters or
browser history checks when appropriate. One thing I emphasize is that creation is
just as important as consumption. Shifting them from passive scrolling to active
creating can transform the computer from a consumption portal to a creativity

portal.

PLATFORM DEEP DIVE: THE BIG SIX

Devices are only half the story — they're the vehicle. The destinations are the plat-
forms and apps our kids use daily. Let's dive into six of the biggest digital hangouts
for today's children and teens. For each, I'll break down what kids actually do there
(content cadence), how the platform’s algorithm might influence what they see, the
risks to watch out for, the opportunities or benefits these platforms can offer, and my
recommendations for implementing them in your child’s life. If devices are cars,
consider these platforms the cities our kids visit. Each has its own culture, pace, and
landmarks.

1. YOUTUBE AND TIKTOK - THE INFINITE VIDEO FEEDS

WHAT THEY ARE: YouTube and TikTok are like endless video entertainment chan-
nels with crucial differences. YouTube is the giant of long-form user videos — every-
thing from 10-minute science explainers to 2-hour game live-streams — while TikTok
specializes in ultra-catchy short clips (15 to 60 seconds) often set to music or trending
sounds. Both are go-to platforms for kids seeking laughs, learning, or the latest viral
challenge.

CONTENT CADENCE & ALGORITHM: On YouTube, content is constantly being
uploaded by millions of creators; there's always something new in your subscription
feed or recommended sidebar. TikTok's cadence is even more frenetic — open the app
and you're immediately dropped into a “For You” page that never ends, a rapid-fire
sequence of videos tailored to your interests. Both platforms utilize powerful algo-
rithms to drive this experience. TikTok's algorithm, in particular, is almost legendary:
within minutes of use, it starts picking up on what makes you pause or re-watch, and
then serves up more of that with uncanny accuracy. (I remember testing TikTok by
only watching cooking videos at first — sure enough, soon my feed was all chefs and
recipes!) YouTube's recommendation engine is also strong; watch one Minecraft tuto-
rial and your homepage will quickly be filled with gaming videos. The result is an
algorithmically personalized stream for each child. Two kids might use YouTube, but
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if one loves history documentaries and the other is into prank videos, their home-

pages will look like entirely different websites.

RISKS: The endless nature of these feeds is by design — it's the attention economy at
work (more on that later). It can be tough for a child (or adult!) to disengage; one
video leads to the next, and suddenly multiple hours have gone by. Content-wise,
both platforms carry the risk of exposure to inappropriate material. YouTube, while it
has YouTube Kids as a safer walled garden, on the main site might recommend
borderline content — maybe a seemingly kid-friendly channel that includes crude
humor, or extremist content if a teen falls down the wrong rabbit hole. TikTok's short
videos might seem innocuous, but some trends have been dangerous (remember the
“Milk Crate Challenge”? I shudder to think of kids trying that). There's also a
phenomenon of” TikTok challenges” that can encourage risky behavior, and the plat-
form has had issues with explicit songs or suggestive dances being easily seen by
young eyes. Another risk is privacy and predator concerns — on TikTok, if a teen's
account is public, strangers can comment or message; on YouTube, kids might
stumble into comment sections that are toxic or encounter influencers pushing prod-
ucts or ideologies. And of course, both platforms can contribute to FOMO and
comparisons: seeing peers or famous TikTokers living seemingly perfect lives can

make a kid feel inadequate or left out.

OPPORTUNITIES: It's not all doom and gloom — far from it. YouTube is an incred-
ible resource for learning and creativity. I've seen my child learn how to play a new
chord on the guitar from a YouTube tutorial, and another time, fixed his bike's flat
tire because a friendly YouTuber showed step-by-step instructions. There are educa-
tional channels (science, history, art) that spark curiosity. TikTok, while primarily an
entertainment platform, also features niche communities such as “BookTok” (where
teens share book reviews), “EduTok” (featuring bite-sized science or language facts),
and others. Some teachers even encourage students to make short TikTok videos for
assignments, harnessing that creative energy. Another upside: cultural literacy. These
platforms are where youth culture often happens. The memes, songs, and viral jokes
on YouTube/TikTok quickly become the references kids use in everyday conversa-
tion. (If you've ever been baffled by your 12-year-old suddenly speaking in meme, or
“brain rot” — “skibidi!” or “That's sus” - chances are it came from TikTok or
YouTube.) Being in the loop can help kids feel connected with their peers. And there
are also positive influencers — for example, many YouTubers promote the importance
of studying, mental health awareness, positivity, and kindness. As a parent, one of
the best strategies I found was occasionally watching with my kids. It opened up
great conversations, like when we watched a popular YouTuber apologize for a

mistake, leading to a chat about accountability online. By treating the
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YouTube/TikTok feed as something to explore together at times, I can gently steer
them toward better content (e.g., “Hey, this science experiment channel is so cool —
want to check it out?”) without coming off as controlling. I will also make a point to
discuss the algorithms: Why do you think TikTok keeps showing you the same kind
of video? Helping them see “behind the curtain” makes them more savvy users, less
likely to be subconsciously manipulated. (To put their popularity in perspective:
nearly 9 in 10 teens say they use YouTube, and roughly 6 in 10 use TikTok,® making
these two the most widely used online platforms among youth today. It's like the

new TV —but interactive and personalized.)

RECOMMENDATION: TikTok and YouTube each have their own minimum age
requirements, as outlined in their user agreements, with both platforms setting a
minimum age of 13. It is important to point out that the minimum age of 13 is
primarily due to online privacy regulations designed to protect younger users’ infor-
mation from being used by social media companies, rather than safety concerns.
However, based on the content, interactions, and potential risks of each platform, I
recommend TikTok for users aged 16 and above. TikTok's fast-paced content and
interactive nature expose users to a wide range of trends and challenges. These
aspects make TikTok more suitable for slightly older teenagers, who are better
equipped to handle digital interactions and discern content. I also recommend
knowing your child’s TikTok username and password, and logging in as them on
your device. This will provide you with user-level insight into what is actually
happening in their account, particularly their private messages. See my recommenda-
tions on how to talk to your child about sharing their account in the Instagram
section below. For YouTube, the existing guideline of 13+ seems appropriate. It offers
comparatively structured content controls, effective parental settings, and a broad

range of educational and age-appropriate content for younger viewers.

2. ROBLOX AND MINECRAFT - SANDBOX WORLDS AND USER-
MADE GAMES

WHAT THEY ARE: Roblox and Minecraft are often mentioned in the same breath
because they're both massively popular sandbox-style games with distinct flavors.
Minecraft is like a limitless box of digital Lego — players mine resources and craft
almost anything, exploring worlds and building to their heart's content (often in
creative or survival modes). Conversely, Roblox isn't just one game, but a platform
that hosts millions of user-created games and experiences, ranging from obstacle
courses (“obbies”) to role-play hangouts and shooter games. Think of Roblox as a
vast virtual playground with rides designed by kids themselves— and some adults.
Both platforms are hugely popular with grade-schoolers, tweens, and teens.
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Minecraft was the big thing in our house for a while (my kids would excitedly show
me their blocky treehouse creations). Then Roblox took center stage; suddenly, I was
hearing about “Adopt Me!” pets and Robux currency more than Creepers and
diamonds.

CONTENT CADENCE & ALGORITHM: Minecraft's content cadence is primarily
driven by the player - it's a sandbox. There are updates from the company a few
times a year (new features, biomes, creatures), and players themselves create mods or
join multiplayer servers for fresh experiences. But no feed or algorithm is suggesting
what to do; you set your own goals (“Today I'll build a castle” or “let's all fight the
Ender Dragon on a server this weekend”). Roblox is very different: new games and
user-generated content pop up constantly. Every time your child logs into Roblox,
they'll see a front page highlighting popular or recommended games. The “algo-
rithm” here suggests games based on what they and similar users have played. For
example, if your kid plays a lot of Roblox tycoon and simulator games, Roblox will
show them more of those types. The content is incredibly diverse — from simple mini-
games to complex multi-level adventures. Some experiences are one-off silly fun (like
a virtual hide-and-seek), while others, like Adopt Me!, update regularly with new
pets or items to keep kids coming back. There are also seasonal events and cross-
promotions, such as Roblox hosting an event where you can obtain a free avatar item
by completing a challenge, which encourages exploration of new games. It's a bit like
YouTube, in that the choices are endless, but here, the kids themselves often become
the creators. My neighbor's 11-year-old, for instance, learned basic coding to make his
own Roblox game — and the pride on his face when he showed it to me was priceless.

RISKS: With these creative, open-ended platforms come particular risks. Roblox, due
to its social and user-generated nature, requires monitoring for inappropriate content
and chats. Roblox does have filters and moderators, but with millions of games,
sometimes knock-off games appear with violent or sexual content that slip through
briefly, or there might be players who bypass chat filters to say not-so-nice things.
There have been stories of “ODers” (online daters) or people using Roblox to try to
contact kids inappropriately — thankfully rare, but it's something to be aware of. As
of December 2024, gaming company Roblox Corporation reported that 20 percent of
its worldwide users were aged 9 to 12 years. Additionally, 20 percent of Roblox users
were under the age of nine. Only 19 percent of the Roblox audience was aged 25
years and older.’ This means that a significant portion of the platform's user base
consists of teens and adults. Roblox is known for its popularity with younger audi-
ences, with a large percentage of users under 13. Put simply, if your young child is
chatting with a stranger on Roblox, there is a high likelihood that the person they are
talking to is a teenager or an adult. The platform is basically an online community, so
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standard online safety rules apply: don't share personal info, block/report bad
behavior, and it's best for younger kids to play only with real-life friends or with chat
off. Another Roblox-specific risk: in-app purchases. Robux (the in-game currency)
can be a source of constant begging (“Mom, can I have $5 for Robux? There's a cool
hat I want for my avatar!”). Without limits, kids might overspend or fall for scams
(like those “free Robux” websites — a good opportunity to teach skepticism, by the
way). Minecraft is generally safer content-wise, as it lacks stranger chat options when
playing solo or on a private realm, and its visuals are cartoony. However, if kids
venture into public servers, they may encounter bad language or bullies. Also, both
games can be time sinks — there's always one more thing to build or one more level to
grind. I've had to enforce many a “pause Minecraft, it's dinner time” in my day,
sometimes resorting to using the parental controls that turn off the internet at a set

time (too much protest, of course).

OPPORTUNITIES: The benefits here are huge and sometimes underappreciated by
those not familiar with gaming. Minecraft and Roblox are creative powerhouses. In
Minecraft, I've seen kids develop planning and engineering skills — honestly, the
circuits and mechanisms (redstone engineering) some teens build in Minecraft could
rival adult projects. It fosters imagination: one day your child is an architect, the
next an adventurer mapping uncharted territory. It can also be played collabora-
tively; siblings or friends often share worlds where they divide up tasks (you gather
wood while I mine for coal, etc.), which showcases teamwork and division of labor
in action. Roblox, on the other hand, exposes kids to coding and entrepreneurship.
Roblox Studio, the tool used to create games, has enabled countless young creators
to design their own games, with some even earning money from them if their game
becomes popular. Talk about a 21st-century lemonade stand! Even if they're just
playing, they're often learning strategy (in simulator games or obstacle courses) and
socializing. Consider this staggering fact: according to Roblox Corporation, their
platform’s monthly player base comprises approximately half of all American chil-
dren under 16.!° So if your child plays Roblox, they're in the company of many,
many peers. It's almost a shared cultural space. When harnessed correctly, these
platforms can boost a child’s confidence (by completing a challenging build or
winning a difficult Roblox game), spark career interests (as many architects, design-
ers, and programmers trace their love for the field back to Minecraft or Roblox
tinkering), and foster genuine social bonds. I've come to see my kids' gleeful “Check
out what I built!” moments in these games as equivalent to bringing home an art
project from school. It's an expression of themselves. Our guiding role here is to cele-
brate those creative wins with them, gently set boundaries around the challenging
parts (screen time, stranger danger), and perhaps occasionally join in. If you haven't

tried it, spend half an hour playing Minecraft together or let your kid give you a
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tour of Roblox. I did this once — I asked my son to show me around his favorite
Roblox game, which was essentially a virtual theme park. The joy he took in being
the expert and teaching me, along with the insights I gained about what he was
doing, were well worth my somewhat clumsy gameplay. There are opportunities for
sure, but setting time limits on gameplay needs to be clearly defined and observed.
Using parental controls to block stranger chats, taking breaks, and getting up to
move after playing for an hour are good ideas. Limiting overall online playtime to
two hours or less on school nights and three hours on weekends is also a helpful

guideline.

RECOMMENDATION: As a parent or caregiver, it's crucial to set some ground rules
and use the available safety features to ensure your child’s adventures in Minecraft
and Roblox remain fun and secure. Both platforms can be enjoyed safely when you
take advantage of parental controls, oversee their interactions, and guide them

toward age-appropriate content. Here are key recommendations to keep in mind:

Enable Parental Controls: Use the parental control tools in both games to tailor the
experience to your child’s age. In Minecraft, create a child account linked to your
own; this allows you to manage settings like multiplayer access, chat, and friend
requests.!! In Roblox, be sure to register your child's correct birth year so their
account gets the under-13 safety settings if applicable — under-13 accounts have
stricter default privacy and chat filters. Take advantage of features like Roblox’s
content maturity controls to restrict games to an age-appropriate level. Also, set up a
parent PIN and enable email verification on their Roblox account so that settings
cannot be changed without your consent. These controls will help limit what your
child can see and do (for example, blocking games with mature themes or preventing

unapproved purchases).

Monitor Chat and Online Interactions: Both games offer ways to supervise or limit
chatting. On Roblox, you can disable chat entirely for younger kids by turning on
Account Restrictions (this locks the account to a more child-safe mode with no
stranger interaction). At minimum, adjust Roblox privacy settings so that only
approved friends can message or chat with your child. It's wise to review your
child's account activity occasionally — for example, you can log in to the Roblox
website and check their friends list and private message history. In Minecraft’s
settings, you might also turn off the chat feature or restrict it so your child doesn’t see
messages from anyone but friends. Make sure your child knows not to share personal
information online and feels comfortable telling you if something in a chat makes
them uncomfortable. Both platforms have block and report functions; teach your
child how to use these tools to deal with any bullying or inappropriate behavior they

encounter.
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Choose Safe Servers and Content: When it comes to multiplayer, guide your child
toward safer environments. In Minecraft, stick to official servers or well-moderated,
family-friendly servers rather than random "home-brewed" servers run by strangers.
There are dedicated kid-friendly Minecraft communities (some run by volunteers
who monitor chat and content)!? — look for those, or consider setting up a private
realm/server for just your child and their real-life friends. You can also check the list
of servers your child has added and remove any that you don’t recognize or trust.
For Roblox, keep an eye on what games they are playing. The platform now labels
games with age guidelines ("All Ages", "9+", "13+") — use the Allowed Experiences
controls to block games that are above your child’s age level. It's smart to steer
younger kids toward gentler, well-reviewed Roblox games and avoid user-made
games with excessive violence or adult themes. Whenever possible, preview games
together or have your child show you their favorite worlds; this helps you vet the

content and shows your interest in what they love.

Set Time Limits and Boundaries: A big part of online safety is balancing game time
and knowing when to disconnect. Both Roblox and Minecraft can be all-absorbing, so
set clear rules for playtime. For example, you might allow no more than an hour of
play at a time without a break, and limit online gaming to around 2 hours on school
nights (with a bit more flexibility on weekends). Use the tools at your disposal —
many devices and routers let you schedule "offline" times or use timers, and plat-
forms like Xbox, PlayStation, and Microsoft Family Settings allow you to enforce
daily time limits. Additionally, discuss spending limits and use parental controls to
prevent surprise purchases: for instance, you can require a PIN for any Robux or in-
game purchases so that your child can’t buy digital items without asking. By setting
these limits, you help your child enjoy games responsibly, get their homework done,
and sleep on time after a fun session.

Minimum Age Recommendations: Based on best safety practices and expert guide-
lines, Minecraft is generally appropriate for children around 8+ (especially when
played offline or in a safe, private multiplayer setting), whereas Roblox is better
suited for older kids, about 12 or 13 and up. This aligns with the games’ official
ratings: Minecraft is rated Everyone 10+ by the ESRB, and Roblox is rated Teen 13+.'3
If you do allow a younger child to use Roblox, be sure to supervise closely — lock
down their account settings (no open chat and only age-appropriate games) and keep
in mind that they could be interacting with much older players. Every child is differ-
ent, so consider your own child’s maturity and understanding of online safety; when
in doubt, it’s perfectly okay to wait until they’re older if you're uncomfortable.

By taking an active role in your child’s gaming life, you can let them enjoy Minecraft

and Roblox while minimizing the risks. Always enable the available parental controls
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and privacy settings to create a safer space for play. Keep communication open —
regularly talk about what they’re doing in the game and who they’re interacting
with. Steer them toward age-appropriate content and servers (and, when possible,
play together or observe), and make sure they know how to handle or avoid
anything that feels off. With smart safeguards in place and your guidance, these
sandbox games can remain a positive, creative outlet for your child rather than a

cause for worry.

3. SNAPCHAT

WHAT IT IS: Snapchat is one of the most popular social media apps among
teenagers. If you ask a teen, they'll tell you Snapchat is a fun way to share photos and
short videos (“Snaps”) that disappear after being viewed. Users can send Snaps
directly to friends or post them as “Stories,” which are visible to their friends for 24
hours. The app is known for its playful filters and effects — those silly dog ears or
rainbow vomit animations your kids might have shown you — and for the fact that
messages don't stick around. From a parent's perspective, Snapchat is essentially a
messaging app with a twist: everything is fleeting. This ephemeral design is both
what kids love about it and what makes it challenging for us as parents to supervise.

Snapchat has a massive teen user base — about 60% of U.S. teens use it — yet many
parents are less familiar with it because it isn't as popular among adults. I remember
the first time one of my sons said, “Dad, can I get Snapchat?” I had been working as a
School Resource Officer and Threat Assessor for years. I didn’t have to think too hard
or long. I said, “Absolutely, not.” I was constantly investigating predator grooming,
drug dealing, and threats on Snapchat. As an investigator, I wrote more search
warrants for Snapchat than for every other social media platform combined. On the
surface, it's just pictures and videos that vanish, but I knew there was more under the
hood. As both a father and an internet safety educator, I want to demystify Snapchat
for you: what it does, why kids flock to it, and what that means for your family's
digital safety.

CONTENT CADENCE & ALGORITHM: Snapchat's content moves at a rapid-fire
pace. Cadence-wise, Snapchat is all about sharing in the moment. Snaps appear for a
few seconds and then disappear forever (at least from the app — more on that later).
This creates a sense of urgency and excitement. Teens often feel the need to check and
respond frequently so they don't miss out. For example, if a friend sends a goofy
selfie captioned “Math class is so boring & ” and your teen doesn't open it in time,
that Snap could be gone for good. Unlike platforms where posts accumulate in a

feed, Snapchat is designed to clear the slate constantly. In my experience, this leads
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teens to open the app dozens of times a day, ensuring they're not missing anything or
leaving a friend on “read.”

One feature that drives Snapchat's frenetic pace is Snapstreaks. A Snapstreak begins
when two users send Snaps (not just chats) back and forth on a daily basis. Once
they've done this for three consecutive days, a little fire icon and a number appear
next to that friend's name, counting the days of their streak. Teens take these streaks
very seriously — it becomes a kind of game and social status symbol. I've spoken to
high schoolers who said they’ve had streaks going with close friends for over a year.
They feel pressure to “keep the streak alive,” sometimes panicking if they're about to
miss a day. (I even met a mom who told me she occasionally sends Snaps on her
daughter's behalf when the girl can't get to her phone, just so a 400-day streak doesn't
break!) This streak mentality is a perfect example of how Snapchat cleverly hooks
users into daily use. It's a fun challenge on the surface, but it can create anxiety and
compulsive behavior.

Now, what about Snapchat's algorithm? The good news for parents is that the core
person-to-person snapping isn't governed by a mysterious algorithm showing your
child random content from strangers. Snapchat is primarily a messaging app
between friends, so the Snaps your teen sees are usually just from people they've
added. However, Snapchat does have an algorithm-driven side in its Discover and
Spotlight sections. Discover is where media outlets and content creators post articles
and videos (think of it like a curated feed of news, entertainment, and sometimes
junk). Spotlight is Snapchat's answer to TikTok — an endless scroll of short videos
from various users, selected by an algorithm to grab attention. If your teen ventures
into Discover or Spotlight, the app will attempt to personalize the content it shows
based on their viewing and click behavior. And let me be frank: not all of that content
is teen-friendly. The algorithm's job is to keep your kid engaged, not to filter out
every inappropriate joke or scantily-clad dance video. That means kids can stumble
on edgy or mature content there, even if their friend-to-friend Snaps are innocuous.
I've seen perfectly responsible teens end up viewing sensationalized clickbait stories
on Discover, which range from celebrity gossip to dangerous challenges, all because
the app served them up.

Another part of Snapchat's design to note is the Snap Map. This feature, if enabled,
shares a user's real-time location on a map with their friends. The map updates
whenever the app is opened, showing your teen's Bitmoji (a little cartoon avatar) at
their current GPS location. While Snap Map doesn't use an “algorithm” per se, it's an
example of Snapchat's always-on, connected experience. Many teens think it's cool to
see where their friends are hanging out or to show off that they're at the mall or a

football game. However, as a safety professional, I shudder at the thought of kids



PARENTING IN THE DIGITAL WORLD 15

broadcasting their exact location. The good news: Snap Map is off by default and
totally optional. The bad news: Many kids opt in without understanding the risks.
They might set it so all their Snapchat friends (who might not all be real-life friends)
can see where they are. The content cadence here is real-time: every time they open
the app, their location pin moves. It's not an algorithm, but it's definitely a design
element that can impact safety.

In summary, Snapchat's design encourages constant, quick sharing. It's a fast-flowing
river of Snaps rather than a static pool of posts. This rapid cadence and gamification
(streaks, scores, etc.) make it exciting for teens, but it’s essential to recognize how that
can draw them into checking it “just one more time” throughout the day (or night).

RISKS: Although Snapchat can be fun, there are significant risks that parents and
educators need to be aware of. I say this not to scare you, but to empower you. When
we understand the pitfalls, we can guide our kids around them.

Disappearing Messages — False Sense of Security: The very feature that defines
Snapchat — disappearing content — can encourage risky behavior. Teens might think,
“It's okay, it'll delete in 10 seconds,” and then share something they shouldn’t, such
as an inappropriate photo or a hurtful comment. The reality is that anything sent
online can be saved or recorded. Snapchat notifies the sender if someone takes a
screenshot of a Snap, but third-party apps and simple tricks, such as using another
phone to capture a picture of the screen, can bypass this protection. I've worked on
cases in my law enforcement career where a teen sent a provocative photo, thinking it
would vanish, only to have a classmate screenshot it and spread it around. You can
imagine the fallout — embarrassment, bullying, and worse. Nothing truly “disap-
pears” on the internet.

Screenshots and Screen Recordings: Building on the above, even though Snapchat
tries to deter saving messages, it's not foolproof. A friend today could be an enemy
tomorrow — if a friendship sours, that silly or intimate Snap your child sent could
suddenly become ammunition for gossip or cyberbullying. We have to remind our
kids: “Would you be okay with this photo or message being on a billboard for the
world to see? If not, don't send it.” It's a bit of parent hyperbole, but it drives the
point home. In my presentations, I often say, “Think before you Snap.” It sounds
cheesy, but it can save a lot of heartache.

Privacy and Stranger Danger: By default, Snapchat communication is between
friends who have added each other, which is relatively closed. However, kids don't
always stick to just their actual friends. There's a temptation to boost your friend
count or accept requests from mutual acquaintances, and suddenly, a semi-stranger is

on their friend list. With features like Snap Map, this becomes a bigger issue. If your
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teen has Snap Map on and is sharing location with “All Friends,” then that kid from
summer camp they barely know — or worse, someone pretending to be a teen — could
see exactly where they are. There have been incidents of predators using Snapchat to
contact minors because they know messages disappear. As a law enforcement profes-
sional, I've seen how predators gravitate to services like Snapchat; the disappearing
chat makes it harder for parents or police to catch what's going on. It's chilling, but
true: predators, scammers, and even drug dealers have used Snapchat to target teens,
knowing evidence will vanish. For example, drug transactions — like sales of vaping
cartridges or even pills — have been known to happen via Snap because the messages

are deleted. It's not just an urban legend; it happens in communities of all kinds.

Inappropriate Content Exposure: Although Snapchat isn’t an open social network
like Twitter, it still exposes users to content beyond their friends through Discover
and advertisements. Some Discover content is benign or even educational, but plenty
of it is clickbait: “You won't BELIEVE what this celebrity wore” or sensationalized
news. Even if it's not outright pornography (Snap does have community guidelines
against that), it may not be age-appropriate. Furthermore, because Snaps from
friends can feel “private,” some teens use Snapchat to share edgy content — maybe a
crude joke or a party where there's underage drinking — thinking it's safe since it
disappears. Your child could be on the receiving end of those posts. For younger
adolescents, especially, that's exposure to behaviors or language they might not be
ready for.

Mental Health and Pressure to Engage: Snapchat can also impact your child's
mental well-being. The app is engineered to keep them engaged — those Snapstreaks
and rapid-fire interactions can create pressure and anxiety. I've seen teens become
genuinely distressed over losing a streak or not getting a quick reply from a friend.
It's that feeling of FOMO (fear of missing out) on steroids: “If I'm not on Snapchat, I
might miss something important or my friends will think I'm ignoring them.” Over
time, this pressure can contribute to stress and distraction from schoolwork, sleep, or
real-life socializing. Imagine a teenager trying to focus on homework, but they’re
hearing the phone ding with a new Snapchat notification and feeling like they must
respond to maintain a streak. It's a lot for their developing brains to manage. And
when conflicts or drama unfold through disappearing messages (which cannot be
reviewed calmly later, as they're gone), it can leave kids feeling confused and
anxious. They know something upsetting was said, but they can't show an adult the

evidence. This can compound feelings of isolation.

Limited Parental Oversight: Unlike some other platforms, Snapchat hasn't offered
any real parental controls. There's no easy way to scroll through your child's feed of
posts because there is no feed — the content is user-to-user and vanishes. This lack of
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transparency makes it tough for parents to supervise. Recently, Snapchat introduced
a Family Center feature that allows parents to view their teens’ friend lists and see
who they’ve chatted with in the past week. That's a step in the right direction, but it
still doesn't allow us to read messages or view pictures. It requires that your teen
agrees to link their account with yours, so trust and open communication remain key.
Essentially, with Snapchat, you're often relying on your child to self-report issues or
to share with you what's happening, which, let's face it, not every teen will do readily
if they think it'll get their phone taken away. This is why I emphasize building an
open line of communication, so your child feels comfortable telling you if some-
thing’s wrong (more on that in the Recommendations).

In short, Snapchat's risks boil down to the potential misuse of its core feature—
disappearing messages —and the challenges that come with an app designed to keep
things private. It's popular and fun, but as I often remind families, we have to go into
it with eyes wide open.

OPPORTUNITIES: You might be thinking, “With all those risks, why on earth
would I ever let my kid use Snapchat?” It's a valid question. However, for older
teens, ideally after graduating from high school and with the right guidance, there
can be some positive aspects to this app. Let's talk about a few opportunities or
“silver linings” of Snapchat when used responsibly.

Creative Communication: Snapchat allows people to express themselves in creative,
lighthearted ways. The filters, doodling tools, and short video format let teens share a
funny face, a quick “this is what I'm up to” moment, or a goofy joke that might not
warrant a full-blown Instagram post. This kind of casual communication can actually
strengthen friendships. It's less about public performance and more about inside
jokes. For example, your teen might send their best friend a Snap of them making a
ridiculous face, captioned, “Ugh, ready for this day to be over,” during a long school
day. That friend replies with an equally silly face. They've just had a brief, bonding
moment of commiseration and humor. These tiny interactions can help friends feel

connected throughout the day.

Close Friends Socialization: Unlike platforms where you might have hundreds or
thousands of “followers,” Snapchat tends to be used with a more limited circle (at
least in theory). It's often close friends, teammates, cousins—people your teen actu-
ally knows and cares about. In that sense, it can serve as a private group chat with
pictures. During the pandemic, for instance, many teens used Snapchat to keep up
with friends they couldn't see in person, sending snaps of their at-home hobbies or
just funny faces to cheer each other up. Even now, if a friend moves to a different
school or city, Snapchat can help them maintain that friendship in a personal way
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that isn't blasted to an entire social network. It's intimate and immediate, which,

when used with people they trust, can be a positive social outlet.

Quick Updates Without the Permanence: Some teens actually appreciate that
Snapchat isn't about racking up likes or perfecting a profile. It can provide a respite
from the comparative culture of other platforms. On Instagram, for example, there's
pressure to post the perfect photo and then watch the likes roll in (or not). Snapchat
is more about raw, unedited glimpses of life. There's no public like count, and posts
disappear, so it can feel less judgmental. A teen who is very self-conscious might find
it easier to share a silly dance on Snap with just a couple of pals, whereas they'd
never post that on a platform where it lives forever. In this sense, Snapchat can
reduce some of the performance anxiety that comes with social media. It's worth
recognizing that not all of its effects on kids are negative — some kids use it in a
balanced way just to communicate, and they don't get caught up in the nastier sides
of online life.

RECOMMENDATIONS: Now, for the big question, what should parents and educa-
tors do about Snapchat? As someone who's navigated this both professionally and at
home, my first piece of advice is to approach Snapchat (and any app) with openness
and clear boundaries. Here are my recommendations for families considering
Snapchat:

Delay Snapchat Until Appropriate: Snapchat's own terms say users must be 13+, but
that doesn't mean every 13-year-old is ready. In my professional opinion, Snapchat is
not suitable for most pre-teens and young early teens. We recommend waiting until a
child has graduated from high school before using Snapchat. I know this is not a
popular opinion among teens, including the ones who lived in my home. Until
Snapchat changes its stance on parental controls or monitoring, I cannot recommend
this app to young teens. It's okay to be the “mean” parent who says, “Not yet.”
Explain your reasons in terms they understand: for example, “I know you're seeing
friends on Snapchat, but there are things on there I'm not confident you're ready to
handle responsibly. Let's stick to texting or more supervised apps for now, and we'll
revisit Snapchat when you're a bit older.” I've had this conversation in my own house
—it's not fun, but you can couch it as a matter of safety and not a lack of trust in them.

Set Clear Ground Rules: If you decide to allow Snapchat, establish the rules from the
start. It's much easier to start strict and loosen up later than to start loose and tighten
up later. Some baseline rules I recommend:

« You add only people you know in real life. No, you should not add that
friend-of-a-friend you've never met or random people who add you.
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« No sharing of personal info or private images. Remind your teen not to share
personal information, such as their address, school, or phone number, in
Snaps or chats. And absolutely no sending of inappropriate photos — not
even as a joke. We establish that certain boundaries (like keeping your
clothing on in all pictures you share) are non-negotiable.

« Snap Map stays off (or tightly limited). I recommend requiring your kids to
keep Snap Map on Ghost Mode or, at the very least, only share it with their
parent or one or two very trusted friends. There's rarely a good reason for a
teenager to broadcast their live location to dozens of people.

« Device curfews and screen time limits. For instance, no Snapchat after 10
p-m. on school nights, and the phone charges overnight in the kitchen, not
the bedroom. This helps prevent midnight Snap sessions and also subtly
breaks any streak obsession (if a streak dies because of a house rule, they can
blame the parent and save face).

Use Snapchat's Parental Controls & Settings: As mentioned, Snapchat now has a
Family Center. I strongly encourage using it. Sit down with your teen and link your
accounts. Explain that this tool lets you see who they're friends with and who they
chat with. Show them you're not going to be hovering over every word they say, but
you are keeping an eye on the company they keep. Also, dive into their settings
together. Ensure their account is set to only receive Snaps from friends (not “Every-
one”) and that their stories aren't public. Disable quick add suggestions if possible, so
strangers don't appear as frequently. If your child ever does encounter harassment or
something scary on Snapchat, you can also use the Family Center to report it. They

must know you have their back in those situations.

Foster Open Communication (No-Fear Policy): This is huge. Make a pact with your
child that if they ever see something that upsets them or if they make a mistake on
Snapchat (such as sending something they regret or receiving a weird message), they
can come to you without immediate punishment. I know that sounds counterintu-
itive — we want to hold kids accountable. But if a teen thinks they'll get their phone
taken away the second they admit to a problem, they'll go into hiding, and you'll be
in the dark. I tell parents to use a lot of reassurance: “I'm here to help you, not just to
police you. If something happens that makes you uncomfortable, I promise to listen
first and not freak out. We'll solve it together.” As a dad, I've had to bite my tongue
and stay calm when one of my sons confessed to seeing something really inappro-
priate online. But because I stayed calm, he now trusts me more and actually tells me
what's going on. That trust is worth its weight in gold.
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Educate and Share Real Stories: Teenagers often think bad things won't happen to
them - it's always “someone else, somewhere else.” It's helpful to share age-appro-
priate anecdotes or news stories to make risks real. For example, I might tell a teen
(without names or identifying details) about the case I handled where a girl was
threatened by someone she met on Snapchat, or the story of a boy who got
suspended because of a Snapchat bullying incident. Not to terrify them, but to say,
“Look, this happened to a kid just like you. Here's how it started, and here's how it
went wrong. Let's talk about how we can prevent that for you and your friends.”
Sometimes I even flip it and ask them, “Have you heard of any Snapchat drama at
your school?” and they inevitably have something to share. Use those stories as
teaching moments. The goal is to build their critical thinking. We want them to pause

and go, “Hmm, remember what Mom said about screenshots...” before they act.

Regular Check-Ins (Trust but Verify): I recommend periodically checking in to see
how Snapchat is going. It can be as casual as asking, “Hey, how's Snapchat? Seen any
cool or weird things on it lately?” Showing interest can prompt them to reveal if
something's off. If you have a good relationship, they might mention the latest school
gossip that happened on Snap or ask you what you think about something they saw.
Additionally, you could agree on a spot-check rule: maybe once in a while, you sit
together and they show you their Snapchat. Not in a “hand over your phone now”
way, but more like, “Show me how you use it, what's this streak thing about?” This
allows them to be the expert and you to be the curious learner, which can be very
disarming. You're subtly checking that they're following the rules (like only friends
they know), but also keeping yourself in the loop of new features or trends in
the app.

Age Recommendation: In its current state, I do not recommend Snapchat for chil-
dren. If Snapchat lets parental control apps like Bark or Ourpact have access to a
juvenile's account, then I'd reassess my recommendation. Until then, delay intro-
ducing Snapchat to your child's life as long as possible, preferably until they are 17
years old or older.

4. INSTAGRAM

WHAT IT IS: If Snapchat is the casual, “behind-the-scenes” glimpse into a teen's life,
Instagram is the curated highlight reel. Instagram (often simply referred to as “IG”) is
a social media platform centered on sharing photos and videos. Users have profiles
where they post pictures or short videos, follow friends and celebrities, and leave
comments or likes on others' posts. Think of it like a digital scrapbook or diary, but
one that's shared with an audience. Unlike Snapchat's blink-and-it's-gone style, Insta-
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gram posts stay up on a user's profile until they decide to remove them. Teens often
put a lot of thought into these posts — selecting the best photo, adding filters to make
it look just right, and crafting a caption (maybe something witty or a meaningful
song lyric). Instagram also has a Stories feature (borrowed from Snapchat's idea)
where users can post images or videos that disappear after 24 hours, and a newer

feature called Reels, which are short, entertaining videos similar to TikTok.

Instagram is hugely popular among adolescents and adults alike. In fact, about six in
ten teenagers use Instagram, and many of their parents also have an account. (If
you've ever found yourself scrolling through vacation photos or cooking videos on
IG, you know the appeal!) Because it's more public by nature, Instagram tends to be
the platform where teens present their “best selves.” It's where that teen who sends
goofy Snaps might turn around and post a glamorous prom photo or an artsy sunset
shot. I often say that on Instagram, everyone is their own PR manager — even kids. As
a parent and safety expert, I see Instagram as more than just pretty pictures; it's a
social arena where kids seek validation, connect with peers, and also encounter the
wider world. That's both its beauty and its challenge. (These platforms are extremely
popular: about 60% of teens use Snapchat, and a similar share use Instagram.!* They
are essentially the new hangout spots — the mall food court of my youth has been
replaced by the group chat and comment thread.)

CONTENT CADENCE & ALGORITHM: Instagram's content flow is a mix of user
choice and algorithmic suggestion. When your teen opens Instagram, the first thing
they see is their feed — a scrolling list of posts. But here's the catch: that feed isn't
chronological. Instagram uses an algorithm to decide what to show first and what
can wait. The app learns over time what your child likes (literally, via “likes” and
what they linger on or comment on) and serves up more of that. So if your daughter
spends a lot of time watching funny cat videos, Instagram's algorithm will note that
and show her more pet videos or memes on her feed. If your son double-taps (likes)
every basketball highlight he sees, guess what? More sports content is coming

his way.

The cadence of content on Instagram can feel endless. There's always something new
or interesting popping up, either from people your teen follows or suggested content.
Instagram's Explore page is particularly notorious (that's the section you get to by
tapping the magnifying glass icon). It's a discovery hub — an infinite grid of posts and
Reels tailored to whatever the algorithm thinks might grab your teen's attention. One
moment they're checking a friend's vacation pic, the next they click on a suggested
funny video, and suddenly they're down a rabbit hole of content from strangers
around the world. Instagram wants users to stay as long as possible, so the algorithm

serves up one engaging piece after another. I often compare it to a buffet with no end
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— you have to have the self-discipline to push the plate away, because the app won't

do it for you.

Content cadence on Instagram also depends on social circles and trends. Teens might
see bursts of activity around certain times (like lots of posts after a school dance or
during summer vacation). Then there are the Stories, which appear as circles at the
top of the app - these are quick, ephemeral updates that many teens check
frequently. A lot of teens post more to Stories than to their main feed, since Stories are
more casual and disappear in a day. The algorithm will highlight the Stories of
people they interact with most, showing those first. So, your child might open Insta-
gram and tap through their close friends’ Stories each morning (perhaps seeing what
everyone did the night before), then scroll through the feed.

Reels — the short video clips — add another layer. Reels are heavily algorithm-driven
and can be very addictive. You watch one 30-second clip, swipe up, and another,
completely unrelated but compelling video appears. Instagram's algorithm for Reels
is similar to TikTok's: it's extremely good at guessing what will keep someone watch-
ing. Teens can spend an hour on Reels and not even realize it — it just keeps serving
one more funny skit, cool dance, or satisfying art tutorial. As a parent, I find this
aspect of Instagram to be probably the most concerning in terms of being a time sink.
The content might be harmless or even positive, but the sheer pull to keep watching

is strong.

It's worth noting that Instagram has made some changes to be mindful of young
users. New teen accounts default to private, meaning only approved followers can
see their posts. The platform has also implemented nudges that suggest taking
breaks if users have been scrolling for a long time. There are also reminders, such as
“You're all caught up,” when you've viewed all recent posts from friends. However,
the onus is largely on the user to manage their own consumption. The algorithm is
not inherently “good” or “bad” - it shows your teen more of what they engage with.
This can lead to either positive or negative feedback loops. For example, if a teen
starts looking at a lot of fitness or diet content, the algorithm might start showing
them extreme workout posts or unrealistic body images, possibly feeding an insecu-
rity. I've talked with teens who went from looking up healthy recipes to suddenly
seeing a flood of posts about very strict dieting and body transformation — it can
escalate quickly. The same applies to mood: engaging with a few sad or depressing
quotes can lead the algorithm to recommend more melancholy content, unintention-

ally reinforcing a negative mindset.

In summary, Instagram'’s cadence is constant and personalized. It mixes your teen's
world (friends' posts) with the wider world (algorithm suggestions). It can be a
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wonderful stream of inspiration and entertainment, but without some self-regulation,

it's easy to get swept away in the current.

RISKS: Instagram may not have Snapchat's disappearing messages, but it comes
with its own set of risks that parents should be aware of. Here are the major ones, in

plain terms:

Social Comparison and Self-Esteem: Instagram is a highlight reel. People usually
post their best moments — the prettiest pictures, the fun outings, the smiling group
photos. Teens scroll through this and can easily start comparing their lives to the
seemingly perfect lives of others. It's like everyone else is at a cooler party, and they
weren't invited. Even though we adults know these are curated moments (no one
posts the photo of themselves bored on a Tuesday night or the 50 selfies that didn't
make the cut), teenagers can internalize it as “everyone's happier/prettier/more
popular than me.” For example, a teen girl might see her friends constantly posting
beach photos or hanging out together and feel hurt or left out if she isn't there. Or a
teen boy might follow fitness influencers and start feeling inadequate about his own
body. Studies have shown links between heavy Instagram use and issues like body
image dissatisfaction and depression in teens. In fact, Facebook's own internal
research (Facebook owns Instagram) found that a significant percentage of teen girls
felt worse about their bodies after using Instagram. This doesn't mean Instagram
automatically damages self-esteem for everyone, but the risk is present, especially for
children who are prone to comparing themselves to others.

The Pressure for “Likes” and Validation: When I discuss Instagram with students,
many of them admit that they care about the number of likes or comments they
receive. It's not just a casual “post and forget.” Some teens will delete a photo if it
doesn't receive enough likes within a certain time frame. It's as if likes are a currency
of popularity or worth. This pressure can lead kids to do things outside their comfort
zone just for attention, perhaps posting a risqué photo or engaging in a dangerous
stunt, or simply stressing excessively over crafting the perfect image. It can also hurt
their feelings deeply when the response doesn't match expectations. I remember one
8th grader telling me she felt “invisible” because her Instagram post of her new
haircut got very few likes, while her friend's post of essentially the same thing got
dozens. It's a small thing, but to her it was big. This constant need for peer approval
can be exhausting and unhealthy.

Inappropriate Content and Influences: Instagram features a vast array of content,
and not all of it is suitable for children. Even if your teen's posts are wholesome, the
Explore algorithm might show things that are sexual, violent, or depict substance use
— all depending on what's trending or what the algorithm thinks is interesting. They
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could also stumble upon accounts promoting negative behaviors (for instance,
extreme dieting, self-harm, or hate speech). Instagram claims it attempts to filter out
the worst of this, especially for younger users, but some content still slips through.
Additionally, some influencers or celebrities that teens idolize might not always be
the best role models, as they often flaunt lifestyles or values that clash with those of
their family. And because anyone can create content, there's always the risk of misin-
formation. A teenager curious about current events might encounter conspiracy theo-
ries or fake news presented in visually appealing Instagram posts. It's a bit of the

Wild West once you venture beyond your private friend circle.

Privacy and Digital Footprint: On Instagram, there's a chance your teen wants a big
audience. Unlike Snapchat, which is friends-only, Instagram has public accounts and
the allure of gaining a large following. If your child sets their profile to public, every-
thing they post (photos, captions, stories, if they choose) can be seen by strangers.
Even if they stay private, someone they accept as a follower could screenshot their
photo and share it elsewhere. Teens may not always think about the long-term
permanence of what they post. That goofy or edgy photo might seem funny now, but
could they regret it later? I often remind students: “The internet never forgets.” Addi-
tionally, personal information can be inadvertently revealed. Maybe it's a photo in
front of their school (now everyone knows where they attend), or them in a team
jersey with their name on it, or just frequent pictures at the local coffee shop, tagging
the location. Patterns form, and a savvy person could piece together a lot. This isn't
hypothetical — as an investigator, I could often find out a kid's full name, school, and
hangout spots just from a supposedly “innocent” Instagram profile.

Contact from Strangers and Predators: Instagram allows direct messaging (DMs)
between users. If your teen's account is public, they may receive direct messages
from random people. Even if it's private, strangers can still send a message request.
Instagram has implemented some safeguards — for instance, if a much older user
tries to message a minor who isn't following them, it will flag or prevent that. But
those are not foolproof. Predators have been known to create fake profiles (like
pretending to be a teen boy or girl) and then follow or message young users to gain
their trust. It often starts innocently — a compliment on a photo, a casual conversa-
tion about shared interests — and can progress to inappropriate requests or groom-
ing. This is a difficult topic, but I bring it up because it’s a reality. Not every stranger
interaction is predatory, of course; sometimes it's just spam or bots. However, the
point is that on a platform as open as Instagram, you must assume that not
everyone who might interact with your child has good intentions. Part of digital
safety is instilling a healthy level of skepticism in our kids about random online

encounters.
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Cyberbullying and Drama: Unfortunately, social media can sometimes serve as a
stage for teen drama. Instagram is no exception. Because it's more public, arguments
or mean behavior can escalate quickly. A common scenario: a teen posts a group
photo that excludes one friend; that friend's feelings get hurt, and they express it via
a passive-aggressive comment or a subtweet-like Instagram story. Or someone leaves
a nasty comment on a post. Or peers start gossiping in DMs. Unlike Snapchat's
private snaps, Instagram conflicts can become very visible. It only takes one mean
comment on a public post to really sting. Additionally, there’s the phenomenon of
“Finstas” (fake Instagram accounts) — teens often create a second, often secret account
for a smaller audience, where they post sillier or more unfiltered content. Sometimes
these finstas are used to vent or rant about people, which can lead to more drama if
discovered. As a parent, it's challenging to keep track of everything, but it's reas-
suring to know that what happens on Instagram can have a significant impact on

your teen’s mood and social life offline.

Addiction & Time Management: I touched on this with the algorithm, but to state it
plainly: Instagram can be addictive. Teens (and adults) can spend hours scrolling,
editing photos, checking notifications, and repeating the cycle. This can eat into
homework time, sleep, physical activity, and face-to-face socializing. It's not an addic-
tion in the clinical sense for most, but it can become a very time-consuming habit
that's hard to break. If your teen can't go an hour without checking Instagram, or
they get anxious if they can't access it, that's a red flag. It's easier to prevent these
habits than to undo them, which is why setting healthy limits early is crucial (we’ll
explore this further next).

In essence, Instagram's risks revolve around the content your teens see, the content
they share, and the interactions that result. It's a platform that can greatly amplify
normal teenage ups and downs — the cliques, the crushes, the insecurities — by

putting them on display. But with good guidance, these risks can be managed.

OPPORTUNITIES: It's not all doom and gloom, though. Instagram, when used
wisely, offers numerous wonderful opportunities for young people. As someone who
works with teens and also as a parent, I've seen many positive outcomes from Insta-
gram when it's approached in a healthy way. Here are a few bright spots:

Creative Expression: Instagram started as a photo-sharing app, and it remains a
place where creativity shines. Teens interested in photography, art, or video have a
platform to showcase their work. I've encountered teens who use Instagram as a
portfolio—posting their drawings, animations, or photography projects. Witnessing
peers or even strangers appreciate their talent can significantly boost confidence. The

act of taking photos and curating a feed serves as a creative outlet. They learn about
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composition, lighting, and even graphic design by making their posts visually
appealing. If your child enjoys painting or playing guitar, they might share clips of
their progress. Instagram can connect them with a community of fellow enthusiasts
who offer encouragement. It’s incredibly rewarding for a teen to receive a comment
like, “Wow;, this is amazing!” on something they created.

Positive Community and Support: Despite the risks of negativity, many corners of
Instagram are extremely positive and supportive. There are accounts and communi-
ties for just about every interest and identity. For example, I've seen teens join Insta-
gram communities focused on book clubs, coding, fan groups for a favorite show, or
teen-led activism. A shy teen in a small town might find their tribe online — people
who share their sense of humor or interests, which can be validating. There are also
mental health advocates on Instagram sharing messages about self-love, coping
skills, and encouragement for those who might be struggling. Sometimes, hearing
from a peer or influencer who has overcome a challenge can inspire a teen to seek
help or feel less alone. The key is helping your teen identify and recognize those posi-

tive spaces.

Keeping in Touch with Friends and Family: Instagram can be a great way to stay
connected, especially with extended family or friends who live far away. Maybe your
teen has cousins across the country — by following each other on Instagram, they get
to see those everyday moments, like the cousin’s first day of high school or the new
puppy at grandma'’s house. For families, sharing milestones and memories through a
private Instagram account can actually strengthen bonds. Some parents create family
Instagram accounts that only relatives follow, as a running family album. Teens
might roll their eyes at that and prefer to do their own sharing, but the point is that
Instagram can foster connections beyond just their school friend group. It can keep
them in touch with that camp friend or the buddy who moved to another state.

Learning and Inspiration: Believe it or not, Instagram can be educational. There are
tons of educational accounts—from history trivia and science facts to DIY crafts and
cooking videos. If your teen's feed aligns with their interests, they could absorb a lot
of neat information. For example, a teen interested in space might follow NASA's
official Instagram or an astronaut's account and get regular updates on missions. A
budding chef might follow a recipe account and actually try out some new dishes
they saw in a quick video. There are also inspirational figures—like athletes sharing
training tips, authors sharing writing advice, or activists teaching about social
issues. Instagram can expose teens to perspectives outside their immediate environ-
ment. They might learn empathy by following a charity that posts about people's
living conditions in different parts of the world or get motivated by a young
entrepreneur who shares how they started a business. In our digital age, some of
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that “learning” and exposure to the wider world absolutely happens through plat-
forms like IG.

Developing Digital Skills and Responsibility: Running an Instagram account can
teach kids valuable skills. They learn basic digital literacy, such as how to navigate
privacy settings, block and report individuals if necessary, and engage with an audi-
ence. If your teen is managing the student council's Instagram or their soccer team's
page, they're gaining experience in social media management, marketing, and public
communication. Even on their personal account, if they're mindful of their posts,
they're learning to curate an image and consider their audience — skills that can trans-
late into future jobs in our social media-driven world. With appropriate guidance,
they can also begin to build a positive online presence. For older teens, maintaining a
thoughtful Instagram (perhaps showcasing their hobbies or achievements) can actu-
ally be beneficial when applying to colleges or jobs. It demonstrates their ability to

present themselves appropriately online.

Family Discussions and Trust Building: Although this may be more of a byproduct,
I view it as an opportunity. Navigating Instagram together—discussing what's okay
to post, which accounts are acceptable to follow, etc.—can serve as a valuable exercise
in trust and communication within the family. When my son first got Instagram, we
would occasionally sit down and scroll through his feed. Sometimes we'd stumble
upon a post that sparked a conversation, like “Why do you think this person posted
that? How would you handle it if someone left a mean comment like that on your
post?” These weren't lectures; they were just casual chats. It opened a window into
his world and thought process. Over time, as we treated Instagram as something we
could discuss, he became more open about both the cool and concerning things he
encountered there. So, the opportunity here is to use Instagram as a tool to
strengthen your relationship and mutual understanding. Instead of being a secret
world where kids hide from parents, it can become an ongoing topic of dialogue—

sometimes serious, sometimes just fun.

RECOMMENDATIONS: When it comes to Instagram, the goal is to help your child
enjoy the positives while minimizing the negatives. Here's how I suggest parents and

educators approach Instagram:

Ensure Age Appropriateness: Like Snapchat, Instagram officially requires users to be
13 years or older. I recommend holding off until your child is at least 16 years old.
There's no rush — the platform's not going anywhere. Starting later is better than

starting too early and encountering problems.

Start Private and Stay Private (at least initially): When your teen does join Insta-
gram, I strongly advise that their account be set to Private. This means only people



28 CLAYTON CRANFORD

they approve can see their posts and stories. It's a fundamental safety barrier. Go
through their follower requests together at the beginning. Ensure they’re only
approving friends, classmates they know, and family members. No random “cool
kid” from another school just because they asked. I often say, treat online strangers
like strangers in real life. If they wouldn't open the door to them, they shouldn't let
them follow their Instagram. Also, under privacy settings, check that options like
“Allow others to share your posts to their stories” is off (so followers can't redis-
tribute their content easily) and that they have control over who can comment on
their posts (Instagram allows you to limit comments to followers, or even block

certain words).

Teach Thoughtful Posting: Have a conversation about what's acceptable to share
and what's not. A good rule of thumb is the “billboard test” I mentioned before: if
you wouldn't put it on a highway billboard with your name attached, don't post it on
Instagram. That includes personal information (like your phone number, address, or
even specifics like “I'll be home alone tonight!” which obviously you wouldn't want
out there). Discuss photos too: no posting pictures that portray other kids in a bad
light or without their permission. Emphasize respect — if your teen took a group
photo, they should get consent to post it, especially if it might embarrass someone.
Also, remind them that once something is online, it can be copied. Even if they delete
it later, someone could have saved it. So, they should really pause and reflect before
they hit “Share.” Early on, you might even set a rule: run posts by a parent for a
quick OK. Not forever, but just as they learn the ropes.

Monitor Gently but Actively: Ideally, you should be more than just a follower of
your teen's Instagram account. You should know their Instagram username and
password, and then log in to their account on your device. This will provide you
with user-level access to all aspects of their account. This is especially important in
your teen’s Direct Messages (DMs). Private messages are where the majority of
inappropriate or dangerous communication lives. Grooming, requests for sexual
content, or threats typically will be requested or produced in “private” messaging.
Never “spy” on your teen. Let them know upfront that you are a part of their
digital world and that you will be checking periodically to ensure everything is
okay. When I did this with my two boys, I told them I would be looking behind the
scenes of their social media accounts, but it was only for “health and safety”
reasons. I explained that I was not interested in bad words or things kids say when
their mom and dad aren’t around (when I was a kid, I said questionable things with
my friends when we were alone). I told them I would only ask them about things
that concerned me on a health and safety level. I also promised that the conversa-

tion would proceed as follows: I would not jump to conclusions, I would remain
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calm, and the conversation would begin with them explaining the context and
meaning of the issue I was concerned about. I would give them the benefit of the
doubt and try to see it from their point of view. Once I fully understood, we would
discuss what to do next. Is it fine? Do we need to delete the image or post? Do we
need to contact other families or the school? Ultimately, if we, as a family, could
manage it at our level, we would do so. Parents could have handled most of the
problems I saw online if they had only known what was going on in the early
stages. Additionally, make sure you have a sense of who they follow and who
follows them. You don't necessarily need a list printed out, but if they're following
accounts you've never heard of, ask about those. “Who's @so-and-so? Oh, a gamer
streamer? Cool — what do they post?” Those little questions can prompt a teen to
think, “Hmm, would my parent approve of this content? Maybe I shouldn't be
following it.”

Set Time Limits and Tech-Free Zones: Instagram can be a time sponge. It's wise to
set some family rules around screen time. This might be a general rule, such as “No
phones at the dinner table” or “All devices must be off by 9 p.m.” Alternatively, you
could use device settings to limit Instagram usage to, say, an hour a day. Instagram
actually has a built-in “Your Activity” dashboard where you can see how long you've
spent on it and even set a daily reminder (for example, have it alert you when you've
spent 30 minutes on the app). Encourage your teen to use that. Frame it as, “I'm not
against you enjoying Instagram, but I care about you having balance. I want to make
sure Instagram isn't taking time away from homework, sleep, exercise, or face-to-face
time with friends and family.” Maybe agree on certain times of day that are Insta-
gram-free, like during homework hours or late night. The idea is to prevent mindless
scrolling. It might also help to periodically have a “digital detox” day as a family —
maybe one Sunday a month, everyone (parents too!) stays off social media and
spends time together doing something offline. Lead by example on this; if we parents

are glued to our phones, it's hard to convince our kids not to be.

Encourage Positive Engagement: Guide your teen towards the positive use of Insta-
gram. Suggest they follow accounts that align with their interests or values, and
consider checking a few out together. If your child loves soccer, following the U.S.
Women's National Team or a skills tutorial account could be inspiring. If they're into
art, find a couple of cool artists who post their work processes. By filling their feed
with uplifting, educational, or hobby-related content, you reduce the proportion of
superficial or negative material. Also, discuss the importance of being a positive
digital citizen: no trolling, no nasty comments, and no involvement in online drama.
If they wouldn't say it to someone's face, they shouldn't type it. And if someone
harasses them, they should know it's okay to block that person and report it. Rein-
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force that their self-worth isn't tied to followers or likes. Celebrate with them when

they share something they're proud of, regardless of the reaction it receives online.

Use Parental Tools and Stay Updated: Instagram offers several parental supervision
tools (through Meta's Family Center) that allow you to monitor their account. You
can receive reports on how long they're on Instagram, get notified if they report
someone, and see any new accounts they follow. To use these features, you and your
teen need to set them up together (similar to Snapchat's approach). It might be worth
doing, even just to gain insight into their time spent. Beyond built-in tools, stay
informed. Instagram and other apps frequently update their features. Today, it's
Reels, but tomorrow, it might be something new. Keep an ear open to what's trend-
ing. If your child mentions a new feature or slang term, ask about it. I try to stay
humble with my own kids and say, “Teach me — I want to know what's cool or what's
worrying you online lately.” This not only keeps you informed but also shows your
teen that you respect their knowledge and experience in the digital realm.

Maintain Open Communication and Trust: Ensure your teen knows they can
approach you with problems. Perhaps they came across something disturbing on
their feed, received a hurtful comment, or got an unusual DM. Assure them you
won't overreact or ban them from the app for being honest. Instead, you'll assist them
in figuring it out. If they do make a mistake — for example, posting something inap-
propriate or getting into an argument — view it as a learning opportunity. Discuss
what occurred calmly and decide together on the consequences or next steps. You
want them to keep you informed, not shut you out for fear of punishment. By
nurturing this kind of relationship, you're much more likely to be aware of the chal-

lenges they encounter on Instagram and be able to guide them through.

Age Recommendation: Ultimately, Instagram is a tool — one that can connect, inspire,
and entertain, but also one that can harm if used recklessly. We do not recommend
any social media, including Instagram, to those under 16 years old. Your involve-
ment as a parent or educator serves as a buffer, transforming Instagram from a free-
for-all into a guided experience. By staying engaged, setting boundaries, and
empathizing with what it's like to grow up with these social pressures, you can help
your teen navigate Instagram's landscape safely and confidently. We want our kids to
build a healthy relationship with social media, so that as they grow, they use these
platforms in positive ways and know how to avoid or handle the pitfalls. With your
support, Instagram can be part of that learning journey.
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5. DISCORD

WHAT IS IT: Discord is essentially a vast online hangout space — a combination of
group chat, voice chat, and video chat all rolled into one app. It started as a platform
for gamers to talk while playing, but it has evolved into a sprawling network of
“servers” (chat communities) on virtually any topic. If you're hearing about Discord
from your kids, you're not alone. I'm not just an internet safety instructor; I'm also a
dad, and I remember when my child first asked, “Can I get on Discord? All my
friends are on it.” Before we hit the “Download”, let's break down what this platform

really is.

Imagine your child in a giant group text, but with thousands of people — some
friends, many strangers — all talking at once. That's what a busy Discord server can
feel like. Users can join public servers (open communities) or private servers (invite-
only groups of friends).!”> Within those servers are channels dedicated to specific
topics, where conversations unfold in real-time. There's no central news feed or algo-
rithm curating what you see; instead, you see whatever people on the server post, as
they post it. Discord also allows direct messaging (DMs) and group chats up to 10
people so that kids can chat privately outside of servers. In short, it's a multi-channel
chat room where you can instantly share anything (text, images, videos, voice).

One thing to note upfront: Discord was not designed for children. The app's terms
say users must be at least 13 years old, but in my professional opinion, even 13 is far
too young. Discord feels like an adult space — there are few built-in safeguards, and
the content is entirely user-driven. I've spent over 20 years in law enforcement and
youth safety, and I've seen the patterns. When an online platform is open and
unmoderated, it draws in adults and mature content. Yes, many teens use Discord
(about one-third of teen boys and a quarter of teen girls in the U.S. have used it),'®
but that popularity doesn't mean it's appropriate. As a father and safety educator, I
view Discord as an adult app that has become popular among kids, and that's a

dangerous mix.

CONTENT CADENCE & ALGORITHM: Unlike platforms like TikTok or Insta-
gram, Discord doesn't have a secret algorithm deciding what content pops up - the
users are the algorithm. The “content cadence” on Discord depends on how active
your child's servers are. In an active gaming server with hundreds of members, new
messages could be appearing every second. It's a constant stream of chatter. There's
no bedtime or pause - if people are awake and typing, content keeps flowing. This
real-time aspect means kids can feel pressured to keep up or respond quickly, leading

to marathon chat sessions late into the night.
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Because there's no algorithm filtering or ranking posts, nothing really holds content
back. If someone posts an inappropriate meme or a curse-filled rant on a server,
everyone on that server will see it instantly. Discord does offer a server discovery
feature for finding communities, but largely, your child will see whatever comes from
the servers they join or the people they chat with. In practical terms, that means the
experience is only as safe or wholesome as the communities they're part of. A well-
moderated server of school friends might stay clean, whereas a public server on a

popular game might turn toxic fast.

The cadence of content on Discord can also be extremely engaging — even addictive.
Since it's driven by conversation, kids often feel they're hanging out with friends in
real time. There's humor, drama, and the excitement of instant replies. But that also
means notifications at all hours if they don't mute them. A ping on Discord can pull
your child right back into a chat at 11 p.m. when they should be sleeping. Essen-
tially, Discord functions like a never-ending group chat: fast, unfiltered, and
running 24 /7. Without any algorithmic breaks or content curation, it's up to the user
(and in the case of minors, the parent) to set limits on that firehose of commu-

nication.

RISKS: Discord may be popular and fun, but I want to be very clear: the risks for
kids and young teens are significant. Throughout my law enforcement career and as
a cyber safety educator, I've witnessed the worst-case scenarios unfold. Here are the

key risks you should understand:

Contact with Strangers & Predators: Discord makes it easy for strangers to find and
privately message kids. By default, if your child is in a server, any other member can
send them a direct message unless privacy settings are changed.!” Predators know
this. It's a common tactic for predators to meet children on a kid-friendly platform
(like Roblox or Minecraft) and then move the conversation to Discord's more private
chat.'® One recent real-world case in California still haunts me as a parent: a 27-year-
old man groomed a 10-year-old girl on Roblox, then continued chatting with her on
Discord, eventually kidnapping her from her home.!® Thankfully, law enforcement
found and rescued her, but it shows how quickly an online chat can escalate to a life-
threatening situation. The reality is that Discord has been linked to numerous crimes
against children. An investigative report found Discord communications were
involved in over 35 cases of adults being prosecuted for child grooming, kidnapping,
or sexual assault.?’ Predators exploit the platform's anonymity and lack of oversight
to lure kids into private conversations. It can even happen right under a parent's nose
—I've seen a case where a middle-schooler was being groomed by an online predator
via Discord while sitting on the couch next to her mom.?! No family is immune to

this danger.
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Inappropriate Content (Pornography, Violence, Hate Speech): Discord does not
have a robust content filter for public conversations. There are entire servers dedi-
cated to adult content and shockingly offensive material. Officially, Discord attempts
to restrict explicit servers to users aged 18 and above by labeling them “age-restrict-
ed.” Still, this measure is easily bypassed if a user lies about their age, and not all
inappropriate content is properly labeled. If your child has a Discord account, they
effectively have a doorway to pornography at their fingertips. As I often bluntly tell
parents: if you're okay with your child being exposed to pornographic material or
extreme, hateful content, then by all means let them on Discord,?? because sooner or
later, that's what they'll stumble into there. I don't say that to be alarmist, but because
it's true. Beyond sexual content, Discord chats can be rife with hate speech, misogyny,
and racism. In many gaming-related servers, trash talk and toxic language are
common. A young teen can very quickly encounter slurs, bullying, or encouragement
to engage in bad behavior. This kind of environment can normalize toxic behavior
and desensitize kids to very harsh language. Unlike on, say, Facebook, there's no
algorithm hiding or downranking hateful posts — it's all out in the open, often
unchecked. For a child, that's like wandering into a nightclub filled with adults using

adult language and sharing adult content.

Toxic Communities and Harassment: Hand in hand with inappropriate content is
the risk of bullying and peer abuse. Discord allows users to chat semi-anonymously
(most use aliases rather than their real names), which can embolden cruel behavior.
I've seen scenarios where a group of kids gang up on another child in a Discord
server, spamming them with insults or excluding them from group chats. Addition-
ally, some public communities have a culture of one-upmanship in offensive humor.
A child who wants to talk about a video game might instead find themselves
listening to a barrage of slurs or crude jokes. The always-on, instant nature of Discord
can make harassment relentless, as there is no built-in break. And unlike a school
environment, there's often no authority figure present to intervene. If a server's
moderators are absent or indifferent, a child can be left to fend for themselves against
dozens of trolls or bullies.

Lack of Meaningful Parental Controls: One of the biggest issues is that Discord
offers parents very limited tools to supervise or restrict what their children do on the
app. There's no built-in content filter that parents can enforce on all chats, no time
limits, and no way to review your child's chat history from a parent account. (Discord
messages aren't encrypted, but they are private to the users in the chat — you can't
just log in and see everything without your child's login.) In late 2023, Discord intro-
duced a Family Center feature, which I initially hoped would help. However, it's not

a traditional parental control; it's more like a window with frosted glass. Family
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Center is an opt-in tool that requires your teen to grant you access. If enabled, it will
display a weekly summary of their Discord activity — for example, which users
they’ve chatted with or friended, and which servers they’ve joined.”> However, it
won’t display the content of messages or the actual chat conversations. You get to see
who they talk to, but not what is being said. That's better than nothing, but it's hardly
peace of mind. Additionally, savvy teens could choose not to enable it (or disable it),
and you only see activity from after the point of enabling — you can't retroactively
know what they did before. In short, Discord's design assumes teens are independent
users. There's no robust parental oversight built in. The burden is on the parent and
child to configure what few safety settings exist, and to trust the child to use the plat-
form responsibly. For most kids, that's an unfair ask — they simply aren't equipped to
handle the potential dangers without active guidance.

Privacy and Data Concerns: I would like to briefly note that Discord, like any online
service, collects user data (including chats, contacts, etc.), and accounts can be hacked
or impersonated. If a child isn't careful, they could share personal information on
Discord — their full name, address, and school — with someone who shouldn't have it.
There have also been incidents of hackers using Discord to distribute malware or
scam links. A young user might be tricked into clicking something that infects their
device or exposes personal files. While these risks are more technical, they're worth
mentioning. They further reinforce that Discord is not a walled garden for kids — it's
an open wild west of communication. For an adult who is aware of the pitfalls, it can
be managed; for a child, it's very easy to make a costly mistake.

In summary, the combination of easy stranger contact, unfiltered adult content, toxic
behavior, and weak parental controls makes Discord a high-risk environment for
children and younger teens. As a law enforcement professional who has seen where
this road can lead, I have to emphasize that these risks are not just theoretical. They
are real, and we have the case files to prove it.

OPPORTUNITIES: After all those warnings, you might be wondering, “Is there
anything good about Discord at all?” The answer is yes — in the right context, Discord
can be a positive and useful platform. I want to acknowledge those opportunities,
even as I urge extreme caution for young users.

First, Discord can be a great way to connect with others who share your interests.
Imagine a teenager who is extremely passionate about coding, art, or a specific video
game. There's likely a Discord server (or several) dedicated to that topic, where
members exchange tips, ideas, and support. I've seen educational communities on
Discord where older teens and adults mentor each other — for example, a server for
astronomy nerds to share telescope photos, or a book club server where members
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discuss the latest chapter of a novel. In a well-moderated, like-minded community, a
teenager can learn a great deal and feel less isolated in their hobbies. This kind of
peer learning and passion-driven engagement is something that didn't exist when we

were kids, and it can be wonderful when it's done in a safe space.

Discord also excels at keeping friends connected. I understand why kids are drawn to
it: it's free, easy to use, and allows all their friends to hang out together online. For
example, a group of classmates can create their own private server to plan a school
project or socialize after school. During the pandemic lockdowns, many teens and
adults used Discord to combat isolation, hosting virtual game nights, study groups,
or simply voice-chatting while watching movies together. Even now, if a friend
moves away, Discord offers a way to stay in touch beyond just text messages; they
can talk or video chat in a group. As a parent, I recognize that social connection is a

genuine need for our kids, and Discord, at least in theory, provides a space for that.

From a skills perspective, using Discord can teach teens some digital literacy and
responsibility, but I stress this is more applicable to older teens (18+). For instance,
running their own small Discord server among friends can give them a taste of
community management. They learn how to set rules, moderate conversations,
maybe even use moderation bots, or manage roles and permissions. These are valu-
able tech and leadership skills. I've met teens who became interested in IT or
programming because they tinkered with a Discord server's settings or created a
custom bot to welcome new members. Additionally, because Discord is used in some
college clubs, open-source projects, and even workplaces in tech fields for team
communication, familiarity with the platform can be beneficial down the line. In
other words, there's nothing inherently “evil” about the tool itself — it's all about how
it's used.

Let me share a quick positive anecdote. A fellow educator ran a Discord server for a
youth robotics team comprised of high school juniors and seniors. They established it
with strict rules and invited parents to join the server. The teens utilized it to coordi-
nate their robot builds, share progress videos, and encourage one another. It truly
became a very positive online community; the kids developed teamwork skills, and
the parents enjoyed transparency. This structured and supervised use of Discord can
be effective for older teens. While it's the exception rather than the norm, it demon-

strates that opportunities exist when safety is prioritized.

However, I must balance this by saying that most of these opportunities can only be
fully realized by older, more mature users. The educational or community benefits of
Discord typically don't require a child under 18 to be on the platform without super-
vision. Almost any positive use of Discord (such as hobby groups, friend chats, or
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study sessions) could be replicated in a more controlled manner or on a safer plat-
form for younger kids. For example, younger kids could use a group video chat app
with parental oversight for a study group, or participate in a moderated forum for
their hobby run by a school or library. So yes, Discord has its upsides — but those
upsides don't outweigh the risks for unsupervised minors in my view.

In essence, Discord is a powerful communication tool. Like any powerful tool, it can
build or break depending on how it's wielded. I've seen it bring people together in
positive ways, and I've seen it used to commit awful crimes. My job, and my goal as
a parent, is to make sure we only hand this particular tool to our kids when they're
truly ready to use it responsibly.

RECOMMENDATIONS: Now that we've examined what Discord is and the risks
and rewards it entails, I’d like to offer some concrete recommendations. These come
from my dual perspective as a father and a veteran law enforcement officer who has
dealt with the fallout of online abuse. The bottom line is that I do not recommend
Discord for kids or teens under 18. If you take away only one thing from this section,
let it be that. For those parents who choose to navigate Discord with an older teen, or

whose child is already on it, I'll also provide guidance on how to reduce the dangers.

1. Wait Until 18 (or Late Teens) if Possible: My strongest recommendation is to delay
introducing Discord to your child. I tell parents bluntly that Discord is “for people 18
and over” in terms of maturity and content. There is simply no way to make Discord
100% safe for a young user; no magic setting or filter will eliminate the core risks. If
your 13-year-old says, “But all my friends have it,” use that as an opportunity to talk
about peer pressure and why not everything popular is appropriate. I know this can
be a hard sell (and I've had those tough conversations at home too), but you can cite
why you're holding the line: “I'm not comfortable with the fact that strangers could
message you or that you might see really nasty stuff on there.” Explain that it's not a
punishment; it's about safety. Many informed parents and experts take this stance.
Even Common Sense Media rates Discord as unsafe for kids under 17. If necessary,
allow it as a “when you're older” milestone — perhaps consider it around 17 if they've
shown responsibility, or better yet, at 18 when they are legally an adult. Remember,
saying “no” now doesn't mean “no” forever; it means “not until you can handle it.”

As hard as it is to be the strict parent, it can literally prevent a life-altering tragedy.

2. If You Allow Discord for a Teen, Use Strict Privacy Settings: Perhaps you have a 16
or 17-year-old who has convinced you to let them try Discord (maybe for a specific
purpose like a school club or an extracurricular group). In this case, every safety setting
should be secured. Go into the user settings with your teen and ensure the following;:
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« Enable the “Keep Me Safe” content filter, which scans direct messages and
tries to block explicit images. It's not foolproof, but it helps.

« Disable direct messages from server members who aren’t on the friends list.
This way, if your teen joins a server, random people in that server can’t DM
them out of the blue.

« Set Friend Request permissions to a restrictive level — ideally, make it so only
friends-of-friends or no one can add them, depending on why they’re using
Discord. You want to prevent random friend requests.

« Go through the teen’s server list and discuss each one. They should only join
servers that you both agree are appropriate. A private server with school
buddies? Maybe okay. A public server with 10,000 members talking about a
video game? Probably not.

« Encourage (or require) your teen to use an anonymous username that doesn’t
reveal their real name or identity, and to keep personal info out of their
profile. This adds a layer of privacy. By doing this setup together, you're not
just configuring the app safely, you're also sending a message: I care about
your online life, and I'm involved. If a teen bristles at these restrictions, that’s
a sign they might not be ready for Discord after all.

3. Utilize the Discord Family Center (Transparency Tool): If your teen is on Discord,
enable the Family Center feature. This requires cooperation from your teen (they
have to scan a QR code to link with you), so frame it as a condition of using the app:
“I'll allow this, but only if we do it together with oversight.” Once activated, Family
Center will let you see a weekly report of their activity — who they’ve become friends
with, which servers they’ve joined or talked in that week. Importantly, you still
cannot read their actual messages with this tool, but at least you'll know, for exam-
ple, if they suddenly added five new online “friends” or joined a late-night voice chat
server without telling you. If something looks off, that’s your cue to have a conversa-
tion or take action. While imperfect, Family Center is better than being completely in
the dark. It shows your teen that you're paying attention. I also recommend checking
the Discord app together periodically. Ask your teen to show you around their
Discord — have them click through their servers and explain what each one is. This
isn’t snooping; it's guided tour parenting. If they’re not comfortable showing you,
that’s a red flag.

4. Maintain Open Communication and Establish Clear Rules: No technological tool
can replace good old-fashioned parenting communication. Ensure your child under-
stands the reasoning behind your Discord rules. Discuss current news stories — for
instance, I've talked to my own kids about that 10-year-old girl’s abduction case to



38 CLAYTON CRANFORD

help them grasp that predators pose a real threat, not just a theoretical one. Establish

some non-negotiable rules for Discord use (if it's allowed at all), such as:

« “Never chat one-on-one with someone you don’t know in real life.” No
exceptions. If they meet someone on a server who isn't a real-life friend, that
conversation stays in the public server channels, where others can see it, or it
doesn’t happen at all.

+ “Never ever share personal information or photos/videos.” Remind them
that people online may not be who they claim to be. A person saying they’re
a 15-year-old gamer could very well be a 40-year-old predator. Under no
circumstances should your child give out their full name, address, or school,
or send personal pictures on Discord. (And absolutely no sending selfies or
any images in private chats — once sent, they can be saved or shared by
anyone.)

« “Tell me if someone makes you uncomfortable.” Ensure your child knows
they can come to you if they see something disturbing or if someone
approaches them in an unusual way. Promise not to overreact or immediately
ban everything if they come to you — instead, you’ll solve it together. You
want to keep that line of communication open, so they’re not scared to tell
you about a problem.

« Set time limits and device boundaries. For example, no Discord (or any
screens) after a certain hour at night, and perhaps no devices behind closed
doors for younger teens. Keeping internet use in communal areas of the
house can deter a lot of sneaky behavior and also allows for passive

supervision.

5. Offer Safer Alternatives for Communication: Often, kids want Discord just to
socialize or coordinate gaming with friends. You might be able to meet that need in
a safer way. If it'’s about voice chat during games, explore if the game itself has a
closed friends-only voice chat or use console party chat features (which you can
restrict to friends). If it’s about group discussions, consider using apps designed for
kids. For instance, younger teens might use Microsoft Teams or Zoom under a
family account for a group call, or even a group iMessage or WhatsApp chat that
includes a parent. Some families set up a private Discord server that is strictly
limited to their child’s real-life friends and moderated by an adult. This can be a
halfway measure — the child gets to use the Discord interface, but the parent is
present in the server to monitor it. If you do this, ensure the server is truly invite-
only and that invite links aren’t circulating. I have helped a parent set up a “Family
& Friends” Discord server where the rule was that every member had to be
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someone the parents had met in person. That way, there were no random strangers
in the mix. It worked well for that group of teens. The key is, whatever the alterna-
tive, match the tool to the child’s maturity level and keep the adult supervision in

place.

6. Stay Informed and Involved: Apps and features change all the time. Today’s
Discord might add new functions tomorrow. As a parent, one of the best things you
can do is stay in the loop. Consider the following cyber safety resources (I regularly
update advice on my site, Cyber Safety Cop, for example). Talk to other parents to
see what their experiences have been—you might learn about a new threat or a clever
way to supervise. And don’t hesitate to use parental control software on your child’s
devices. Some monitoring tools can flag potentially dangerous activity on Discord
(for instance, if certain keywords like “meet up” or explicit terms appear in chats,
some monitoring apps will alert you). While I can’t endorse a specific product here,
know that those tools exist and can add a layer of protection, especially for younger
teens. Keep in mind, though, no software will catch everything—these are supple-

ments, not substitutes, for parental engagement.

Finally, trust your instincts: If something about your child’s Discord use doesn’t feel
right — maybe they’re getting secretive, or suddenly seem emotionally down after
being online — investigate and intervene. You have every right to check on their
digital well-being just as much as their physical well-being. I often quote what a
Sheriff’s office advised after that California case: “Parents, monitor all electronic
usage and know who your children are communicating with... Many apps and
games have messaging capabilities and present the same, if not more, risk as social
media platforms.”?* In practice, this might mean periodically reviewing your child’s
devices, knowing their passwords (for younger teens), and ensuring that if they’re on

any platform, you're at least somewhat informed.

In conclusion, my advice is firm but comes from a place of care. Discord is a powerful
communication tool, in my professional opinion, that is not suitable for children or
young teens due to the adult content and interactions it exposes them to. As a father,
I understand the allure and the peer pressure — I truly empathize with the “but I'll be
left out!” arguments. However, my duty as a parent (and yours) is to sometimes say
no to protect our kids, or to set strict boundaries when we say yes. The internet, and
Discord in particular, can open doors that our kids aren’t ready to walk through.
Let’s keep those doors closed until the right time, and even then, walk through them
together. By staying informed, involved, and unafraid to be “the bad guy” when
necessary, we can guide our children to be safer in this digital world. They might not
thank us today for not allowing an app like Discord, but someday, with perspective,
they just might.



40 CLAYTON CRANFORD

6. FORTNITE AND APEX LEGENDS - ONLINE GAMING ARENAS
AND VIRTUAL HANGOUTS

WHAT THEY ARE: Rounding out the “big six” are Fortnite and Apex Legends,
which are representative of the wildly popular online multiplayer games, especially
the battle royale genre, where players compete to be the last one standing. Fortnite is
practically a household name at this point — a free-to-play game where 100 players
drop onto an island, collect equipment, and try to eliminate each other, all while a
safe zone shrinks (pushing players together). It's known for its colorful graphics, not-
too-gory violence (defeated players simply disappear), and unique building
mechanic (players can construct walls, ramps, etc., on the fly — imagine a combat
where people throw up instant forts). Fortnite is also famous for its dances (emotes)
and crazy crossover events (you can play as characters like Spider-Man or Ariana
Grande, etc., if you buy the skins). Apex Legends is another battle royale, a bit more
mature in look (more sci-fi realistic), with squads of 3 characters each having special
abilities. Both games are free and available on multiple devices, making them very
accessible to kids and teens. They’re not just games; they’re social spaces. I often find
my kids using Fortnite almost like a hangout — sometimes they join a match not just
to win, but to chat with friends while doing something together. It's akin to meeting

at the basketball court, except it’s a virtual battleground with goofy costumes.

CONTENT CADENCE & GAME DESIGN: The content cadence in these games is
driven by seasonal events and live updates. Fortnite, for example, introduces a new
“season” every few months, which comes with map changes, new character skins,
new weapons or vehicles, and a fresh Battle Pass (a kind of progression of rewards
you unlock as you play through the season). This seasonal model keeps the game
constantly evolving — kids log in to see what’s new, chase the new rewards, and expe-
rience events. Fortnite’s live events are legendary: they’ve had end-of-season events
where all players see a giant monster battle or a rocket launch in-game at the same
time, creating playground chatter for weeks. One event even blew up the whole map
and left the game offline with just a black hole on the screen for two days — a master-
stroke that had kids (and adults) riveted. Apex Legends similarly updates with new
characters and story events, though it’s slightly less over-the-top in spectacle. The
algorithm here is about matchmaking — the game attempts to match players of
roughly similar skill levels. So, if your child is just starting, ideally they are paired
with other newbies. As they improve (or if they win a lot), they may be matched with
tougher opponents. This keeps it challenging and, in theory, fair. However, kids can
party up with anyone (so a newbie can join a seasoned friend, and then they might
end up in harder lobbies — potentially frustrating but also a learning opportunity).
There’s also an in-game economy and cosmetic algorithm: Fortnite’s item shop
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rotates outfits and emotes daily, and while it isn’t personalized per user, the
marketing is strong — limited-time offers create urgency (that cool dragon skin is only
in the shop for 48 hours!).

RISKS: The primary concern parents have with games like Fortnite and Apex often
boils down to exposure to violence, online interactions, and the potential for addic-
tion to the gameplay loop. The violence in these games, while cartoonish compared
to, say, war simulation games, is still violence — you're using guns and weapons. For
most kids, it’s clearly fantasy play (no one is actually dying, and characters respawn
in the next round), but it's worth being mindful of age appropriateness. Common
Sense Media (a parental guideline site) recommends Fortnite for 13+, mainly because
of the open chat and action. Many parents (myself included) have allowed it earlier,
but with some rules (like voice chat only with friends or playing in a family space to
have a sense of what’s going on). Online interactions are significant: if voice chat is
open, a child can hear all sorts of language from random teammates. I've winced
hearing some 10-year-olds get an earful of profanity from frustrated strangers on
Fortnite. The solution we use is to set voice chat to friends only or off entirely and
encourage playing with real friends or in moderated modes. Another risk is toxicity
and bullying — the competitive nature means some kids really rage when they lose.
There’s an infamous culture of “teabagging” (a form of taunting an eliminated oppo-
nent) or dancing on someone you beat to mock them. It's important to talk about
sportsmanship: just like we teach not to gloat or trash-talk excessively in real sports,
the same applies online. Also, if your child is on the younger side, they might be
playing with older teens or adults in random matches — not inherently bad, but
something to watch if voices on the mic seem much older. Then there’s the addictive
design. These games are engineered to keep players engaged: daily quests, that Battle
Pass progression I mentioned, and limited-time events — all creating a Fear of Missing
Out (FOMO) if they don’t log in. A child might genuinely feel they’ll fall behind or
miss something awesome if they skip a few days. I recall during one Fortnite live
event, kids were literally scheduling their day around being in-game at a certain
hour, like a global sporting event. It’s thrilling, but can also create anxiety and
urgency that interferes with real-life priorities (like, oh, homework). And yes, there’s
the classic scenario: “Mom, can I finish this match? I can’t pause it!” (Online matches
continue in real-time; you can’t pause an ongoing battle royale because it involves
other live players). So managing time is tricky — you might have to give a 10-minute
warning before dinner rather than “dinner now!” or they face a penalty (quitting a
match upsets teammates, and the child feels they let others down). Finally, spending
money is a risk: while Fortnite and Apex are free to play, they make money by selling
cosmetics. There’s no need to buy anything to play, but the allure of a cool outfit can
create strong peer pressure. It's not uncommon for kids to measure status by what
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skins they have. We can use that as a chance to teach budgeting: perhaps they earn a

skin with chores or allowance and learn it’s a treat, not an expectation.

OPPORTUNITIES: It might surprise non-gamers, but these battle royale games can
have positive effects, too. They really do teach teamwork and quick decision-making.
I've watched my son and his friends play Fortnite squads: they coordinate strategies
(“You take the high ground while I flank from below”), share resources in-game (“I
found a shield potion, who needs it most?” which is quite altruistic if you think
about it), and support each other after defeats (“We'll get them next time, don’t
worry!”). It’s like a fast-paced team sport. The communication and leadership skills
some kids pick up are real. My friend’s child, who was often quiet in person, became
the de facto team leader in Apex Legends, calling out plays and boosting morale.
That translated to more confidence outside the game, knowing he could lead. There’s
also the social bonding aspect. During the height of Fortnite mania, it was a common
interest that bridged different friend groups. Even kids who might not hang out in
school found common ground discussing last night’s match or the new dance emote.
It's a cultural touchstone — kids bond over knowing the same references, much like
we might reminisce about our favorite childhood TV show. Fortnite especially has
become a crossover with pop culture: concerts by real artists in-game (imagine
attending a Marshmello or Travis Scott concert virtually with 10 million other players
— yes, that happened and blew many kids’ minds), movie tie-ins (suddenly Thanos
from Marvel or characters from Star Wars appear in the game). These events can
actually spur non-gamers to join in because it's an experience. I confess: I joined a
Fortnite live event once out of curiosity and found myself marveling at how tech-
nology enabled a shared moment for so many. Discussing these events with my kids

was delightful — we were spectators together.

From a learning perspective, these games also introduce kids to concepts like strat-
egy, spatial awareness, and even a bit of economics (managing in-game resources).
There’s a lot of math and physics subtly in play when figuring out how far a weapon
reaches or how long it takes to get from point A to B before the zone closes. Some
educators have even made math problems out of Fortnite scenarios (“If a shield
potion gives you 50 shield points, how many do you need to reach 100?” - stuff like
that). Beyond that, consider the creative modes: Fortnite features a Creative mode
that allows players to design their own mini-games and islands, similar in spirit to
Roblox’s user-generated content. I've seen kids recreate historical battles or build
entire cities in Fortnite Creative just for fun. It's like a funky design sandbox with

battle mechanics optional.

For parents, engaging positively can be as simple as asking them to show you the
replay of a great win (the game lets you watch highlights) or even trying a round
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yourself (you'll likely lose quickly, but your kid will get a kick out of it and maybe
give you tips). At the very least, understanding the basics of the game’s objective and
controls will help you talk about it in an informed way. I used to fear and loathe Fort-
nite because of all the sensational media coverage (“Is your child addicted?!”). But
once I sat down and let my kids teach me, I saw its appeal. Now I use it as a way to
connect: “Who’d you team up with today? Did you guys try that new mode? How
did it go?” Some nights, Fortnite stories dominate our dinner conversation, which, in

moderation, I welcome, because they’re sharing their world with me.

(To give perspective on their popularity: Fortnite has reported over 650 million regis-
tered players by 2023,%> And during special events, tens of millions of players log in
simultaneously. It's not just a game; it’s a social phenomenon. Apex Legends, while a
bit less mainstream, also skyrocketed to over 50 million players in its first month of
release. These games are now a fixture of youth culture, like the new arcade or
playground.)

Those are the “Big Six” digital platforms many kids occupy: each with its unique
environment. As a quick recap: YouTube/TikTok are about endless content and
trends (watch out for algorithms and set some boundaries on content);
Roblox/Minecraft are creative universes (foster the creativity but mind the social
interactions and time spent); Snapchat/Instagram are social connection tools (great
for friendships and expression, but require guidance on healthy use and privacy);
Discord is about community and communication (wonderful for niche interests and
friend groups, just supervise younger ones’ involvement and privacy); Fort-
nite/ Apex (online games) are virtual playgrounds/sports fields (they offer teamwork
and fun, but need limits and sportsmanship talks).

In navigating all of these, I often remind myself and my kids that everything should
be approached in moderation and with mindfulness. None of these platforms is
inherently “evil.” They each have incredible upsides and downsides. The goal is to
maximize positive experiences (learning, connecting, creating) while minimizing
negative ones (addiction, exposure to harm). To achieve this effectively, we — the
parents and educators — must be willing to understand these platforms, rather than
simply banning or ignoring them. When we show interest and set reasonable
guardrails, kids are more likely to come to us when something goes wrong online
because they know we “get it.”

It's a lot to take in, I know. If you're feeling overwhelmed by all these platforms,
remember that you don’t have to master each one overnight. Sometimes, just asking
your child to give you a tour of their digital world is the best first step. Let them be
the expert for a change — you’ll learn not only about the app, but about them: what
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makes them laugh, what frustrates them, what they value in those spaces. I've had
some of the most heartwarming bonding moments, such as my son walking me
through his Minecraft world, block by block. These are windows into their passions.

DIGGING DEEPER INTO APPS AND SOCIAL MEDIA

If you want to take a deeper dive into how these social media platforms actually
work, beyond just reading about them, I strongly encourage you to explore the
resources we’ve created at Cyber Safety Cop. We've produced a series of demonstra-
tion videos that walk you through the ins and outs of the most popular social media
apps used by kids and teens today. These videos show you what your child sees,
how features work, and where the risks are hiding. They’re each paired with an
eBook guide that gives you practical advice, screenshots, and talking points to use

with your child. You can find all of these at cybersafetycop.com/webinararticle.

We also maintain an up-to-date App Review page that breaks down the most
popular apps and games your children are likely using—or asking for. Each review
includes our expert analysis, age recommendations, and a determination of whether
we believe the app is safe for your family. It’s a great place to check before approving
a new download. You can explore that page here: cybersafetycop.com/app-review.
Parents often tell me these resources give them the confidence to make informed

decisions and start meaningful conversations with their kids about online safety.

Next, we’ll examine a technology that’s rapidly changing the digital landscape for
our kids (and all of us): artificial intelligence. And we’ll discuss not just the technical
side, but also how it could shape your child’s experiences — both the exciting possibil-

ities and the pitfalls to watch out for.

ARTIFICIAL INTELLIGENCE: FRIEND OR FOE FOR OUR KIDS?

Artificial Intelligence (AI) has leapt from science fiction into our everyday lives —
often in ways we don’t even notice. If your child uses Siri or Alexa to ask a ques-
tion, that’s AL If YouTube suggests a video or a game NPC (non-player character)
adapts to your kid’s strategy, that's AI too. Lately, there’s been a lot of buzz
around advanced Al, such as chatbots (e.g., ChatGPT), that can have human-like
conversations or create art from text prompts. It's no surprise our teens are
dabbling with these tools, and younger kids are growing up in a world where Al
might tutor them or play with them. Let’s talk about the positive aspects of Al for
young people, as well as the potential problems if Al is misused or uncritically

embraced.
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How AI Can Help and Inspire Teens: I'll admit, I'm a bit of a tech optimist at heart.
I've seen some amazing ways Al can enrich a young person’s learning and creativity.
For one, AI can be like a personal tutor available 24/7. Imagine a teen struggling
with algebra at 10 PM; instead of feeling stuck, they could ask a math-solving Al for
guidance or a step-by-step explanation. In fact, initial research by education experts
suggests that tools like ChatGPT, when used properly, haven’t increased cheating but
instead might enhance learning by helping students explore concepts in new ways.
Some teachers are finding that these Al assistants can make lessons more interactive
or help students who are too shy to ask questions in class by providing them with

another avenue for clarification.®

I experimented with this myself at home. When my son was curious about black
holes (after a Fortnite “black hole” event, funnily enough), we asked an AI chatbot
some questions. It was explained in a very kid-friendly way, and we could ask
follow-ups like “Can you give an analogy?” It was like having a patient teacher who
never gets tired. Teens also report using Al to brainstorm ideas for essays or
projects.”” Sometimes, staring at a blank page is the hardest part; a chatbot can
provide some ideas to get the creative juices flowing, which the student can then
develop in their own way. I've seen my daughter use an Al art generator to visualize
a scene for a story she was writing — it helped her describe it better. It’s a bit like
bouncing ideas off a very knowledgeable friend.

Al can also personalize learning. Not every kid learns the same way or at the same
pace. There are Al-driven apps that adapt to a child’s skill level — if they ace a topic, it
moves on; if they stumble, it gives more practice on that specific skill. This kind of
tailor-made pacing was hard to achieve in a classroom of 30, but with Al it’s
becoming possible. For example, an Al might notice your child is good at geometry
but weak in arithmetic and adjust accordingly, giving them extra arithmetic puzzles
hidden within geometry problems to shore up that foundation. In the long run, we
could be looking at “personalized thought partners” for each student. Sal Khan (of
Khan Academy) described Al tutors as akin to calculators for ideas — tools that, when
used at the right time, can dramatically enhance learning. He and others argue that
Al doesn’t have to destroy education but could save it by making high-quality
tutoring accessible to all.?

Beyond academics, Al can foster creativity and innovation. Teens interested in coding
are learning to integrate Al into their apps or robots. A young artist can use Al to
experiment with styles or find inspiration. There are even Al music tools that allow
kids to hum a tune and build an entire song around it. These tools can serve as
collaborators. One teenager I know co-wrote a short film script with the help of an Al
—she would write a paragraph, have the AI suggest the next one, and then she’d
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tweak it. It turned into a fun game, and the story that emerged was something she
felt she never would've come up with alone. Al can also assist with accessibility:
consider a student with dyslexia who can use Al to transcribe their spoken ideas into
written text, or a child who speaks English as a second language receiving grammar
help in real time.

Another positive is preparing kids for the future. Al is likely to be a part of most
careers in some form. Early exposure and comfort with AI means our kids won’t be
left floundering when these tools become as commonplace as spreadsheets and
search engines. I encourage my teen to see Al not as “cheating” but as a skill to
master — how to ask the right questions (prompt engineering, as it’s called) and how

to verify what the Al says. Because, as great as Al is, it’s not infallible...

Potential Problems and Misuse: Now, the flip side. I joke that Al is like a brilliant,
eloquent student who sometimes lies confidently. It makes mistakes — sometimes
small, sometimes ridiculously large. If teens rely on an AI for homework without
understanding, they could end up with wrong answers and not know it. For
instance, ChatGPT might give a very convincing explanation that’s actually subtly
incorrect or outdated. Without critical thinking, kids might take it as gospel. Dr.
Zishan Khan, a psychiatrist, points out a big concern: an overreliance on Al “can
hinder their learning and critical thinking skills”. Yes, the Al gives quick answers,
“but it is not always accurate and lacks the ability to teach students how to analyze
problems or develop strong study habits,” Khan notes. If a student just copies and
pastes an Al’s answer, they miss the learning process (what Dr. Khan calls “superfi-

cial learning”).?’

Writing an essay with no personal thought, or solving a math
problem by blind automation, is like sending a stunt double to your workout — you

don’t get any stronger.

There’s also the risk of academic dishonesty. While AI can help generate ideas, using
it to do the actual work (like writing an entire essay) without attribution is essentially
plagiarism. Teens might be tempted — after all, it's not copy-paste from Wikipedia,
it's “original” AI text, who will know? But schools are catching on, and more impor-
tantly, it cheats the student of learning. One analogy we use at home: Al is like a
calculator. Calculators are great for checking arithmetic or handling tedious stuff, but
you still need to know how to do math and when to apply which formula. If you use
a calculator to cheat through math class, you'll be lost in calculus later. Similarly, if
you use Al to cheat through writing assignments, when you need to write your
college application personal statement (where your authentic voice matters), you'll

be at a loss. We encourage responsible use: use Al to support learning, not replace
it.>"
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Another issue is misinformation. Current Al chatbots sometimes produce what we
call “hallucinations” — they sound very confident, but the info is wrong. I once tried
asking an AI about a historical event, and it cited facts that were completely fabri-
cated, even providing a fake reference. An untrained user might not catch that. Kids
need to learn to double-check important facts with reliable sources (just like we
taught them not to trust every random website or Wikipedia without verification).
This is a new literacy: recognizing that just because an Al fluently writes an answer, it
doesn’t guarantee truth. It's a great chance to reinforce research skills: “Cool answer,
but let’s verify if that's true by cross-checking in a textbook or a credible site.”

Bias and fairness are also concerns. Al systems learn from data out there, and that
data can include biases. There have been instances of Al showing racial or gender
biases in responses or image generation (e.g., assuming a doctor is male, a nurse is
female, etc., or not recognizing certain cultural references well). We have to make
kids aware that AI might have blind spots or prejudices inherited from human data,
and that they should question and critically evaluate outputs, not just in terms of

factual accuracy, but also fairness and perspective.

Then there’s the social/emotional angle. As Al gets better at mimicking conversation,
some teens (or adults) might start to use it as a confidant. I've tested some “Al compan-
ions” apps that are meant to be like chat friends — they’re surprisingly comforting in how
they respond, butit’s all scripted empathy. If a teen is lonely and ends up talking more to
an Al friend than real people, that could stunt social skill development or even be taken
advantage of (some Al “friends” eventually try to sell premium services or could give bad
advice in a personal situation because, end of the day, it doesn’t truly understand human
nuance or ethics beyond what it was trained on). This is a tricky area—on one hand, an AI
chat about mental health might give perfectly reasonable generic advice (“talk to
someone you trust, you are not alone”) which can be good, but it could also miss red flags
or deeper context that a human counselor or friend would catch. So we don’t want our

kids to see Al as a replacement for human support, especially for emotional issues.

One more risk: privacy and data. Using Al tools often means inputting text or data.
If a teen is pasting their homework question or a draft essay into a public Al service,
where does that data go? Could it be stored or used to further train AI (some tools do
that)? We should guide them to be cautious about sharing sensitive info with AI —
e.g., don’t paste the teacher’s entire test or any personal identifiers. Use reputable,

privacy-conscious Al services, especially for educational purposes.

To capture these in a simple narrative, I gave my kids: Al is a powerful car — it can

get you places faster, but you need to learn to drive it properly and know when to hit
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the brakes. It can be a knowledgeable assistant (imagine having Wikipedia that talks
to you), but it’s not a substitute for their own brain. We also talk about time and place
— for brainstorming or checking work, sure, use Al But maybe when doing a first
draft of an essay or solving a new type of problem, try it yourself first, then see what
Al suggests. This way, they use it to learn, not to do the work for them.

I also emphasize that Al is a tool created by humans - it’s not magic, and it's not
inherently morally guided. So it’s up to us to apply our human values when using it.
If an Al ever suggests something that feels off or wrong, trust your human judgment
over the machine. As we integrate Al into education and daily life, building that crit-

ical lens in our kids is key.

On the flip side, we shouldn’t instill fear that “AI will make you dumb” because it
certainly can do the opposite if used well. It’s like fearing calculators in the 1970s —
now we know they didn’t ruin math; they just changed what we emphasize (more
problem-solving, less manual calculation). Similarly, AI might allow the next genera-
tion to focus more on creativity, critical thinking, and interpersonal skills, while
letting the AI handle some drudgery. One expert put it nicely: “Think of AI as a
personalized thought partner for students, helping them learn more efficiently — like
how calculators changed math learning.”3! It can manage the heavy lifting of infor-
mation retrieval or offer alternative explanations, allowing students to engage more
deeply with the subject matter.

The bottom line I share with parents and educators is that we should not ban AI, but
guide its use. Dr. Khan (the psychiatrist) actually agrees there’s no need to ban Al
tools outright; instead, teens should be taught to use them responsibly.*? That means
having discussions about honesty (“If the AI writes your essay, it’s lying about your
abilities”), quality (“double-check what it tells you”), and balance (“it's okay to
struggle a bit and not immediately lean on Al because that struggle is where
learning happens”). Many schools are in the process of developing policies on Al —
some may restrict its use for assignments, while others may incorporate it into
lessons. As engaged adults, we can stay informed by consulting with our kids’
teachers or trying the tools ourselves. When I first heard about ChatGPT, I wrote a
short essay with it and then critiqued it. It was decent, but a little generic and occa-
sionally off. I even showed that Al-generated essay to my kids and asked, “What do
you think of this?” It sparked a fun debate about what was good or missing, which in
itself was an educational convo about writing.

In conclusion, Al is here to stay and will shape the world in which our children grow
up. It can be a fantastic coach, assistant, and playground for the mind if we approach

it with our eyes open. Our children will need wisdom to accompany the wealth of
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information and help Al provides. And wisdom is something human parents and
mentors are uniquely positioned to pass on. So let’s prepare them to welcome Al as a
useful sidekick — one that helps them climb higher, but never carries them so much

that their own legs (or brains) waste away.

Now that we’ve explored devices, platforms, and Al — the more technical side of the
digital world - let’s shift to the cultural phenomena that are shaping our kids” experi-
ences. Technology doesn’t exist in a vacuum; it interacts with psychology and
culture. Concepts like FOMO (fear of missing out), parasocial relationships, meme
culture, and digital activism are important to understand as the “weather patterns”
of the digital landscape our kids inhabit. They influence how children feel and
behave online. So, in the next section, we’ll unpack these phenomena in relatable

terms.

VIRTUAL AND AUGMENTED REALITY: A CAUTIOUS PATH FOR
OUR KIDS

I received a message from a grandmother who had bought a Virtual Reality (VR)
headset for her 10 and 11-year-old grandchildren. Her reasoning was heartfelt and
understandable: she thought it would be a great way for them to play online together
while being active, moving around, and even getting some exercise. She imagined
laughter in the living room and a healthy mix of fun and fitness. But just a few days
later, her grandchildren came running to her, visibly shaken. In one of the chat-
enabled VR spaces, they had encountered strangers—people whose avatars were
touching their own avatars inappropriately and asking sexually suggestive ques-

tions. These were elementary-aged children, and they were deeply disturbed.

The grandmother asked me what she could do to prevent this from happening again.
I paused, then began with what she needed to hear: “I'm so sorry this happened. But
you made a grave mistake buying that VR system for them.” I told her there was no
way to make it fully safe for kids their age. The content moderation on these plat-
forms is spotty at best, and the immersive nature of VR amplifies the emotional
impact of any negative experience. There’s no filter strong enough, no setting restric-

tive enough to truly protect a child in those open chat environments.

My recommendation? Return the headset. If you can’t return it, sell it, or give it away
to an adult who understands the risks and uses it responsibly. Her job wasn’t to
tweak parental controls—it was to protect her grandchildren. And in this case, that

meant removing the device from their world entirely.
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Virtual Reality (VR) and Augmented Reality (AR) have burst into our children’s
digital playgrounds, offering new ways to explore, learn, and play. But as with many
tech trends, the shiny promise comes with significant caveats. While VR and AR can
have legitimate educational value, particularly in structured environments like class-
rooms or labs, they are not suitable for unsupervised use by young children. The
risks, both physical and psychological, outweigh the benefits at younger ages. We
strongly recommend that children under the age of 14 not use VR at all, and that
even older teens limit their use to short, well-monitored sessions.

What Are VR and AR, Really?

Let’s start with the basics. Virtual Reality immerses the user entirely in a computer-
generated world. Think: headset on, real world off. Augmented Reality, on the
other hand, adds digital elements to the real world, like placing cartoon creatures
on your living room floor or projecting 3D models onto textbook pages through a
phone or tablet. Both are evolving rapidly, and it's easy to be captivated by their

possibilities.

But children aren’t just mini adults with smaller heads. Their brains, bodies, and
emotional intelligence are still developing. What may feel like an exciting tech

novelty to a grown-up can become overwhelming or even harmful to a child.*
Classroom Use: Yes. Bedroom Use: No.

Let’s acknowledge the good. In a classroom or science lab, when carefully curated
and guided by an adult, VR and AR can enhance a lesson. Want to take a virtual tour
of the Great Wall of China or explore the inside of a human cell? There are fantastic
educational modules for that. And AR can make a geometry class come alive by
showing 3D shapes hovering above the page. When used as a tool—like a micro-
scope or a projector—these technologies have value.>

But let’s be clear: this kind of educational use should stay in the lab or classroom.
These tools are best applied in short bursts, in supervised settings, with clear
learning goals. When kids take VR home and use it for hours without oversight, the

equation changes dramatically.
Time Limits and Breaks: A Must

For older teens, the key is moderation and monitoring. VR should not be a daily
escape or digital babysitter. It should be a limited experience, no more than two
hours a day total, and with mandatory breaks every 45 minutes. These pauses are
critical to prevent eye strain, motion sickness, and disorientation.*> They also help

reset a teen’s attention span and bring them back to reality—literally.
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VR is not just another screen. It hijacks a child’s senses. When immersed in VR, a
child cannot hear, see, or interact with the real world. Parents, teachers, and siblings
might be speaking, but the child is sealed off. That level of detachment, especially for
long periods, isn’t healthy.

Risks and Challenges of VR for Children

For all its exciting possibilities, VR also comes with significant risks and challenges
when it comes to children’s health, development, and safety. It's important to
approach VR with eyes open (pun intended) about these drawbacks. Some of the key

problems identified by researchers, pediatricians, and parents include:

Physical Strain and Cybersickness: Using a VR headset isn't as effortless as
watching TV. The devices can be bulky and physically demanding to use for long
periods. Children may experience eye strain and even vision issues because the
screen is so close to their eyes for extended durations.*® The focusing distance in VR
is fixed, which can fatigue the eyes, and some doctors worry that prolonged VR use
could affect developing visual systems (though more research is needed). Neck strain
is another concern — VR headsets are not really designed for small children’s propor-

tions, and a heavy headset can tax the neck and shoulder muscles of a child.

Additionally, many kids (and adults) feel motion sickness or dizziness in VR, espe-
cially if the virtual movement doesn’t perfectly match what their inner ear balance
senses. This “cybersickness” can result in nausea, headaches, or disorientation.?’
Young children might be particularly susceptible as their balance and spatial orienta-
tion systems are still developing. One study noted that immersive VR could even
interfere with the development of balance and spatial coordination skills in younger
children.*® The good news is these physical effects are usually temporary — once the
headset is removed, the child’s vision and balance should return to normal. But to be
safe, experts advise limiting session lengths (e.g. 15-20 minutes at a time for younger
users) and supervising how kids react, intervening if they seem uncomfortable or

woozy.

Potential Impact on Developing Brains: VR plunges users into an artificial world
that can feel incredibly real. For children, whose brains are still maturing, there are
open questions about how this immersion might affect development. A comprehen-
sive review of studies in 2021 found evidence that frequent or prolonged VR use by
children could lead to cognitive issues — for instance, some kids had difficulty distin-
guishing between the virtual and real worlds after extended play.* There are also
concerns around whether overexposure to VR could negatively impact attention
spans or problem-solving skills in the long run, though solid evidence is still sparse
(scientists are actively studying these areas). Another issue is that in VR, the environ-
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ment often responds to the user’s every move and desire (teleporting across a room,
instantly summoning objects, etc.), which is very different from the slower feedback
of the real world. Some psychologists speculate that too much time in such “respon-
sive” virtual environments could make the real world feel boring or frustrating,
potentially affecting a child’s ability to cope with real-life pace and challenges. While
that’s speculative, it underlines the importance of moderation — VR is best as an occa-

sional treat or tool, not a constant reality for a developing child.

Isolation and Escapism: One of the most commonly cited dangers of VR for youth is
the risk of social isolation. Ironically, a technology that can connect people across
distances can also isolate individuals if it replaces normal in-person interaction. Too
much VR, especially when it completely replaces face-to-face play or family time, can
lead to real-world isolation. Researchers note that when virtual socializing takes
precedence over in-person relationships, children may end up feeling lonely or
detached.*” Immersive headsets block out the real world — a parent might be talking,
but the child in VR doesn’t hear them if the virtual environment is roaring with activ-
ity. Over time, if a child retreats into VR whenever they feel upset or bored, it can
become an unhealthy form of escapism. Escapism means using the virtual world to
avoid dealing with real-life problems or emotions. For example, a child who is sad,
anxious, or angry might put on a VR headset to forget their troubles. It's a tempting
coping mechanism, but mental health experts warn that over-reliance on virtual
escape can stunt emotional growth.*! The child never learns how to soothe them-
selves or work through difficult feelings in reality, because they always flee to a
fantasy world for relief. Studies have linked heavy escapist use of virtual experiences
to higher levels of depression and anxiety*> — essentially, the more one avoids real
problems, the larger those problems can loom. It's important to clarify: VR in moder-
ation isn’t going to “ruin” a child’s social skills or mental health. But if a child starts
using VR like a constant refuge — spending hours alone in virtual environments —
parents should take notice. The immersive lure of VR is strong, and some kids might
need help balancing it with real life. Ensuring children still spend plenty of time with
family, friends, and in the real world is key to preventing isolation. VR should

complement their life, not consume it.

Exposure to Inappropriate Content: Another issue with VR is that it can transport
users to any scenario imaginable, including ones not suitable for kids. Many popular
VR platforms (like VRChat or online multiplayer games) are open environments
where people of all ages mingle. Even when an app is rated 13+, children might
encounter virtual spaces with violence, horror themes, or even sexually explicit
content. Researchers surveying kids who use VR have found disturbingly high rates

of exposure to harassment, bullying, and hate speech in some virtual communities.*’
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For example, one study noted 44% of U.S. youth in the metaverse (virtual social
spaces) had encountered hate speech, and a third experienced harassment.** This
kind of toxic content can be scary or damaging to a child, just as witnessing bullying
or aggression on a playground would be. Additionally, there have been reports
(including an investigation by the BBC) of minors accessing virtual strip clubs or
other adult settings in VR platforms that were supposed to be off-limits.*> The
bottom line is that VR content filters and moderation are lagging behind the technol-
ogy’s growth. It’s often difficult for parents to monitor what’s happening on a child’s
VR headset, because unlike a flat screen, the action isn’t easily visible to an outsider.
This makes it easier for inappropriate content or interactions to go unnoticed. Until
child-friendly VR environments and effective parental controls catch up, this remains
a serious concern. Parents allowing teens to use VR should supervise the apps they
use, utilize any available content restrictions, and talk openly with kids about what
to do if they encounter uncomfortable situations in VR. Just as we teach internet
safety, kids need to learn virtual reality safety as well.

Privacy and Data Collection: VR devices don't just create visual illusions — they also
often collect a lot of data about the user. Headsets can track a user’s movements, gaze
(where they are looking), voice, and even subtle reactions. For adults, this raises
privacy issues; for children, it's even more sensitive. Imagine a VR educational app
that tracks how long a child looked at a certain object, or how their voice changed
during a game — such data could potentially be misused if it fell into the wrong
hands. More than half of VR devices today lack robust parental controls or privacy
settings to limit data collection.*® Experts worry that children’s personal information
(or even biometric data like eye-tracking information) could be collected by compa-
nies without parents fully realizing it. Moreover, VR platforms have struggled with
verifying users’ ages.*’ This means kids might be joining experiences intended for
adults, and also that adults could enter “kids” spaces by posing as younger users.
Both scenarios are problematic. The lack of effective age gates and data protections
means children are at risk of digital exploitation — whether exposure to ads targeted
via their data, or worse, predatory behavior from ill-intentioned adults in VR chat-
rooms. Tackling these issues will require improvements in VR industry standards
(such as built-in child safety modes, clearer privacy policies, and maybe even special
kid-friendly VR services). In the meantime, parents should treat a VR headset much
like they would the open internet: something that requires oversight and maybe
sparing use, rather than handing it off to a child unmonitored.

Addiction and Habit-Forming Use: It's worth noting that VR experiences can be
extraordinarily engaging, so much so that some kids may not want to stop. VR, by its

nature, is designed to be immersive and rewarding, which is wonderful for engage-
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ment but can also make it harder for a child to pull themselves away. Some research
has raised concerns that VR could have an even more potent effect on the reward
pathways in the brain than regular video games, potentially leading to stronger
compulsions to play. While “VR addiction” is not a formal diagnosis, there are cases
of teenagers spending excessive hours in VR games, neglecting schoolwork, sleep, or
other activities. The concern is that VR's realism and interactivity might make screen-
time limits harder to enforce — a child engrossed in a vibrant 3D world might resist
returning to mundane reality. Excessive use of VR, like any other digital medium, can
interfere with healthy development if it crowds out exercise, homework, or face-to-
face friendships. The solution here ties back to good digital parenting practices: set
clear time limits, ensure VR is only used after responsibilities are done, and keep the
VR setup in a shared family space if possible (so usage is visible and can be moderat-
ed). Encouraging a variety of hobbies, including plenty of non-screen activities, helps
balance out the allure of VR. When used in sensible amounts, VR is an exciting
novelty — but it should remain just one of many activities a child enjoys, not an all-

consuming habit.
Why a Minimum Age of 14 is Recommended

Given the array of concerns above, experts generally advise caution for younger chil-
dren using VR. Most VR headset manufacturers themselves set age limits around 12
or 13 — for example, Oculus (Meta) historically recommended its devices for ages 13+,
and Sony’s PlayStation VR set a minimum age of 12. These recommendations aren’t
arbitrary; they take into account the physical fit of headsets and the sensitivity of
developing eyes and brains. Eye doctors note that before early adolescence, chil-
dren’s visual systems are still developing, and prolonged VR may pose unknown
risks to eyesight or focus.*® Moreover, younger kids often have a harder time distin-
guishing fantasy from reality, which could make highly immersive VR confusing or
upsetting. By age 14, most teens have a more solid grasp on reality vs. make-believe,
and their bodies are closer to adult sizes to handle the equipment comfortably.

In fact, waiting until around 14 (a bit beyond the device makers’ minimum) can be
seen as an extra precaution — a way to let a child reach mid-adolescence before intro-
ducing a technology that powerfully affects the senses. Around 14, a teen’s balance
and depth perception are more stable (so they’re less likely to be affected by VR’s
sensory tricks), and they’re more capable of stopping and reasoning, “It's just a
game,” if something in VR scares them. There is still limited research on the long-
term effects of VR on kids,* so a “better safe than sorry” approach appeals to many
pediatricians. As one digital parenting guide put it, VR headsets “aren’t suitable for
children under the age of about 12-13” due to physical, emotional, and develop-
mental reasons.’” Extending that logic, setting 14 as a minimum age offers a buffer of
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safety. Of course, maturity varies — some 13-year-olds might handle VR responsibly,
and some 15-year-olds might overdo it. Parents should use their judgment, but
enforcing a minimum age limit (and even then, moderate use) is a prudent way to

protect younger children.

Time limits and breaks are a must. VR should be a limited experience, no more than
two hours a day total, and with mandatory breaks every 45 minutes. These pauses
are critical to prevent eye strain, motion sickness, and disorientation.>! They also
help reset a teen’s attention span and bring them back to reality—Tliterally.

If a parent does decide to let a teen try VR, it's wise to start slowly. Perhaps begin
with short sessions and child-friendly content, then watch for any signs of discomfort
or over-excitement. It's also crucial to talk with the teen about what they will
encounter. Setting expectations — “If you feel dizzy, take the headset off immediate-
ly,” or “Remember, don’t take anything someone says in VR to heart — if anyone is
mean or inappropriate, tell me” — can help the young user navigate the experience
more safely. Many families also choose to participate together initially: a parent
might supervise or even join in a multi-player VR game with their teen, both for
bonding and oversight. By treating VR as privileged tech (much like driving a car —
something one grows into with training and rules), parents can ensure their child

gradually earns the responsibility and knows how to handle the virtual world.
AR: Not as Immersive, But Still Needs Supervision

AR is less immersive but not without its own risks. Kids glued to phones playing AR
games like Pokémon GO have walked into traffic, wandered into unsafe areas, or
become targets for theft.”> AR can blend real and digital in exciting ways—but it can
also blur lines of awareness. As with VR, AR should be used in moderation, with

context and adult oversight. It's a learning aid, not a lifestyle.
Final Thought: Tech That Serves, Not Replaces

Ultimately, VR and AR are tools, not replacements for real life, not shortcuts for
parenting, and not emotional pacifiers. They can serve a purpose, especially in
education or special needs therapy, but they are not everyday toys. Let’s keep them

in their proper place: limited, guided, and used with wisdom.

Our children need to grow up grounded, connected, and capable of facing the real
world, not escaping into a virtual one every time life gets hard. By setting healthy
limits and modeling thoughtful tech use, we can help them harness the good while
avoiding the harm.
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CULTURAL PHENOMENA SHAPING DIGITAL CHILDHOOD

Every generation of youth has its own cultural vibes and pressures. Ours had things
like cliques in the cafeteria, fan clubs for rock bands, and slang our parents didn’t get.
Today’s kids have all that plus an extra layer from the internet. Let’s look at a few big
cultural currents flowing through your child’s online world: FOMO, parasocial rela-
tionships, memetic language, and digital activism. Understanding these will help us
empathize with what kids are feeling and guide them in healthy ways.

1. FOMO (Fear of Missing Out): Do you remember being a kid and feeling a twinge
of jealousy hearing about a birthday party you weren’t invited to, or seeing friends
whispering about an inside joke you missed? Take that feeling and multiply it by a
thousand - that's FOMO in the age of social media. Our kids can see in real-time
what they’re missing. Your daughter opens Instagram and sees that her friends all
went to the mall without her — ouch. Or your son’s friends are all online in a game,
and he was doing homework — he might feel left out of the epic win they just had.
Social media posts, Snap stories, group texts that blow up when you’re not there,
even seeing the “online” status dots on apps — they all contribute to a sense that
“something fun is happening and I'm not part of it.” FOMO can drive kids to
constantly check their phones because they don’t want to be the last to know or
respond. It’s one reason 97% of teens confessed to using their phones during school
hours; the pull to stay connected with peers is intense. As a parent, it's heartbreaking
to see your child upset because they feel excluded. I've had evenings where my teen
was more down from seeing friends hanging out on Instagram than if he’d hadn’t
known at all.

How do we help? First, by validating the feeling. I'll tell my kid, “I get it — it’s not a
nice feeling to think you missed something.” Share your own teen story if you have
one (perhaps minus the internet part). Then, talk about perspective. Social media
often shows the highlights, not the full story. Maybe those friends at the mall were
just running errands, not a big party. Maybe the reason he wasn’t invited to that
game session is simply because he was marked offline, and they assumed he was
busy. Encourage them to communicate rather than stew in FOMO - “If you feel left
out, it’s okay to send a snap like ‘Looks fun, let’s hang out tomorrow!” so you turn
that FOMO into JOMO - Joy of Missing Out, because you have your plan.” Yes,
JOMO is a thing — learning to sometimes even enjoy being not involved in every-
thing, to relish a quiet night in without constantly checking your phone. It's hard
for kids to do, but we can model it. I've started saying out loud, “You know what,
I'm glad I skipped that neighborhood gossip thread tonight — I got to read my book
in peace.” (Of course, they roll their eyes because Mom’s group chat is hardly
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tantalizing, but point taken.) We can also set some tech-free times where everyone
puts phones away, framing it as family recharge time. Initially, a kid may resist
(“What if my friends need me?!”), but gradually they learn the world doesn’t end if
they’re offline for an hour, and it can actually be a relief. I've seen anxiety levels
drop when we do a no-phones Sunday morning hike — at first the kids grumble,
but by the end they are laughing and at ease, almost forgetting about the online
drama. When they get back to their phones, things are usually just fine, or any
crises solve themselves. It builds confidence that it's okay not to be plugged in
24/7.

2. Parasocial Relationships: This is a fancy term for a one-sided relationship that a
person (like your child) might develop with a media figure. Think of how, back in the
day, some of us felt like we knew our favorite TV character or pop star. We’d laugh
and cry with them weekly on our screens or plaster their posters on our walls. Now
amplify that: kids today not only consume content from influencers, YouTubers, and
streamers, but they often interact by liking, commenting, even DMing. It can feel to a
child like these online personalities are their friends, even though the relationship is
not truly reciprocal (hence one-sided). My 10-year-old once talked about a YouTube
gamer as if he were a buddy: “Dan said he might not post tomorrow because he’s
feeling sick. I hope he feels better!” Dan had no idea my kid existed, of course, but
my son was genuinely concerned. On one hand, parasocial relationships can be
harmless or even positive. A good role model, such as a YouTuber who promotes
kindness or educates (like science communicators or artists), can inspire kids. The
child feels supported or understood by this figure (“They get my love for XYZ,
they’re so much like me!”). In a way, it can fill a gap, especially if a kid doesn’t have
friends who share a certain interest — an online creator might be that “friend” who
validates their passion for, say, medieval history or quirky fashion.

But there are downsides. Kids can get too attached. If their favorite influencer faces
controversy or decides to quit, it can be distressing. There have been cases of famous
YouTubers who had to take a break for mental health, and their young fans felt
almost abandoned. Also, not all influencers are good influences. Some might
promote consumerism (“you NEED this makeup”), risky behavior, or present an
unrealistic lifestyle. Kids might also compare themselves to these polished personali-
ties (“He’s always so funny/confident, why can’t I be like that?”). Unfortunately, a
few bad actors could exploit this trust — we’ve seen instances of online celebrities
who groom or manipulate their fans. It's rare, but it has happened, so we need to
make kids aware that just because someone feels like a friend on screen doesn’t mean
they truly are, or that we should ever meet them alone or in person. That sounds
obvious to us, but to an infatuated teen, it might not be.
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I handle this by talking about the parasocial concept openly. I literally taught my kids
the word “parasocial” in a casual way. We discussed how it’s cool to admire creators
and learn from them, but it’s also good to remember they don’t actually know us. I
often ask, “What do you like about this YouTuber? What would you do if you met
them?” and then we muse about how the person on camera might be different off
camera. Many YouTubers now discuss mental health or “real life vs. reel life,” which
helps, e.g., some show bloopers or talk about struggles. If your kid’s idol does that,
reinforce it: “See, even X feels nervous sometimes, just like you. They're human.” It
narrows the gap between the idealized image and reality. And if an influencer does
something problematic (say, a prank went too far or they said something offensive),
use it as a teaching moment: “Just because we liked them doesn’t mean we excuse
that. What they did was not okay. How do you feel about it?” Let them grapple with
the complexity — it teaches them not to follow authority or popularity blindly.

Another tactic is to encourage real-life connections around these interests. If your
child loves a particular streamer, consider finding a local club or class where they can
meet peers who share their passion for that game or craft. That way, the community
aspect of parasocial fandom can translate into actual social experiences. For example,
my kid, who loved DanTDM (the YouTuber), joined a coding camp because Dan’s
videos sparked an interest in making games. At camp, he met other kids who liked
DanTDM, but guess what — they also became friends with each other. The parasocial
love became a bridge to real friendships.

3. Memetic Language (Meme Culture and Slang): Every generation has slang; Gen Z
(and Gen Alpha) have memes. These are the inside jokes of the internet that can go
global in days. An image with bold text, a viral TikTok sound, or a catchphrase from
a YouTube video all become shorthand in kids’ language. I've had moments where
my child says something utterly baffling at the dinner table, like “Bro, that home-
work was such a rickroll,” or they just start singing a weird, autotuned line. Cue my
confused look and their laughter: “Dad, it's from a meme, you wouldn’t get it.”
They’re right — I missed the context. Meme culture is rapid and ever-changing. A
meme can be hilariously funny if you're in the know, but completely nonsensical (or

even concerning) if you're not.

So, what to do? Embrace a bit of silliness and be willing to learn. I often ask, “Okay,
explain this meme to me,” and they get a kick out of trying to articulate why an
image of a dancing frog or a distorted bass-boosted song is so funny. Sometimes the
humor doesn’t translate — often the fun is in the absurdity or just the fact that it’s
trending. Memes also serve as a cultural bonding tool: using the right meme or slang
at school can make a kid feel included. It's a moving target, though. One month,
everyone’s saying “it’s the __ for me” or “no cap” (meaning no lie), the next month
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that might be cringeworthy, and the new word is “based” or something. I try to stay
somewhat current (mostly to understand them; I don’t go around saying “yeet” in
my everyday life — that would indeed make my kids cringe).

A positive side of memetic language is creativity and play with language. Kids remix
and create their own memes, too. I've seen my children take a popular meme format
and make one about our dog or a family inside joke. It's a modern form of witty
expression, even if it's dripping in irony or surreal humor. This playfulness can be
very clever. Some memes also carry social commentary; through humor, teens often
express views on school, politics, or society. For instance, a meme about being “for-
ever online” might actually hint at their awareness of spending too much time on the

internet. It’s a way to laugh at themselves and collectively acknowledge an issue.

On the flip side, some memes or slang can be edgy or offensive. Because meme
culture values shock value at times, kids might share jokes that are sexist, racist, or
otherwise not okay, thinking it’s just dark humor. I've had to say, “That meme is actu-
ally hurtful, here’s why,” when I overheard something questionable. It's tricky
because they might defend it as “just a joke.” I explain that even jokes reflect atti-
tudes, and they should consider that if they say it in person to someone, it might
hurt. Usually, framing it in terms of empathy (imagine how that person would feel
seeing that) gets through more effectively than scolding.

Memes also come and go so quickly that what was hilarious yesterday can be eye-roll
inducing tomorrow. This can contribute to a constant search for the next amusing
thing, leading to a short attention span issue. We can counterbalance that by also
engaging them in longer-form humor and content — e.g., watch a classic comedy
movie together, or encourage them to create a longer video skit, not just a 7-second
meme. Variety in media diet, as I like to call it.

4. Digital Activism: Today’s youth are very aware of social issues, and a lot of that
awareness spreads online. Digital activism refers to the use of social media and
online tools to promote causes, mobilize peers, and raise awareness about societal
issues. You might recall how, in recent years, movements like Fridays for Future (cli-
mate strikes) were fueled by young people organizing on Instagram and Twitter, or
how, after tragic events, teens start campaigns or support groups online. Even my
relatively young son came home one day talking about ocean pollution and saying,
“Dad, we should do a beach cleanup,” because she saw a TikTok of a teen activist.
The internet exposes them to global issues sooner and in a very visceral way
(imagine seeing a viral video about a forest fire or a social justice protest). This can
spur empathy and a sense of empowerment — kids realize even though they’re
young, they have a voice and tools to amplify it.
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I find this aspect beautiful and hopeful. I've seen students in our community start an
online petition to get a mental health club at school and succeed. My friend’s
teenager became deeply involved in racial equality discussions after following some
youth activists on social media — it led to him participating in a peaceful demonstra-
tion (with his parents in tow) and starting a diversity and inclusion committee at
school. These are positive engagements, and digital platforms have given them the
knowledge and networks to achieve them.

However, there are challenges. Information overload and burnout — some kids feel
like they have to care about everything, and it’s just too much. The term “compassion
fatigue” can apply even to teens scrolling through crisis after crisis. One week,
they’re all about saving koalas from wildfires, the next it’s fundraising for a friend’s
relative’s cancer, then a political issue... It's a lot for a young mind. They may not yet
have the coping mechanisms to handle these heavy topics or to know when to take a
mental break. I try to remind my kids (and myself) that it's okay to step back and that
they don’t have to fix the world by Tuesday personally. It's enough to choose a
couple of causes they genuinely care about and focus on those, rather than feeling

guilty for not reposting every single awareness story that comes along.

Another issue is slacktivism — the notion that simply sharing a post is equivalent to
taking action. Hitting “like” on a charity post or changing your profile picture filter
may show support, but it doesn’t necessarily have a significant impact on the
ground. I encourage turning digital energy into real action, even if small. If my kid is
passionate about climate change and keeps sharing eco-influencer videos, I'll say,
“Awesome. What's one thing we can do about it? Maybe we can plant a tree or
reduce plastic at home.” This helps them learn that online advocacy should connect
to offline efforts, too. It also combats cynicism; doing something tangible, however

minor, feels better than doom-scrolling issues.

Additionally, the online activist space can sometimes become hostile or performative.
There’s peer pressure to voice an opinion on everything, and fear of saying the
wrong thing and getting flamed for it. Cancel culture is a concept that teens under-
stand even now. Part of navigating this is teaching respectful discourse and
resilience. If they post their thoughts, they might get disagreement — how to handle
that civilly? Or if they’re not comfortable posting, that’s okay too — not everyone has
to be an outspoken activist at 14. They can contribute in quieter ways or simply

educate themselves.

Digital activism is a powerful opportunity for youth to learn about democracy, empa-
thy, and leadership. As parents/educators, supporting their sincere efforts (even if

it’s just designing a cool poster to share or writing a heartfelt post) goes a long way. I
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helped my child and her friends bake cookies to sell when they did an online
fundraiser for a local animal shelter. They raised only $50, but they felt like world-
changers — and who knows, that spark might lead some of them into community
service or public service careers in the future.

Understanding these cultural phenomena — FOMO, parasocial connections, meme-
speak, and online activism — helps us see why our kids might act a certain way online
or how they’re feeling. These are the currents carrying them along as they navigate
the digital ocean. Our role is a mix of lifeguard and swim coach: we watch for
dangers (like FOMO-driven anxiety or toxic fandoms) and coach them in skills to
thrive (like taking breaks, keeping perspective, balancing online passion with offline

action).

Often, simply discussing these concepts openly demystifies them. I've had “meme
nights” with the family where the kids show me the week’s top 5 memes, and we all
rate them. We usually end up in stitches laughing (or groaning), and they love that
I'm game to peek into their world, even if I find it absurd. For FOMO, sometimes I
purposely create a family moment that’s fun in real life so they don’t feel like all
good times happen on a screen — like an impromptu ice cream outing that wasn’t
posted anywhere, just our secret good time. It balances the scales against those social
media highlight reels.

We can’t shield them from these cultural forces, but we can equip them. When they
know that we know about these things, they’re more likely to come to us when, say,
an influencer they loved disappoints them, or when the constant news cycle makes
them sad. We can then help them process those feelings. In doing so, we're teaching
them to be reflective digital citizens, rather than just reactive consumers of whatever
trends come their way.

Next up: a concept that ties directly into some things we’ve touched on - the atten-
tion economy. I mentioned earlier how platforms are designed to keep us hooked.
We'll unpack how to explain that to a ten-year-old (and, frankly, to ourselves as well!)
so that kids understand why YouTube auto-plays and Snapchat streaks exist — not by
accident, but by design. By understanding the business behind the technology, kids
(and their parents) can make more informed choices about their attention. Let’s dive
into that in a kid-friendly way.
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THE ATTENTION ECONOMY (EXPLAINED TO A 10-YEAR-OLD
AND THEIR PARENTS)

Imagine you have a superpower that everyone wants — your superpower is your
attention. It's your ability to focus on something, to listen, to watch, to play. Now,
guess what? Every app, game, and website out there is trying to grab that super-
power of yours and not let go, because your attention is valuable. This concept is
what grown-ups refer to as the “attention economy.” But let’s break it down in a way
a 10-year-old (and us older folks, too) can easily understand, with a little story:

Meet Alex — a 10-year-old kid in the 5th grade. Alex has a free afternoon and a
variety of choices: shoot hoops outside, read a comic, play Minecraft, or watch some
YouTube videos. He decides, “I'll watch one or two YouTube videos first, then go
outside.” He opens YouTube and clicks on a funny Minecraft highlight video that has
been recommended to him. It’s hilarious. As soon as it ends, YouTube’s screen pops
up thumbnails of related videos — one catches Alex’s eye, “Top 10 Minecraft Fails.”
He thinks, “Ooh, just one more.” He clicks. Meanwhile, outside his window, the sun
is shining, and the basketball hoop is lonely. Video after video, time flies. Before he
knows it, an hour has passed. He’s watched 10 videos and his outdoor playtime...
vanished.

What happened? YouTube captured Alex’s attention and kept it. Why would
YouTube (or any platform) care so much about keeping a 10-year-old watching
longer? Because in the attention economy, time is money. The longer Alex watches,
the more ads he might see, and those ads make money for the platform. If it's not
ads, it's data — the platform learns more about what Alex likes, which helps it keep
him (and others) watching and potentially spend money on in-app purchases or

premium features.

I sometimes explain it to kids like this: Platforms like YouTube and TikTok are free for
you to use, right? (Kids nod, “Yeah, no one pays to use TikTok!”) Well, if you're not
paying, then you (or rather your eyeballs and time) are the product being sold to
advertisers. Ten-year-olds might not fully grasp the complexity of advertising deals,
but they do understand the concept of commercials interrupting their cartoons. I say,
“Remember how in your cartoon commercials are trying to get you to buy toys?
Those toy companies paid the channel because they knew kids would be watching.
Online, it’s like that but sneakier — sometimes the ads are disguised as content or the
whole app’s goal is to keep you there to show you more ads or sell you stuff in the

game.”
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We can illustrate this with everyday examples: why does Netflix automatically play
the next episode after 5 seconds? It's not because they think you can’t wait, it's
because they don’t want you to wait — they want to hook you before you even decide
to do something else. Why does an endless game like Subway Surfers or an infinite
runner never truly “end”? Because if it ended definitively, you might put it down.
Instead, they design it so you can always start another round instantly, keeping that

loop going.

For a 10-year-old, frame it like a game: The app is playing a game against your
brain’s willpower. Its moves are: auto-play, notifications (“ping! come back, you got a
like /comment!”), rewards (like streaks or badges for logging in daily), and personal-

1"

ized content (“hey, you liked that, here’s more!”). Your moves are: recognizing what
it’s doing and deciding if you really want to continue. When you turn off auto-play
or set a timer for yourself, you've made a power move to win your time back. Kids
love games and challenges, so they often like the idea of outsmarting an app. I've
told my kids, “You know, a whole team of really smart adults worked hard to make
that game so engaging you don’t want to stop. They want to win this tug-of-war for
your attention. But you can win if you know their tricks!” It almost becomes a brag-
ging right — “I stopped after 20 minutes, even though YouTube tried to keep me for

hours.”

One concrete aspect to mention is the concept of “scrolling” and refresh (pull-to-
refresh, infinite feed). I compare it to a slot machine in a casino — you pull the lever
(or refresh your feed) and you never know what you'll get, maybe something new
and exciting. That unpredictability makes it addictive. Kids might not know casinos,
but they know surprise toy unboxings or Pokémon card packs. The unpredictable
reward is a big draw. Social media and games utilize this approach: not every post or
level is super exciting, but occasionally, you see something really cool, and that keeps
you going. The fancy term is intermittent reinforcement, but I call it the “jackpot
effect” to kids. So if your child finds themselves scrolling endlessly, it's because their
brain is waiting for the next jackpot post or funny meme. Recognizing that can help
them break the cycle: “Oh, I'm chasing a high that might or might not come — maybe

I should stop and do something else, because this could go on forever.”

I also talk about notifications specifically. Those little red dots and dings are literally
calling out: “Hey! Hey you! Check me!” They trigger our anxiety about missing out
(FOMO again) and our curiosity. A 10-year-old can relate to the feeling of hearing the
ding and just having to see who messaged or what's up. So we devise strategies:
turning off non-essential notifications (do we really need an alert every time a
YouTuber posts a new video? Nah, we can check when we want). For those we keep

(maybe a message from family), we can change the sound or style so it’s less alarm-
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ing, or we can practice not reacting immediately. We actually did a family experi-
ment: during dinner, phones were on, but we tried not to look when they pinged. We
treated it like a joke — every ping, someone would theatrically pretend to itch like
they wanted to check, and we’d laugh. It was hard at first, but it became a fun chal-
lenge. And guess what — the messages were still there 30 minutes later, and nothing

catastrophic happened because we didn’t answer in 10 seconds.

For parents reading this: explaining the attention economy to your kid is also a good
reminder to ourselves. We adults fall for these tricks, too! I can’t count how many
nights I intended to sleep by 11, but YouTube or Facebook had other plans. By
learning about attention traps together, it becomes a family culture to call them out.
My teen will poke me, “Mom, you've been on Twitter 20 minutes, practicing what
you preach?” in a cheeky way. And I do the same to them when appropriate. It's not
nagging; it becomes more like we're accountability buddies against a common

enemy: the overuse of tech (not tech itself, but its manipulative side).

Another piece to highlight is the “free” game model — games that lure you in for free
but then constantly tempt you with purchases (extra lives, shiny skins) once you're
hooked. This is part of the attention economy, too — get them addicted, then mone-
tize. King and Delfabbro (2019), a pair of researchers, have discussed how game
design can exploit psychological principles to encourage excessive play and
spending (loot boxes, anyone?). If I recall correctly, one study noted that the structure
of rewards in games can mimic gambling reinforcement.>* It's complex to fully
explain to a kid, but I simplify: “They gave you the first taste free, now they want
you to pay to keep the fun going.” Once kids see it that way, some actually feel
offended - like, “Hey, that’s sneaky!” And that's what we want — a healthy

skepticism.

A kid-friendly analogy I use: Think of apps and games like candy. A little candy is
yummy and fine. But candy makers want you to eat as much as possible; they make
the wrappers bright and the candy sweet so you crave more. It's up to you to say,
“I've had enough candy, I don’t want a stomachache.” In the same way, a little
YouTube or gaming can be fun and even good (you learn or relax), but too much and
you feel yucky (tired, cranky, eyes hurt, nothing else done today). So we have to
know when to stop. And just like candy, sometimes it helps if a parent gives a
portion limit at first, until the kid can self-regulate. (They usually understand this
because every kid has experienced Halloween candy rationing or regretting eating
too much cake at a party.)

Empowering kids with knowledge: When children realize there’s a whole industry

trying to maximize “time on site,” it almost becomes a mission for them not to be
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fooled all the time. Knowledge truly is power here. I've seen my kids proudly decide
to close an app, saying, “I know it just wants to keep me here. I'm gonna go build
Legos instead.” Victory! It doesn’t happen always, of course, but even if they do
binge on occasion, they’re aware of what’s happening. Later, they might comment,
“Ugh, I fell for it. I spent two hours on that game.” That awareness is progress; it’s
the first step to change. I don’t scold at that point; I sympathize, “Yeah, they really
made it hard to quit, didn’t they? What was it that sucked you in?” We analyze it like
scientists. “Well, I wanted that next reward...” “Ah, the reward system got you. What
could you do next time?” Brainstorm together.

Some families make technology contracts or plans that include understanding the
tricks apps use. For example, part of the family agreement could be: “We use tech,
but we try not to let tech use us. We will take breaks, disable excessive notifications,
and help each other when we get carried away.” It sounds high-level, but you can
word it in kid-speak like, “We take back our attention superpower when apps try to
steal it.”

In summary, teaching the attention economy to kids demystifies why these digital
platforms are so compelling. It's not that the child is weak or “addicted” by their own
failing; it’s that billions of dollars and brains have engineered these experiences to be
as engaging as possible.” When kids see it's a calculated effort by companies, they
often get a bit indignant, which is good! They realize, “Hey, I'm being played like a
fiddle so they can earn money.” And that little spark of rebellion can inspire them to

set the phone down and assert, “I control my time, not some app.”

It's an ongoing battle (even for us grown-ups). But with open conversations and
some strategies, kids can learn to better manage their attention. They might still
binge occasionally — that's human — but they’ll know what’s going on and recover
faster. And maybe they’ll come up with creative counters, like an app that rewards
you for NOT using your phone (those exist!).

Alright, with this understanding of the attention economy, we’ve armed ourselves
and our kids with knowledge to be more mindful users of tech. Next, let’s look at
how screen time and digital engagement intersect with different developmental
stages — what’s happening in early childhood vs middle childhood vs adolescence,
and how screens impact those phases differently. This will help us fine-tune our

approach depending on the child’s age and needs.
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DEVELOPMENTAL WINDOWS AND SCREEN IMPACT

Children aren't one monolithic group; a toddler, a third-grader, and a teenager are
worlds apart in how they understand and handle screen technology. The effect of an
iPad on a 3-year-old is not the same as Instagram on a 13-year-old. In this section,
let's break down three key developmental windows — Early Childhood (around 0-5
years), Middle Childhood (6-12 years), and Adolescence (13-18 years) — and discuss
how screens and digital media impact kids differently at each stage. We'll draw on
research findings, such as guidelines from pediatricians and studies on screen time,

and combine that with practical insights.
Early Childhood (0-5 years): The First Steps with Screens

In the first few years of life, children's brains are literally wiring themselves at an
astonishing rate. Their primary learning comes from direct human interaction and
exploring the physical world. Screens in this stage can be a double-edged sword. On
one hand, a high-quality educational program or a video chat with Grandma can be
positive. On the other hand, too much passive screen time can displace crucial hands-
on play and face-to-face bonding. The American Academy of Pediatrics (AAP) has
been pretty clear: for children under 18 months, avoid screen time except video chat-
ting (e.g., a baby seeing mommy's face on FaceTime while she's traveling — that's
fine). For toddlers 18-24 months, if you introduce some screen time, choose high-
quality educational content, and watch it with them to help them understand.*® For
preschoolers 2-5 years, the AAP suggests a max of 1 hour per day of screen media,
and again, co-viewing is best. The focus should be on quality — think Sesame Street or
PBS Kids, not random unboxing videos on YouTube. Why these limits? Because
studies (including one by Twenge & Campbell in 2018) indicate that even at young
ages, more than about an hour of daily screen time was associated with lower
measures of developmental wellbeing, things like less curiosity, lower self-control,
and more mood swings. For example, one study found that preschoolers who were
heavy screen users were twice as likely to often lose their temper and had more
trouble calming down.’® That doesn't mean screens cause temper tantrums, but
heavy use could be both a symptom and contributor to behavioral issues (perhaps
because they aren't practicing waiting, patience, or self-soothing as much if a screen

is always there to entertain or calm them instantly).

From experience, little kids can get surprisingly mesmerized by screens. I recall my
toddler, wide-eyed, mouth slightly open, utterly zoned out in front of a colorful
cartoon. It's almost eerie how focused they get — that's the attention-grabbing power
we discussed, multiplied by a toddler's still-developing frontal lobe (which is the
part that would help them resist or moderate that focus). That's why you'll see a 2-
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year-old meltdown when you try to take away the iPad — not because they're
“spoiled,” but because their brain has hyper-focused and abruptly removing it is like
yanking a toy from a puppy; they haven't learned emotional regulation yet. One key
tip: transitions are hard at this age, so if you do allow a little screen time, give warn-
ings, “We're turning it off after this song,” and then follow through consistently, so
they learn to expect and handle that ending. It's just like giving a “5 minutes till we

leave the park” warning. It reduces shock.

Another thing in early childhood is that content matters immensely. Young kids are
like sponges; they mimic what they see. If a 4-year-old watches an aggressive
cartoon, you might later see them karate-chopping a sibling. However, if they watch
something that models sharing or kindness, they may reenact that. I've used some
shows intentionally to reinforce good behavior (like Daniel Tiger's Neighborhood,
which teaches social-emotional skills through catchy songs — I still hum the “Use
your words” song sometimes). But I'm wary of fast-paced, stimulation-overload
content for littles. Research suggests very fast editing (quick scene changes) can be
too much for toddlers' brains, possibly affecting their attention spans. Classic exam-
ple: SpongeBob SquarePants vs Mister Rogers' Neighborhood. The former is funny
but extremely frenetic; the latter is slow and gentle. Studies have found differences in
how kids behave or perform on tasks after watching different types of shows. So, for
early childhood, slower-paced, interactive (like Dora asking a question and pausing)
or thoughtfully educational content is preferable.

That said, no screen can replace hands-on play, which is crucial for motor skills and
problem-solving, or real human interaction, which builds language and empathy. If a
toddler spends 4 hours swiping on a tablet, that's 4 hours not spent stacking blocks,
running around, or talking to a caregiver — all things that build their body and brain.
Jean Twenge and others emphasize that excess screen time in little ones correlates
with less curiosity and poorer emotional stability,’’ and maybe that's because the

screens did the imagining and self-soothing for them, instead of them figuring it out.

So the approach: for 0-5, be very choosy and limited. Use screens as a tool, not a
babysitter, whenever possible. I know sometimes you just need 15 minutes to cook
dinner — and that's okay, we've all let Paw Patrol run to get that done. But balance it:
maybe they “earn” an episode by doing something active or creative first, or you use
a tablet together as a learning activity rather than alone all the time. Co-viewing is
golden in this stage because you can help the child understand what they see (“Oh,
he's sad because he lost his toy — what should he do?”). This turns a passive watch

into an active learning moment and also strengthens your bond.
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Middle Childhood (6-12 years): Exploring and Learning, with Growing Inde-

pendence

Once kids hit school age, they typically have better self-regulation, longer attention
spans (thanks to school forcing them to sit and focus), and they start to use screens
for new purposes: homework research, educational games, creating things (like
writing stories, making simple videos), and of course, entertainment shifts to more
complex games and maybe simple social interaction (like messaging friends, though
this tends to ramp up more after 10 or so). Screen impact in this stage often shows up

in two main domains: academic and social development.

Academically, moderate use of educational tech can be a boon. Many 8-to 12-year-
olds use tablets or computers in class. They might be coding in Scratch, doing math
on Khan Academy, or reading e-books. These are generally positive — they make
learning engaging. Studies show technology can boost motivation in this age if used
right (e.g., adaptive learning programs that challenge each kid at their level, or gami-
fied learning that rewards progress). However, distraction is a big issue. Middle
childhood is when many kids get their first game console or personal device. The
allure of Minecraft or YouTube can compete with homework. One parent told me
their 5th grader would secretly minimize his online class window and be playing
Roblox in the background (ah, clever — too clever). So, teaching time management
and setting priorities becomes important here. If they finish their responsibilities,
then they earn screen fun. Some families enforce “no gaming on school nights” —
others allow a short de-stress play after school, then homework. Whichever system,
consistency helps the child learn to balance obligations and leisure. If unmanaged,
you might see grades slip or reading logs undone because Fortnite ate the evening.
Structure and maybe parental controls (like limiting device access during certain

hours) can assist while they're still learning self-control.

Socially, kids in middle childhood are still mostly interacting in person (school, play-
dates), but digital starts to creep in. Maybe they use an app to coordinate with their
soccer team, or they start texting on a family shared iPad. This is a great window to
start talking about online etiquette and safety before they fully dive into teen social
media. Because they often still listen to parents at this age (relatively more than
teens), you can instill habits: ask permission before posting a picture of a friend, don't
share personal info online, be kind - if you wouldn't say it to someone's face, don't
say it online, etc. Role-play scenarios: “What would you do if someone you don't
know in a game asks to chat privately?” Help them come up with responses or know
how to get an adult. Also, emphasize that not everything online is true — teach basic
media literacy (“That YouTube prank is staged, those people are actors, don't copy
that at home!” or “This website looks official, but see that weird URL? It might be
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fake.”). Middle childhood kids are very concrete thinkers, but start developing crit-
ical thinking around 10-12, so you can start training their skeptical muscle. This will
pay off in the teen years when rumors or dangerous trends circulate — you want them
to question things, not just go along.

In terms of health, this age group still needs lots of physical activity and sleep. Screen
overuse can encroach on both. A 10-year-old engrossed in an iPad might not get
outside enough (we've seen childhood obesity rise, and while diet is a factor, seden-
tary screen time is part of it, too). Also, screen use close to bedtime can disrupt sleep,
and kids this age need around 9-11 hours of sleep for growth and learning. I enforce
“devices out of the bedroom at night” in our house for this reason (adults included,
ideally — though I sometimes cheat with my Kindle). We charge phones/tablets in the
kitchen overnight. This prevents the temptation to sneak a device under the covers.
Many 11-year-olds simply can't resist if a device is right there buzzing with notifica-

tions or the pull of “just one more level.” Removing that temptation is an easy win.

Another interesting aspect is video games and their cognitive impact. There's
research by folks like Dr. Daphne Bavelier suggesting that certain video games can
improve spatial skills, problem-solving, and even attention in some ways. King &
Delfabbro (2019) noted that not all screen time is equal — interactive screen use, like
playing creative games or doing puzzles, can be mentally enriching, whereas passive
consumption might not.*® So for kids 6-12, T try to differentiate “active screen time”
vs “passive screen time.” Active could be coding, creating digital art, or even strate-
gizing in a complex game; passive is endless YouTube or a mindless show binge. We
aim for more active use. If my son loves Minecraft, I challenge him to build some-
thing specific (like replicate our house in Minecraft) rather than just wandering. If my
daughter likes watching baking videos, I say, “Let's pick one and actually bake it this
weekend.” Tying screen interests to real-world activities keeps them balanced and
uses screens as a springboard rather than a sinkhole.

Lastly, we should note mental health and screens in tweens. Around 10-12, some chil-
dren start showing signs of anxiety or mood changes (hormones can start early for
some). There's a lot of debate about screens and mental health. Jean Twenge's work
suggests that excessive screen/social media time in teens correlates with higher
depression, but what about tweens? This age is tricky — they're on the cusp. One
study in 2018 by Twenge & Campbell looked at kids as young as 2 through teens and
found the negative associations with wellbeing were larger in adolescents than
young kids.*” So the biggest mental health hits seem to happen after puberty, not
before. Still, establishing healthy habits in middle childhood can buffer those teen
years. For instance, if a 12-year-old has learned to engage with screens moderately

and has maintained good offline hobbies (sports, reading, etc.), they might be less
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likely to fall into unhealthy patterns later. Also, we should watch for behavior
signals: if a 9-year-old gets extremely irritable or aggressive after playing certain
games, that's a sign to adjust something (the content, the duration, or ensure they
decompress after). Or if an 11-year-old becomes secretive and anxious around their
device, maybe something online is stressing them (cyberbullying or too much pres-
sure). At this stage, kids usually still open up to parents if asked gently, so we can

catch issues early.

To sum up middle childhood: balance and guided independence. Kids are ready for a
bit more freedom, but they still need guardrails. I think of it as teaching them to ride
a bike. Early childhood was the tricycle (super safe, supervised), and middle child-
hood is the two-wheeler with maybe a parent jogging alongside or a safety flag on it.
You're letting them pedal on their own, but you're there to steer them from traffic and
help if they fall.

Adolescence (13-18 years): Digital Life in Full Swing — Autonomy, Identity, and
Pitfalls

Ah, the teenage years — when the training wheels are off, and they're biking down the
information superhighway often faster than we can catch up. Teens are usually the
most avid users of new apps and spend lots of time online, and this is where we see
the full spectrum of digital impacts, good and bad.

Social connections are paramount for teens. The phone is their lifeline to friends.
Remember, 95% of teens have access to a smartphone now,*’ and they are online
constantly. This can be positive: teens find support and friendship online, especially if
they feel a bit like an outsider at school — maybe they have an online friend who shares
their identity or interests. Social media can help teens express themselves and stay in
touch (I'm grateful my teen can text me when out; it's much easier than me wondering
where on earth she is!). However, this is also where issues like cyberbullying, social
comparison, and peer pressure peak. A hurtful comment from a friend or exclusion
from a group chat can deeply wound a teen's already-fragile self-esteem. And unlike a
face-to-face snub, online drama can be relentless and public (the whole class might see
an embarrassing photo, etc.). As a result, teen mental health is a huge area of concern.
Twenge & Campbell's research grabbed headlines for linking heavy social media and
smartphone use with higher rates of teen depression and even suicide risk. For
instance, teens spending 5+ hours a day on devices were significantly more likely to
have depressive symptoms than those who spent <1 hour. And adolescents who
clocked more than 7 hours of screen time a day were twice as likely to have been diag-

nosed with anxiety or depression.®! These are correlations — meaning kids who are
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already struggling might retreat to screens more, but screens might also exacerbate
things. The content teens often consume can make them feel worse (watching peers'
highlight reels can fuel the “everyone is happier/more attractive than me” thought, or

exposure to world problems can make them anxious about the future, etc.).

That's the bad news. The good news is that moderate, purposeful use doesn't neces-
sarily harm and can even help. For example, a teen who learns video editing or joins
an online coding community may gain skills and confidence. A shy teen might
blossom by finding like-minded friends on a Discord art server and gaining social

skills in a niche where they feel accepted.

Autonomy is key. Teens will make a lot of their own choices about screens, and often
they push back on strict parental controls. Rather than imposing a million rules, I
find that collaboration and guidance work better. For example, instead of a blanket
“phone off at 9,” involve them: “How much sleep do you think you need? What time
do you think you should wind down? How can we make sure your phone isn't
keeping you up?” When they set the goal (“I probably need 8 hours, so phone off by
10.”), They're more likely to stick to it. You can assist by, say, keeping chargers
outside bedrooms (as mentioned) and maybe using network-level screen time limits

as a backstop.

Risk-taking can be an issue: some teens do stupid challenges or talk to risky strangers
because their impulse control is still developing. Remember that the internet never
forgets — something dumb they post can haunt them or really hurt someone else.
Also, even though they crave privacy from us, emphasize how to maintain their
privacy from the wider world: check those privacy settings, think before sharing
personal details or images, etc. By this age, they're probably aware of extreme
dangers (like predators, I find most teens roll their eyes saying “I'd never meet
someone from online, I'm not dumb”), but they might not realize smaller dangers
like catfishing or scams targeted at teens (e.g., someone might pretend to be a peer to

extract gossip or compromising pictures — it happens).

Educational impact for teens becomes more serious: procrastination via phones can
wreck grades or cause chronic sleep deprivation if they're up late online. If a teen is
struggling, sometimes doing a joint review of how they spend time can help. There
are apps that track screen time on each app - a teen might be shocked, “Whoa, I
spent 4 hours on TikTok today?!” That awareness can prompt change. One of my
friend's teens agreed to an experiment: she'd lock her phone in a drawer for 2 hours
after school to really focus on homework. She reported feeling less stressed when

homework was done earlier, and as a reward, she enjoyed her evening screen time
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guilt-free. The key is that it came from her realization that something needed to

change.

Let's mention developmental tasks of teens: forming identity, becoming independent,
and building competence. The digital world offers both tools and traps for each of
these. Identity: teens may explore who they are by what they post, what communities
they join, and even experimenting with how they present themselves (e.g., a teen
might try using a different nickname online, or join an LGBTQ forum to seek advice
if questioning their orientation). This can be a healthy exploration. But they can also
get lost or feel fragmented if they curate a “perfect” persona that's not really them, or
if they face trolling for expressing themselves. We should encourage authenticity and
remind them that online approval isn't the ultimate measure of their worth. Sounds
cheesy to tell a teen, but finding worth in offline achievements or relationships can
anchor them against the wild seas of online validation.

Independence: They often want to handle issues themselves. If they experience
cyberbullying, they may not tell a parent out of fear that they'll overreact or take
away the device. So even in adolescence, keeping communication lines open without
immediate judgment is crucial. If my teen says, “Someone's harassing me online,” I
resist the knee-jerk “Hand over your phone, who is it?!” Instead, I might ask, “That's
awful. How do you feel about it? What do you want to do? Want my help in blocking
or reporting them, or just to talk it out?” Often, they just need emotional support and
maybe some coaching to assert boundaries or seek help from school if it's a peer.

Competence: Teens can do amazing things with technology — code apps, run
YouTube channels, make art, even start businesses. Encouraging productive screen
use can give them a sense of accomplishment that counters the passivity of just
scrolling feeds. I've seen a teen's confidence soar after she taught herself guitar via
YouTube and then made her own tutorial video to help others. She told me that

making content rather than just consuming it made her feel in control and proud.

We must mention the digital divide & equity in teen years too, since not all teens
have equal access (that's coming up in the next section). However, within a given
family, by adolescence, they usually have similar access — the difference is how they
use it and how it affects them individually. Keep an eye out: some teens are more
vulnerable to the negative effects (especially if they have predispositions to anxiety,
or if they face offline issues like family conflict or bullying, they may retreat online in
unhealthy ways). Others seem to handle it fine. Tailor guidance to the kid: one teen
might need stricter oversight because they impulsively share everything; another
might just need occasional check-ins because they self-regulate well. Fairness doesn't

always mean equality with siblings either; you might allow your 17-year-old more
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freedom than you will when your 13-year-old reaches that age, depending on

maturity.

One more point: Half of mental health issues manifest during adolescence,®* which
means this is when things like depression, anxiety, ADHD, etc., might become appar-
ent. Screens can both mask and magnify these. A depressed teen might hide in video
games, which might keep them going socially but also might prevent them from
seeking help. On the flip side, certain online support communities (like teens sharing
coping strategies for anxiety on TikTok) can make them feel less alone, but also some-
times can encourage a culture of illness as identity, which is complex. It's beyond our
scope to solve, but just be aware — if you notice significant mood or behavior changes
in your teen, consider their digital life as one piece of the puzzle, but also look at the
whole picture and possibly involve a professional. Sometimes reducing screen time
can be part of a mental health intervention (e.g., ensuring they get sunlight and exer-
cise instead of doom-scrolling can lift mood), but it's rarely the sole fix — underlying
issues must be addressed too.

Wrapping up developmental stages: Early childhood — minimize and be present;
Middle childhood — moderate and balance active vs passive; Adolescence — monitor
mental health, encourage positive use, and maintain trust so you can guide rather
than police. Across all ages, one of the best things we can do is model healthy screen
use ourselves (easier said than done, I know). If they see us reading books, enjoying
hobbies sans screens, and not freaking out when parted from our phone, they get the
message that technology is a tool, not an appendage. I openly admit to my teens
when I catch myself overusing and say what I'll do (“I've been checking email too
much, I'm going to unplug this weekend except for calls”). It shows them that self-

regulation is a lifelong effort, not just a rule imposed on kids.

BUILDING THE FAMILY'S DIGITAL MAP

By now, we've journeyed through devices, platforms, Al, culture, and psychology —
it's a lot! It's time to chart a course and create a family digital map. Think of this as a
collaborative plan or guide to help your household navigate the digital world confi-
dently and safely. Just as you might have a family evacuation plan for a fire (who
grabs the dog, where to meet outside) or a map for a road trip, a digital map prepares
everyone for the online journey. It's not a one-time thing but an evolving tool you
revisit as your kids grow and technology changes. Here's how to build your digital

map, step by step:
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1. Inventory Check

First, list all the devices and digital platforms within your family’s sphere. You might
be surprised by how many there are when you actually count! For devices, include
smartphones, tablets, laptops, desktops, gaming consoles, smart TVs, e-readers,
smart speakers, wearables (such as smartwatches and fitness bands), and even that
old iPod touch in the drawer. For each, note who uses it and for what. For example:
“Family iPad — used by Jake (7) for PBS Kids games, used by Mom for recipes, used
by Lily (13) to draw with Apple Pencil.” This matters because a shared device serves
different roles and might need different settings or rules depending on the user. List

the primary apps, games, or activities on each device as well.

Then list online platforms/accounts: e.g., Netflix, YouTube, Roblox (with username),
Minecraft (and any servers they frequent), TikTok, Instagram, Discord (which
servers?), Snapchat, school email/portal, etc. Include any content subscriptions or
communities (like if you're part of a parent Facebook group that occasionally over-
laps with your kid, or your teen follows a certain Twitch streamer religiously). Don't
forget to inventory the accounts you, as parents, use that your kids might piggyback
on, such as your Spotify account, which they use to play music, or your Amazon

Prime account, on which they might watch shows.

Why inventory? Because you can't manage what you don't know exists. Once it's all
laid out, you have a clear picture of your family's digital ecosystem — all the “places”
your kids go or could go. For younger kids, you might find you're comfortable with
the few kid-friendly apps they use and realize, “Oh, we never set up the parental
controls on the Switch console — let's do that.” For older kids, you might discover
they have accounts you weren't aware of (“You're on Discord? Which servers?”). It
opens a dialogue without feeling accusatory, because you're approaching it as “Let's

map this together so I'm aware and can support you.”

It's also helpful to inventory privacy settings and the status of parental controls here.
E.g., “Xbox — parental controls on, cannot buy games without approval,” or “You-
Tube — logged in under family account, restricted mode is on.” If you realize some-
thing is wide open that shouldn't be, mark it for adjustment. Also, inventory screen
time usage roughly — who's on what device, about how long per day. Some devices
track this automatically (your iPhone's Screen Time report, or Android's Digital Well-
being stats). If not, maybe do a week of observation or use an app to measure. Again,
this is info, not ammo to scold. It's like noting on a map how far each destination is —

so you know where most of the “travel time” is spent.
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2. Platform Audit

Now that you have the list of platforms and apps, do a quick audit of each for age-
appropriateness, settings, and your comfort level. Essentially, we ask each of the
following questions: Is this platform appropriate for my child? What are the major
risks here, and how are we addressing them?

For example: YouTube — Risk: inappropriate content. Mitigation: use YouTube Kids
for the 7-year-old; for the 13-year-old, ensure Restricted Mode is on and discuss
avoiding unusual recommended videos. We also subscribe them to quality channels
(SciShow, CrashCourse, etc.) to seed the algorithm with positive content. Roblox —
Risk: chatting with strangers and potentially inappropriate user-made games. Mitiga-
tion: activate account restrictions so only curated games or friends can send
messages; regularly ask what they are playing; keep the screen in a shared space.
Instagram (for teens) — Risk: privacy issues, cyberbullying, content affecting self-
esteem. Mitigation: account is private; we follow her and she follows us (light over-
sight); we have agreed she can speak to us if something upsetting happens; she only
adds people she knows in real life. Discord — Risk: unmoderated content or interac-
tion with strangers. Mitigation: her server list comprises friends and a school club;
direct messages are friends-only; I occasionally glance at the channel topics to gauge

the vibe (we trust her but keep an open door). And so on.

If you find a platform that you don't understand well (say your kid wants to use a
new app you barely know), part of the audit is to educate yourself. This might
involve reading Common Sense Media's review of it or even trying it out yourself. I
often create my own account on a new app to explore it before giving a yes or no. For
instance, before my teen got Snapchat, I installed it and played around to see how
privacy settings work, etc. (I ended up using it rarely myself, but at least I knew how

it functioned.)

From the audit, you might decide some apps are not allowed (for now), some are fine
with certain rules, and some are encouraged. Make a note of any new rules or
settings you want to implement based on this. For example, if you audited Netflix
profiles and realized your 9-year-old's profile wasn't set to Kids mode, you'd switch
that. Or you realize the game console had online voice chat on by default — you might

restrict it or educate your kid on muting/reporting other players.
3. Risk—Opportunity Matrix

This sounds fancy, but it's essentially weighing the risks against the opportunities
and benefits of each digital activity your kids engage in and deciding what requires

more oversight or balance. You could also draw a simple matrix on paper or a white-
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board: one axis represents risk (low to high), while the other represents Opportuni-
ty /Benefit (low to high). Plot the apps and activities accordingly. For instance,
“Coding on Scratch” is low risk (moderated community, educational) and high
benefit (learning programming) — a great quadrant. “Random YouTube surfing”
might be high risk (could see stuff) and low benefit (not much gained aside from
laughs), which is a quadrant we want to minimize. “Online gaming with friends”
may offer medium benefit (social, fun, teamwork) but also present medium risk

(some toxicity) — so we must manage that carefully because it has both pros and cons.

By doing this, you prioritize where to invest your energy. High-risk, low-benefit
areas should be addressed first—either by eliminating, restricting, or transforming
them into higher benefit. For instance, if TikTok usage is considered high risk/low
reward for your 12-year-old, you might delay TikTok until they are older, or you
could heavily limit it and try to channel them to something else in the meantime. In
high-benefit, low-risk areas, you can likely encourage more engagement (maybe your
child loves a digital art app — low risk, creative benefit; provide them with more

resources or praise their creations).

For each platform or use case, you can also brainstorm ways to increase opportuni-
ties and reduce risks. We did some of this in the Platform Audit step with settings
and rules. However, think also in terms of healthy usage habits: For social media, an
opportunity is creative expression — maybe support them in doing a cool photog-
raphy project for Instagram (opportunity up), while ensuring they cull negative
followers and turn off toxic comment notifications (risk down). For gaming, opportu-
nity is teamwork and problem-solving — encourage cooperative games and perhaps
play together as a family sometimes (opportunity up, plus it lets you model good
behavior), while enforcing strict no-chat-with-strangers rules (risk down).

Also, identify any gaps: experiences you want your child to have that aren't on the
map yet. Maybe you realize that none of their current apps are teaching them coding,
and you really want them to acquire that skill, which is an opportunity that is miss-
ing. So you might introduce a new app like Code.org or sign them up for a robotics
club. Or you notice a risk that's not addressed — for example, they have a Gmail
account, but you never taught them about phishing emails. Add that to your to-do
list: teach them how to spot scam messages. The map isn't just about reacting to what

exists, but planning what you want in your digital diet.
4. Update Cycle

Technology and kids change constantly—the map from a year ago might be outdated
today. Therefore, establish an update cycle for your family's digital map. This could
be a formal check-in every six months or just periodic conversations when new
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things arise. Perhaps at the start of each school year and each summer break, you can
revisit screen rules (schedules change, new classes or friends might bring new apps
into their lives). Alternatively, set a reminder to review privacy settings annually on

all major accounts.

It can be helpful to have a brief family meeting to update the map. Celebrate what's
going well (“Liam has been using the tablet mostly for science videos — awesome!”)
and address new concerns (“There's a new chat feature in one of your games — how
do we feel about that, any issues so far?”). Also, invite your kids' input: maybe your
teen says, “I'm 16 now, I'd like a bit more privacy on my phone,” that can spark a
negotiation — perhaps you agree to stop checking their messages as routinely, but in
exchange they demonstrate responsibility by keeping you generally informed of any

major issues.

Updating also means adjusting rules as they grow. What was a no-go at 13 might be
allowable at 15 with more maturity. Show trust when they've earned it: you might lift
time limits or allow an app once they've proven good judgment. Conversely, if some-
thing's not working (grades slipping due to Fortnite), you might tighten controls for

a while. The map isn't static.

And remember, new tech will come. Today it's TikTok, tomorrow it might be some
VR metaverse hangout. When your child says, “Can I use X app? Everyone's on it,”
don't panic. Refer to your process: inventory (research it), audit (how it works, age
rating, etc.), assess risk/opportunity, then decide together how or if it fits into the
map. Maybe you pilot it together (e.g., you both get the app, you supervise initially,
etc.).

One more part of the update cycle is staying informed as a parent. Subscribe to a
newsletter or site like Common Sense Media or American Academy of Pediatrics
updates on digital health — they often release new guidelines (like the AAP's updated
handouts, e.g., the “5 Cs of media use” they introduced.®

Focusing on things like content, context, child, etc., is important for screen time. If
you hear of a new trend (good or bad), bring it up casually: “I read about teens using
Al to do homework. What do you think about that? Seen it happening in your
school?” These conversations update your awareness of their world and also update
them on your perspectives and knowledge.

Finally, consider writing down your family's key tech agreements (Family Media
Plan in Chapter 11). It could be bullet points on the fridge or a note on everyone's
phone. Basic things like: “We prioritize homework and family time before screen

time. We charge devices in the kitchen overnight. We openly discuss any concerning
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online experiences. We respect each other's digital privacy from outsiders (no over-
sharing photos without permission). We all try to balance tech use with other activi-
ties.” Keep it positive (“we do X” more than “we don't do Y”). Everyone, including
parents, can sign it. And yes, hold us parents accountable too - if the rule is no
phones at dinner, that means Mom and Dad too. (I confess, I get a stern look from my
kids if I slip up and check a work email at the table — we agreed, after all.)

By having this map and plan, you demonstrate to your kids that managing digital
life is an ongoing family project, not just a list of rules from above. It gives them a
sense of security (boundaries are clear) and autonomy (they participate in making the
plan). It also signals that you take their online life seriously — you're willing to invest
time in understanding and guiding it, which ultimately stems from a place of love

and a desire to see the best for them.

With your family's digital map in hand, you can approach the digital world like
seasoned explorers rather than hapless tourists. There will still be surprises and
detours — maybe a sudden storm of a viral challenge or a treasure island of a new
learning app - but you'll be better prepared to handle them together.

As we conclude this chapter, let's recap some key points and leave you with action-
able items to put these insights into practice, plus some conversation starters to keep
the dialogue going with your kids. Remember, navigating the digital world is an

ongoing journey — but with knowledge, empathy, and teamwork, you've got this.

KEY TAKEAWAYS

Childhood has turned digital. Today's kids grow up connected with constant
internet access, maintaining persistent online lives as the digital world continues
24/7, and enjoying personalized content feeds. This marks a significant shift from the
unplugged childhood of the past, presenting both opportunities and challenges.
Embrace the positives, such as global knowledge, creativity, and connection, while
guiding through the pitfalls like exposure to harm and overuse.

Devices are portals. Each device (smartphones, tablets, consoles, smart speakers,
computers) is a gateway to content and experiences. Treat them as tools to be guided,
not just gadgets to be policed. Set up age-appropriate controls (e.g., **51% of 8-year-

olds have their mobile device,®*

so start early with ground rules) and model healthy
use. Parents should be travel guides in the digital realm, teaching kids how to navi-

gate, not just setting curfews.

Know the big platforms. Be aware of the major apps and games your kids use or

want to use. From YouTube's vast video library (95% of teens use it)% and TikTok's
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quick hits, to Roblox/Minecraft's creative playgrounds (over 85 million daily Roblox
users)® to Snapchat/Instagram's social sharing, Discord's group chats, and Fortnite's
immersive play — each has unique benefits and risks. Learn how they work, use
privacy settings, and discuss norms and safety on each.

Al is here. Artificial Intelligence tools are becoming part of teen life — from home-
work help chatbots to creative Al apps. They can be fantastic learning aids, as
students find Al helps break down complex topics and brainstorm ideas; however,
they can also cause over-reliance and misinformation. Teach children to utilize Al as
a helper, not a crutch, and to always verify Al-generated information.®” Encourage
them to view Al as a powerful tool that requires human wisdom to utilize effectively.

Culture counts. Digital culture (FOMO, memes, parasocial influencer relationships,
online activism) heavily influences kids' emotional well-being and worldview.
Acknowledge their feelings (like the sting of FOMO) and put things in perspective
(“online, people often show the best of their lives, not the whole picture”). Use their
interest in memes or online trends as entry points for more in-depth conversations
and learning opportunities. Support their positive online engagements (such as a fan
community or cause) and help them navigate negative ones (like toxic trends or unre-
alistic comparisons).

Attention is valuable. Kids (and adults) must understand that apps and games are
designed to capture attention for as long as possible — it's an economy where their
screen time equals profit for companies. Features like autoplay, infinite scroll, and
streaks are there to hook them.% By recognizing this, kids can take back control (e.g.,
setting timers, turning off notifications). Explain it in simple terms: “Apps try to trick
your brain to stay longer. Let's outsmart them!” This builds digital self-control and
mindful usage.

Developmental differences. Tailor digital guidelines to the child's age. Young chil-
dren (0-5) benefit from minimal, high-quality screen use (no more than 1 hour for
preschoolers, co-viewed whenever possible) as too much screen time is linked with
lower development and wellbeing. School-age kids (6-12) need balance — tech can
boost learning and fun, but should not crowd out active play, sleep, or in-person
interaction. Teens (13-18) deserve more autonomy but still need parental mentorship
about healthy limits and coping with online social dynamics. Heavy screen use (5+
hours/day) in teens correlates with higher depression/anxiety,®” so encourage
moderation, offline activities, and open talks about mental health and online life.

Family digital map. Proactively create a plan for your family's digital life. Inventory
your devices and apps, set rules and settings per platform, weigh the risks vs.

rewards of different activities, and revisit this plan regularly. Involve your kids in this
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process so they buy into it. Keep the plan flexible as kids mature and technology
evolves. A clear, evolving “map” ensures that everyone in the family knows how to
use technology in a safe and balanced way, aligned with your values.

CONVERSATION STARTERS

Use these prompts to spark meaningful discussions with your child, whether during
dinner, on a drive, or whenever you have a quiet moment together. The goal isn't to
interrogate, but to listen and understand their perspective while gently guiding.

“What's your favorite thing to do online, and why do you like it?” Shows you're
interested in their digital hobbies. You might learn they love it because it helps them
relax or because they connect with friends, which is great insight.

“Can you teach me how [X app or game] works? I want to see what you enjoy about
it” — Role reversal: let them be the expert. You'll learn about the app and also signal
that you respect their interests.

“Have you ever seen something online that made you feel upset or uncomfort-
able?” Opens the door for them to share negatives. If yes, ask how they handled it
and reinforce they did the right thing by telling you. If no, assure them they can
always talk to you if that ever happens.

“How do you decide what to share or not share on social media (or with friends
online)?” It gets them to articulate their thinking about privacy. You can gently add
any wisdom like, “I try to ask myself, would I mind if this was seen by my teacher or
grandma?” which gives them a simple sharing gauge.

“Do you ever feel like it's hard to stop using your phone or a game? What makes it
hard?” An entry to discuss the attention economy in a relatable way. They might say,
“Yeah, especially at night with YouTube.” Then you can brainstorm together how to

make it easier, like charging the phone outside the bedroom.

“What's something cool you learned online recently that you didn't learn at
school?” Highlights the positive power of the internet. It also encourages them to use
tech for learning, not just entertainment. Celebrate their discovery — “Wow, I didn't
know that either!”

“Do your friends ever put pressure on each other about phones or posting? Like,
does anyone get annoyed if texts aren't answered fast, or if someone doesn't have
an account?” This can segue into FOMO and peer pressure talk. Share any relatable
story from your youth if possible, and strategize together. e.g., “Maybe you all agree
not to expect replies during homework time.”
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“If you could change one thing about the internet or apps you use, what would it
be?” This empowers them to think critically. They might say “less ads,” or “less
drama,” or “I wish people were nicer.” Their answer can lead to discussing how to
handle ads (like ad blockers, or understanding marketing) or how to contribute to a

nicer online environment by example.

“What do you think is a fair rule for screen time on school nights (or at dinner,
etc.)? And why?” Including them in rule-making often makes them more compliant.
You might be surprised; kids often know when they need boundaries, even if they
don't outwardly show it. They might propose something reasonable. If not, you can

negotiate towards a middle ground.

“Have you heard of [recent news story about kids and tech] (for example, a viral
challenge or a study about social media)? What do you think about it?” This keeps
them informed and treats them like a thinking individual. It could be something like
“There was news that too much TikTok can affect attention — do you feel that way?”
or something positive like “This teen won an award for an app they coded — pretty
cool, huh?” The key is to spark thought, not lecture.

ACTION STEPS

Knowledge is great, but putting it into action is what brings real change. Here are
some concrete projects or tasks you can do as a family (or guide your child to do) to

start implementing the ideas from this chapter this very weekend:

Conduct a Digital Scavenger Hunt (Inventory time!). Make a checklist of things to
find together: “Find all the apps on your phone that can access your location,”
“Check the privacy settings on Instagram and see if Private Account' is on,” “See
what the highest security setting is on our home Wi-Fi,” “Locate the parental controls
menu on the Nintendo Switch.” Turn it into a scavenger hunt game with a small
prize or treat for each item found or checked. This not only inventories but also
educates your child about these settings.

Create a Family Tech Zone and Charging Station. Designate a central spot in your
home where all devices are stored and charged overnight. This weekend, work
with your kids to set up a charging station (in the kitchen or living room). Decorate
a box or shelf for phones and tablets. This makes device-free bedtimes easier and
sets a routine that, at a certain hour, everyone's devices (yes, parents too!) get
docked for the night. Not only does this help everyone get better sleep, but it also
sends the message that family connection and rest take priority over late-night

screen time.
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Family Media Agreement Poster. Sit down as a family and brainstorm a short list of
tech usage guidelines that everyone consents to. Use positive language (“Do...”
rather than “Don't...”). For example: “Keep dinner time phone-free,” “Ask before
downloading new apps or games,” “Never post or text something you wouldn't say
face-to-face,” “Devices charge in the family area overnight,” etc. Write these on a
poster board and have each family member, including parents, sign it. Maybe even
let the kids illustrate it with fun drawings (a silly phone with Z's to mark sleep time,
etc.). Post this agreement on the fridge. This visual reminder clarifies expectations

and demonstrates that you're all a team, adhering to the same rules.

Digital “Spring Cleaning” Together. Just as you tidy a room, encourage your child
to tidy their online world periodically. This can be a weekend project that you work
on side by side. Review their list of apps and subscriptions: Are there any apps they
no longer use that can be deleted to declutter and protect their privacy? Scroll their
social media feed or YouTube subscriptions together and ask, “Which of these
accounts make you happy or teach you something, and are there any that make you
feel bad about yourself or just waste your time?” No judgment — let them decide with
your guidance. Then help them unfollow or mute the negative sources. Perhaps you
both discover a cool new educational channel or a positive influencer to follow in
place of a toxic one. By the end, their digital space will feel more positive and
customized to their wellbeing. (You can do your accounts too — lead by example in
cutting out doomscrolling!) This also reinforces the idea that they have control over

what they consume online, a key aspect of digital wellbeing.

Plan a Tech-Free Family Adventure. Challenge your family to set aside a block of
time (start with an afternoon or a full Saturday) where everyone puts devices away
and does something together. Let the kids help choose the activity — maybe a hike, a
board game marathon, cooking a new recipe together, or visiting a museum. Treat it
like an adventure and give it a fun name (“Screen-Free Safari” or “Digital Detox
Sunday”). The idea is to show that life without screens can be fulfilling and fun, too.
Afterwards, talk about how it felt. You might be surprised to hear your kids say it
was actually nice to disconnect for a while. Making this a regular family ritual (say,
one unplugged evening a week) can strengthen relationships and create a healthy
balance. It's easier for kids to limit screen time when they see that the alternative is

quality time with you or engaging in real-world activities, not just “boring nothing.”

By taking these action steps, you're not only applying the concepts from this chapter
- you're living them. Remember, the goal isn't to achieve digital perfection (if such a
thing even exists), but to build an environment where your children feel supported,
informed, and in control of their digital lives. Be patient and celebrate small victories.

One day, your child might surprise you by saying, “I decided to turn off my game
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and practice guitar because I'd been on for a while” — that's the sound of them inter-

nalizing balance and self-regulation.

As a parent or educator, you won't have all the answers — and that's okay. What
matters is being present and proactive. Keep the dialogue going by using conversa-
tion starters, revisit your family’s digital map frequently, and stay curious about your
child's online world. With warmth, empathy, and the knowledge from this chapter,
you are well-equipped to guide them. Together, you can navigate the ever-changing
digital landscape with confidence, turning what could be a daunting journey into one

of growth, learning, and connection for the whole family.



CHAPTER 2

THE MYTH OF THE
DIGITAL SECURITY
BLANKET: WHEN FEAR
DRIVES US TO GIVE KIDS
SMARTPHONES

On a chilly October evening, I found myself speeding down a suburban street with
lights flashing. A 12-year-old girl was missing. Her mother had called 911 in a panic
because her daughter had never come home from school. This mother had given her
child a smartphone at age 11, convinced it was a lifeline—a digital security blanket to
keep her safe. She’d told me earlier, voice trembling, that at least with a phone, her
daughter could call for help if something happened. Now that very phone was going
straight to voicemail, and the mother’s worst fears were in overdrive. The mother
logged into her daughter’s iCloud account and read, in horror, several weeks” worth
of text messages exchanged between her daughter and an unknown phone number.
The messages began like a typical teen text conversation, but then became flirtatious,
eventually devolving into a sexual nature. The last message was from an unknown

number that morning: “I'm looking forward to meeting tonight.”

As a veteran law enforcement officer and child safety specialist, I've seen that terror
in a parent’s eyes far too often. That night, we found the girl hiding, scared and
crying, at a neighborhood park. She wasn’t abducted by a stranger or harmed—she
was the victim of a far more common threat most parents never imagine. A man
posing as a 13-year-old “friend” had been grooming her through her texting app on
her smartphone. He built trust over weeks, then suggested they meet. Thankfully, she
got cold feet and ran before anything worse happened. But the ordeal drove home a
powerful lesson: in giving her a smartphone to prevent danger, her parents had

unknowingly handed danger a direct line into her life.

I share this story not to heap guilt on that family (they’d been trying to do the right
thing), but to shine a light on a growing paradox. As parents, we're driven by love
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and fear in equal measure. We fear school shootings, kidnappings, and all the one-in-
a-million nightmares that keep us up at night. We hand our kids smartphones at
younger and younger ages, believing these devices will be their safety nets. We
imagine the phone as a GPS tracker, an emergency dialer, a way to whisper “I'm
okay” from a hiding spot in a crisis. I get it—I'm a dad of two boys myself. I've felt
that spike of panic when I can’t reach one of my kids immediately. But after two
decades as a cop and behavioral threat assessor, I've learned a hard truth: giving a
child under 14 a smartphone is often a decision driven more by misplaced fear than

by fact. And worse, it can increase the very dangers we want to protect them from.

FEAR VS. SAFETY: WHY PARENTS HAND OVER PHONES

If you're a parent of a middle schooler, you've probably wrestled with the question,
“Is it time to get them a phone?” Maybe your child is begging for one because
“everybody else at school has one.” Or maybe, like many of us, you feel pressure
from that nagging voice whispering, “What if something happens and they can’t call
for help?” I've had countless parents confide in me their anxieties at school safety
nights. They worry about emergencies: an active shooter at school, a broken-down
bus, a stranger lurking on the walk home. About one-third of American parents
(32%) say they are very or extremely worried about a shooting ever happening at
their kids’ school.! Terrifying headlines feed this worry. Each time a tragedy flashes
across the news, our collective parental blood pressure spikes. We imagine our child
in danger and think, “If they just had a phone, they could reach me or the police

immediately.”

Our protective instincts are on overdrive in the digital age. I've seen it in my commu-
nity: after an unfortunate (and extremely rare) local incident, suddenly every fifth-
grader’s parent was rushing to Verizon. I refer to this phenomenon as the “digital
security blanket.” We wrap our kids in technology, thinking it will keep them warm
and safe. It's the same impulse that makes us hover on the playground or triple-
check the crib at night—only now we’re extending it into cyberspace. The irony, of
course, is that the smartphone feels like a shield against danger, but can also act like

an open door, inviting new dangers in.

To be clear, wanting to protect our children is a good thing. You’'ll never hear me fault
a parent for caring. And smartphones do have some safety benefits — for example,
the ability to contact your child or know their location can provide genuine peace of
mind during those first solo outings. I remember letting my older son go to the
movies with friends for the first time; knowing he had a basic cell phone to check in

settled my nerves. But there’s a critical difference between a simple phone and an
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internet-enabled smartphone loaded with apps. That difference is where many well-

intentioned parents get misled by fear.

If fear is whispering, “give them a phone so I can reach them 24/7,” you're not alone.
By the time they’re in middle school, the pressure is immense. According to Common
Sense Media, 42% of children have a phone by age 10, 71% by age 12, and a whop-
ping 91% by age 14.% It's become “normal.” Parents don’t want their child to feel left
out if “everyone else” is online. I've felt that pull too—my younger son once came
home in 6th grade reporting he was the only one without a smartphone (a bit of an
exaggeration, but not far off).

Yet, just because something is familiar doesn’t mean it's wise. To make informed
decisions, we must separate fact from fear. So let's confront those worst-case
scenarios head-on, with clear eyes and cold, hard data. The truth is going to surprise

you —and hopefully, empower you to make a choice based on knowledge, not fear.

UNLIKELY NIGHTMARES: PUTTING SCHOOL SHOOTINGS AND
ABDUCTIONS IN PERSPECTIVE

Every parent I know, myself included, has lain awake at 2 A.M. at least once, haunted
by visions of the unthinkable: an active shooter at school, or a child vanishing off the
street. These fears are primal. They’re also, statistically speaking, way out of propor-
tion to reality (though try telling that to my heart when my kids leave for school in
the morning!). Let’s unpack the two big ones:

School shootings. As a school resource officer, I underwent active shooter drills and
counseled anxious families after high-profile incidents. The fear out there is palpable.
Nearly one in five U.S. parents say they’re extremely worried about a shooting at
their child’s school.? But here’s what the data shows: Even with the uptick in media
coverage, such events remain extraordinarily rare. Criminologists who study school
violence note that on any given day, the odds of a child being killed by a shooter at
school are about 1 in 614 million.* It's not zero, but no risk is. We take risks every day
that are statistically more dangerous than a school shooting, without batting an eye.
We do this based on our perceptions and what risks we consider “reasonable” to
take. A child’s odds of dying on the drive to school (in a car accident) or even
drowning in a pool are significantly higher. Around 400 children die in pool drown-
ings each year, far more than in school shooting incidents.’ Approximately 1,100 chil-
dren die and 160,000 are injured in car accidents each year.® When you put your child
in the car to go to school in the morning, do you feel overwhelmed with anxiety and
fear? Do you find yourself asking, “Will we make it there?” Probably not. Your
child’s car ride to and from school is tens of thousands of times more dangerous than
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anything that could happen at school. But of course, we aren’t exposed to daily cable
news coverage of swimming pool or car deaths like we are with school shootings and
kidnappings.

This isn’t to dismiss anyone’s anxiety. I teach behavioral threat assessment and active
shooter training to school districts all over the United States. I take this subject very
seriously. Any life lost is a tragedy; I've seen firsthand how one act of violence sends
shockwaves through a community. But as painful as these incidents are, it’s crucial to
remember they are the extreme exception. There are roughly 50 million students in
American K-12 schools. Even in the worst recent years, the number of students killed
on campus was around 10 or so. That's 10 too many, but it's also 0.00002% of
students.’

Simply put, the chance of a child being shot at school is extremely low. A Washington
Post article entitled, “School shootings are extraordinarily rare. Why is fear of them
driving policy?” said it’s “far lower than almost any other mortality risk a kid faces,”
including the ride to and from school or even playing sports.® The tragic school
shootings we see on the news loom large in our minds because of their horror and
visibility, not because our kids are likely to face one.

And what about the idea of a phone saving the day in such a scenario? The Parkland
High School shooting in 2018 gave us a stark case study. Many students used their
phones during the lockdown, texting their parents and posting updates on social
media. It provided emotional comfort, yes. But school safety experts note that when
students are on phones during a crisis, it can cause chaos. They might miss life-
saving instructions. Emergency lines can get flooded. False information spreads like
wildfire, sowing panic and confusion.” In fact, during law enforcement trainings, we
often advise: in an immediate crisis, stay off the phone and follow the directions of
first responders. One assistant principal put it plainly after working with police on
drills: “We want students to listen to adults and stay present, not calling parents at
that moment.” Security experts agree that having a phone doesn’t necessarily make
your child safer during a school shooting — it might even do the opposite.'°

Stranger abductions. If school shootings top the list of modern fears, the classic
“stranger danger” is a close second. We grew up looking at missing children on milk
cartons while having cereal for breakfast in the morning, or hearing the shrill alarm
of an Amber Alert emanating from our smartphones, making our stomachs drop. But
here, too, reality paints a very different picture than our nightmares. The vast
majority of missing child cases are not shadowy strangers with windowless vans —
they’re runaways or custody disputes. Only about 110 people under the age of 18
(110 out of 74 million children) in the entire U.S. are abducted by strangers in a
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typical year.!! In cases of missing children reported to the National Center for
Missing & Exploited Children, only about 0.1% involve a stranger abduction; over
95% are kids who ran away or were taken by a non-custodial parent.'?> According to
a Justice Department study, 99.8% of missing children were reunited with their fami-
lies alive.!® To give us a little more perspective, Warwick Cairns, author of “How to
Live Dangerously,” crunched the numbers and determined this: “If for some strange
reason you wanted your child to be kidnapped by a stranger, how long would you
have to keep them outside, unattended, for this to be statistically likely to happen?
750,000 years.”'* T can’t overstate how reassuring those numbers are: as a parent, you
have about the same chance of your child being abducted by a stranger as being
struck by lightning. Here’s a weird one to consider: You are 5 times more likely to

have a conjoined twin than have a child abducted by a stranger. !>

Yet the fear remains, partly because the cases that do happen get wall-to-wall media
coverage (understandably). They strike at our deepest vulnerability. I recall one case
early in my career: a 9-year-old who wasn’t at his bus stop after school. For one
terrible hour, everyone feared the worst. It turned out he had gotten off at the wrong
stop and gotten lost; a Good Samaritan helped him home. But that hour aged his
poor mother by 10 years. She had given him a phone to call her if he ever felt unsafe,
but in his panic, he forgot he even had it. This is another wrenching truth: a fright-
ened child might not think to dial, or might not have the chance. Phones aren’t a
force field that repels predators or instantly summons police like a Batman beacon.
Good old-fashioned safety rules—such as sticking with friends, knowing “safe
strangers” (like police and teachers) to run to, and screaming and fighting back
against anyone trying to drag them away—those are what protect kids. Fortunately,
in our society, the chances that they’ll ever need to use those tactics are extremely

low.

So, where does that leave us? Certainly not shrugging off safety altogether. Instead, it
refocuses our perspective. The absence of a smartphone is not a significant risk factor
for your child. The data-backed reality is that your kid is highly unlikely to face a
life-threatening emergency where a cell phone is the deciding factor. I sometimes
half-joke to parents: Statistically, you’d save more lives by making every kid take
swim lessons and wear bike helmets than by handing every kid a smartphone. The
big dangers to kids are things like car accidents, not being unreachable by phone for

an hour.

Now, I know what you might be thinking: “Okay, fine, these worst-case scenarios are
rare. But what about everyday logistics? I need to know when soccer practice ends. I
want my daughter to be able to text me if she’s scared walking home.” Those are

valid day-to-day concerns. We’ll address the convenience of communication in a
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moment. However, first, we need to discuss the flip side of this equation. While
we’ve been fixated on rare nightmares, an army of very common, very real threats
has been sneaking into our kids’ lives through the very devices we’re giving them for
“safety.” As a cop who’s knocked on too many doors to talk to parents about their

child’s online miseries, I need you to hear this part loud and clear.

WHAT A SMARTPHONE WON'T SOLVE IN AN EMERGENCY (AND
MIGHT MAKE WORSE)

Before diving into the everyday harms, let’s quickly address the practical safety argu-
ment: “I want my child to have a phone so they can reach me (or 911) in an emer-
gency.” It sounds perfectly reasonable. And yes, there are some scenarios where a
phone is handy—for instance, your car breaks down and your teen can call for help.
However, let’'s focus on under-14 kids specifically, who are typically under some
form of adult supervision (such as at school or participating in activities) for most of
the day.

Consider the kinds of emergencies we often imagine: school lockdowns, evacuations,
natural disasters, or a child feeling threatened by a stranger on the way home. In
many cases, a child having a phone may not be as helpful as we hope. School officials
often actually discourage student phone use during crises.!® One reason is that
frantic calls can jam up communication when seconds count. I was involved in a
lockdown once where dozens of panicked parents flooded the front office and 911
lines because students were texting home about unverified rumors. It made an
already chaotic situation even harder for first responders to manage. Another reason
is that kids absorbed in texting may ignore important instructions like where to hide
or how to evacuate safely. And, painful as it is to imagine, the sound of a phone
ringing or a screen lighting up can potentially give away a hiding spot. One security
expert bluntly told me, “In a real shooter scenario, that phone could do more harm
than good.” No parent wants to think their child’s lifeline could become a liability,

but it's something we must realistically weigh. !’

What about that dark street or suspicious stranger scenario? Ideally, kids under 14
aren’t wandering alone much. If they are, a basic cell phone or watch that can only
call pre-approved numbers (such as mom, dad, 911, etc.) might indeed be useful.
Notice I said basic phone, not smartphone. You don’t need to hand a fifth grader an
iPhone 14 Pro with TikTok to achieve the goal of “call me when you get to the
friend’s house.” Devices exist that have no internet, no social media, and allow calls
and texts with parental controls. As an officer, I often recommend these as a compro-

mise for parents who truly need that communication line. In my own family, our rule
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was: until high school, our boys could carry a “dumb phone” when needed for logis-
tics, but no smartphone. This lets us coordinate pickups and the occasional “Dad,

practice ran late” message, without opening the Pandora’s box of the online world.

Let’s also remember that schools, coaches, and other adults generally have phones. If
a true emergency arises and your child doesn’t have a personal phone, they won’t be
left stranded without communication. The school can call you. Another parent, a
teacher, or a passerby can lend a phone to dial 911. We all managed to survive our
childhoods in the BCP era (“Before Cell Phones”) by using landlines and the kind-
ness of strangers when necessary. I say that with a bit of humor, but it's true—our
kids are not helpless even if they aren’t clutching a smartphone 24/7.

Finally, it's worth questioning what exactly we expect our children to do in a crisis.
Even with a phone, an untrained child might freeze up or misuse it. I worked a case
where an 8th grader called his mother instead of 911 when his friend badly injured
himself skateboarding. The mom was 20 minutes away; thankfully, the friend
survived, but precious minutes were lost. The lesson: teaching kids how to respond
to emergencies (call 911 first, provide clear information, and find an adult) is far more
important than the gadget they carry. A phone in inexperienced hands is not a guar-

antee of effective action.

A smartphone is not the superhero utility belt we sometimes imagine. Can it help in
certain moments? Sure, sometimes. But it is neither foolproof nor essential in a young
child’s safety toolkit. And importantly, it comes with some heavyweight trade-offs—
ones we're about to explore. If we're going to give our kids powerful devices, we
must do so with our eyes wide open to the very real risks that accompany the bene-
fits. Unfortunately, those risks aren’t hypothetical at all; they’re happening to millions
of children every day. Let’s turn the page from the rare to the common, from the

sensational to the silently destructive.

THE EVERYDAY DANGERS SMARTPHONES INTRODUCE

Here’s the part that often surprises parents: the most prevalent dangers to kids today
are not kidnapping and shootings. They are mental health struggles, bullying, expo-
sure to sexual content, online predators, and screen addiction. And all of these can be
exacerbated—or directly enabled—by giving a young child a smartphone. As a
behavioral threat assessor (the person who analyzes risks to schools and students),
I've spent untold hours interviewing kids who were victimized or made serious
mistakes online. I've sat with crying parents who said, “We only gave her the phone
so we could know she was safe...we had no idea this was happening.” What follows

are the major categories of harm I've seen, blended with the latest research that keeps
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me up at night more than any boogeyman in a white van. This is not about scaring
you senseless; it’s about replacing unfounded fears with informed caution. We can’t
protect our kids from every hurt in life (nor should we try), but we can certainly
make sure we're not inadvertently putting them at risk of harm on a silver platter
marked “iPhone.”

CYBERBULLYING: WHEN THE BULLY COMES HOME IN YOUR
CHILD’S POCKET

When I was in middle school (back when dinosaurs roamed the Earth, my sons
would joke), bullying was brutal, but at least you could escape it at the final bell.
Today, thanks to smartphones, the bullying follows kids right into their bedrooms,
pinging at midnight on social media and group chats. I often tell parents: Imagine
being taunted not just in the lunchroom, but relentlessly on every app, late into the
night, with an audience of the entire school. That is the reality for many children who

get a phone too young.

One seventh-grade case still haunts me. A boy—we’ll call him Aiden—was getting
relentlessly harassed in a group text of his classmates. It started as cruel jokes and
escalated to outright threats, accompanied by a deluge of memes mocking him. His
parents had no clue; Aiden would come home, retreat to his room with his phone,
and absorb insult after insult in silence. By the time a guidance counselor tipped me
off, this kid was in a dark place emotionally. We intervened, but not before he’d
endured months of what I can only describe as torture by text. Stories like Aiden’s
have, sadly, become all too common. Nearly half (about 46%) of teens aged 13-17
have been bullied or harassed online.!® Think about that: flip a coin for any teenager
—heads, they’ve been cyberbullied. And many children experience it well before 13,
especially if they’re given phones in late elementary school.

Cyberbullying isn’t “kids being kids” or harmless drama. It inflicts real psychological
wounds. Victims often feel they can’t escape or find sanctuary. Home isn’t safe if the
bully can send a DM at dinner. The emotional toll accumulates. Anxiety, depression,
and even suicidal thoughts aren’t uncommon outcomes. Research shows that chil-
dren who are cyberbullied are more than twice as likely to self-harm or attempt
suicide.!” I remember a bright 14-year-old girl, star of the volleyball team, who ended
up in the ER after a suicide attempt. The trigger? A month-long campaign of vicious
Snapchat messages from peers telling her the world would be better off without her. I
spoke with her mom, who sobbed, “We gave her the phone for safety. How did it
turn into this?” Unfortunately, I had to explain gently that this is now a safety issue.

Teachers nationwide echo this: many report that cyberbullying is the number one
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safety concern in their classrooms, ranking above physical fights or drugs. That's

how pervasive it's become.

Smartphones are the conduit for this cruelty. They provide the always-on connection
and often a sense of anonymity or distance that emboldens mean behavior. A conflict
that might have ended with a shove in the hallway can spiral into a 24/7 campaign
of hate when fueled by group chats, Instagram comments, or viral TikTok videos ridi-
culing someone. And kids, with their still-developing empathy and impulse control,
don’t fully grasp the damage of their digital actions. To them, it might feel like “just
words on a screen” — until a tragedy happens.

For parents, it’s essential to realize that giving your child unrestricted access to group
messaging, social media, and the internet at age 11 or 12 is akin to opening the door
of their bedroom to potentially the entire world. Some of that world is wonderful;
some of it is vicious. The younger your child, the less equipped they are to handle it.
If you do choose to allow a smartphone, it means having serious, ongoing conversa-
tions about bullying, setting rules (e.g., “No phones after 9 pm” to give their minds a
break), and monitoring their behavior. I often advise families to periodically check
messages or use monitoring software with the child’s knowledge. Not because you
want to invade their privacy at every turn, but because children need guidance in the
digital world. An 1l-year-old typically cannot navigate an online harassment

scenario alone, any more than they could drive a car on the highway without lessons.

I'll talk solutions in the Action Steps later and in Chapter 6, but let me leave this
section with a positive note. We found out about Aiden’s plight because another
student was brave enough to tell a teacher she was worried about him. With support,
Aiden navigated that difficult time. We held the bullies accountable, and his parents
enforced a phone-free period while he healed. Eventually, he found a new friend
group that was positive. Children can be remarkably resilient, especially when we
adults provide the right support.

PREDATORS IN THEIR POCKET: STRANGER DANGER GOES
DIGITAL

Remember how we discussed the rarity of the stereotypical kidnapping? That
remains true in the physical world. But what has seen a disturbing rise is the
phenomenon of online predators grooming children through their devices. In my law
enforcement career, I transitioned from chasing creeps in cars to chasing IP addresses
— because that’s where they’d moved. Predators no longer lurk at playgrounds; they
lurk in game chat rooms, on social media friend lists, even in educational apps’

comment sections. And the smartphone is their gateway.
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Let me share a composite of scenarios I've investigated (altered to protect identities):
A 13-year-old boy strikes up a friendship with someone he met through an online
mobile game. “She” claims to be a 14-year-old girl who shares the same anime inter-
ests. Over the course of weeks of chatting via text and Snapchat, they became close.
He feels understood—she “gets” him when he vents about his parents or mean kids
at school. One day, she asks for a photo “just to see you better,” nothing inappro-
priate at first. Eventually, the conversation turns flirtatious. She sends a picture (fake,
pulled from the internet) and pressures him to reciprocate with a nude. The boy,
flush with hormones and trust, complies. Instantly, the tone changes. The “girl”
reveals himself to be a grown man and threatens to share the nude with all the boy’s
contacts unless he pays or sends more explicit material. This is a form of sextortion,
and it’s tragically common. I've worked cases where kids as young as 11 were caught
in this nightmare after simply chatting on what parents thought was an innocent

app.

Online grooming and exploitation have skyrocketed. The WeProtect Global Alliance
(which tracks child sexual exploitation worldwide) warns that abuse is escalating in
both scale and methods.?’ From my vantage point, I've seen that predators are highly
skilled at using the anonymity of the internet to their advantage. They target young
kids on platforms like Instagram, TikTok, Snapchat, Discord, even homework help
forums — anywhere kids congregate online. They often pose as peers or as someone
offering opportunities, such as modeling or gaming tips. Their greatest advantage is
that many parents still believe, “My child is at home, so they’re safe.” We forget that

a smartphone in the bedroom can effectively invite a stranger into that bedroom.

Statistics on this are frankly chilling. One digital safety report found that about 1 in 5
teens had encountered predatory behavior online (someone trying to sexually exploit
or lure them), and even 1 in 10 preteens had such an encounter.?! Think about that: in
a typical 6th-grade class of 30 kids, three may already have been approached by an
online predator in some form. The FBI estimates that at any given moment, there are
hundreds of thousands of predators online globally, looking for targets. Their
preferred targets? Younger adolescents who are naive and accessible, exactly the kids
whose parents might hand them a new smartphone at 11 or 12 without much

supervision.

I recall a case of a 12-year-old girl, whom I'll call Mia. Mia’s parents gave her a smart-
phone when she started middle school, mainly so she could coordinate rides home
from soccer. They installed some basic parental controls but didn’t want to invade
her “privacy,” so they never checked her chats. Unbeknownst to them, Mia was
approached on Instagram by a person who flattered her artwork and claimed to be a

teen artist in another state. Over the course of a couple of months, this person subtly



94 CLAYTON CRANFORD

groomed Mia, offering numerous compliments, sympathizing with her when she felt
down, and sending her digital gift cards for her artwork. Eventually, the conversa-
tions took a turn: he steered into sexual topics, saying things like “This is normal,
don’t worry.” He coerced her into sending some explicit images under the guise of
“educational” exploration between two artists. Mia was lucky in one sense: a teacher
noticed she seemed troubled, and thankfully, Mia confided in her. Law enforcement,
including me, got involved. We traced the “fellow teen artist” — he was a 45-year-old
man in another state with a history of this behavior. I'll never forget sitting in Mia’s
living room with her parents. Her father’s face went pale as chalk when I explained
what had happened. He kept saying, “We had no idea. We thought the phone would
protect her, let her call us if she needed help... We never imagined it would allow
this to happen.”

That’s the crux: a smartphone can invert the safety equation. Instead of your child
reaching you when in danger, a predator can reach your child and put them in
danger. It's a hard thing to process. We don’t want to think about our babies being
manipulated by evil people. But ignoring it is how predators win. They thrive on our
denial and our kids’ digital innocence.

Let’s talk outcomes. In the best cases, like Mia’s, we catch the guy, and the child gets
therapy. In worst cases, kids have been lured into meeting up in person (rare, but it
happens), or more commonly, exploited into producing large amounts of sexual
content. Some kids have harmed themselves out of shame and fear. Many never tell
an adult until much later, if ever, because they’re terrified they’ll be in trouble or that
the family will be angry. Predators often explicitly tell them, “Your mom will hate
you if she knows what you sent.” It’s all twisted psychological abuse. In Chapter 5,
we will examine how these grooming and extortion scams operate and how to
prepare your child to resist them.

This is heavy stuff, I know. The reason I'm laying it out is that if you're considering
giving an under-14 child a smartphone, you must consider how you will guard
against predators. The answer isn’t necessarily “never give them a phone,” but it
certainly isn't “give them a phone and hope for the best.” At the very least, it means
having strict privacy settings, being aware of every app on the phone, and engaging
in open conversations about not interacting with strangers online, and recognizing
that people can pretend to be someone they’re not. It may mean delaying or disal-
lowing apps that are known gateways for predatory contact. I often advise parents: if
your child has a smartphone, keep it out of the bedroom at night. Many grooming
situations progress during late-night chat sessions when kids are isolated and less
supervised. A house rule that phones stay in the kitchen overnight (or better yet, that

young kids don’t have social media at all) can literally save lives.
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The silver lining: education works. I've done internet safety presentations at schools
where we role-played “red flag” scenarios with students. Later, a parent told me that
her son received a strange message on Xbox from someone asking personal ques-
tions, and the boy immediately informed her, saying it felt like what Sergeant Cran-
ford had discussed. That’s a win. The more we empower kids with knowledge, the
more they become part of their protection. A smartphone doesn’t make them safer —
but smart kids, now that’s a different story.

ADULT CONTENT AT THEIR FINGERTIPS: INNOCENCE HAS LEFT
THE CHAT

Not long ago, a very embarrassed mom approached me after a parent seminar. She’d
found her 9-year-old son watching hardcore pornography on his smartphone.
Through tears, she asked, “Have I ruined him? What do I do?” First, I reassured her
that she hadn’t ruined anything irreversibly — but that this was a wake-up call. One
that many families are experiencing these days. Exposure to sexual content is virtu-
ally guaranteed once a child has unfettered internet access. And it often happens
much earlier than parents expect. A recent survey by Common Sense Media found
the average age of first exposure to online pornography is just 12 years old, with
about 15% of kids seeing porn by age 10 or younger.?? Did your jaw drop? Mine did
when I first saw those stats. In practice, I've had 4th and 5th-grade teachers quietly
ask me how to handle kids giggling over explicit videos that one of them pulled up
on a phone during recess. It’s a different world.

Why is this happening? In part, sheer availability. When we were kids, you had to
seek out adult magazines or videos actively, and there were usually barriers to doing
so, like the creepy, partitioned area in the back of the video rental store. Today, a few
taps on a phone can bring up everything imaginable — and plenty that a child could
never imagine and shouldn’t have to. Often, kids stumble on it accidentally: clicking
a misleading link, mistyping a search term, or being shown by a more curious friend.
More than half of kids in that Common Sense survey said they encountered adult
content by accident when clicking links, and about 41% of teens said they had seen
online porn during the school day (yes, sometimes even on school-issued devices or

via cellular data at school).??

So even if your kid isn’t looking for it, someone around
them might be, and voila — suddenly a group of 5th graders is watching something

their brains are not ready to process.

Let’s consider the impact. Children exposed to sexual content early can experience
confusion, fear, and even trauma. It can distort their understanding of healthy rela-

tionships and body image. I've spoken with middle-schoolers who developed
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anxiety or disgust about sex after seeing extreme porn that they couldn’t “unsee.”
Conversely, some become desensitized and start seeking more, falling down a rabbit
hole of inappropriate content or even acting out what they have seen. In one unfortu-
nate case, a group of seventh-grade boys tried to imitate a sexual act they’d seen
online with a girl in their class, resulting in an assault case that upended lives. These
situations are every parent’s nightmare, and none of the kids involved started as
“bad” kids. They were normal children who, thanks to unfiltered internet access,
were exposed to adult behaviors their minds weren’t equipped to handle responsibly.
We will delve deeper into the impact of online adult content on our children and how
to discuss it with your child in Chapter 8.

Then there’s sexting, which I touched on earlier in that opening story of Jessica and
Evan. Sexting sits at the crossroads of sexual content and peer pressure, served over
the medium of smartphones. The research is pretty sobering: roughly 1 in 7 teens
(middle and high school) have sent explicit images of themselves, and nearly 1 in 4
have received such images.?* And these aren’t just the 17-year-olds; it starts younger
and ramps up with age. One study found only about 4% of kids had sent nudes at
age 13, but by age 15, it was 17%—more than quadrupling.?® The presence of smart-
phones with cameras in junior high has fundamentally changed the landscape. What
used to be passing scribbled notes and awkward flirting can now escalate to “prove
you like me by sending a pic.” I've heard those exact words from teens in my office: a
boy telling his girlfriend, “everyone does it, just this once,” or a girl sending an
unasked-for explicit photo to a boy she likes because she thinks it's how to get atten-
tion. The kicker? Many of these images don’t stay private. In one survey, about 1 in 6
teens who sent a nude said they were subsequently bullied, harassed, or had their
image shared without consent.”® Even more heartbreaking, among teens who
admitted to sharing nudes, 18% said they were pressured or blackmailed into it.
Jessica’s case from the intro wasn’t an anomaly;?’ it was the new normal in many

schools.

From a parent’s perspective, handing a 12-year-old a smartphone means they will at
some point see sexual material, whether via web, social media, or peer messages. It's
virtually guaranteed. The question is, what guardrails and context will you have
provided? There are ways to mitigate the damage: robust filters can block a lot of
explicit content (though nothing catches everything), and more importantly, ongoing
conversations about body safety, consent, and media literacy can help your child
navigate if and when they do encounter something. My wife and I had age-appro-
priate conversations with our boys early on about what to do if they came across
pictures or videos that made them uncomfortable. “It’s okay to be curious, but some

stuff out there is meant for adults and can be confusing or scary for kids. If you ever
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see something and are unsure, please don’t hesitate to talk to us. You won’t be in
trouble.” We tried to preempt the shame reaction so they’d feel safe telling us.

The other strategy is delay, delay, delay. Delaying access to internet porn is a gift to
your child’s development. That might mean delaying the smartphone itself until
they’re older (a strong approach), or at least delaying social media and using strong
parental controls that block porn sites. Some experts even recommend waiting until
16 or older for social media due to these content exposure issues. There is a move-
ment called “Wait Until 8th” (meaning 8th grade) that encourages parents to band
together and postpone giving smartphones to kids until they are about 13-14 years
o0ld.?® Many who sign the pledge cite the desire to protect kids from sexual content

and social media pressures in those vulnerable early teen years.

Listen, we can’t put the genie back in the bottle—today’s kids will grow up in a
world of online content. But we can guide the timing and manner of their exposure.
You want them to form healthy attitudes toward relationships and sex, ideally from
parents and good role models, not from the warped lens of Pornhub or the heedless
push of a peer at age 12. A smartphone in the hands of a child too young to under-
stand what they might see is like giving them keys to a car before they’'ve taken
driving lessons. It's unfair to them and potentially harmful. We owe them some

preparation and protection.

MENTAL HEALTH AND SCREEN ADDICTION: THE HIDDEN TOLL
ON YOUNG MINDS

If you've read this far (thank you, by the way, for hanging in on this journey), you
might be feeling a bit overwhelmed. I've thrown a lot of scary stuff your way. So let’s
zoom out now to the 30,000-foot view — the overall mental and emotional health of
our kids in the smartphone era. In many ways, this is my greatest concern, as it’s so
insidious and widespread. It's not one dramatic incident like an abduction or a
leaked nude; it's the slow, steady impact on a child’s developing brain and self-

esteem from growing up glued to a glowing screen.

Around 2012, when smartphones and social media took off among teens, youth
mental health statistics started moving in a troubling direction. As a school resource
officer and later a threat assessor, I noticed more students with anxiety, depression,
and self-harm issues. Initially, I wondered if we were improving at recognizing these
problems. But research confirms it: in the past decade, rates of teen depression and
loneliness have climbed sharply, and many experts link this to the explosion of
screen time and social media. Psychologist Jean Twenge (who has extensively

studied generational trends) notes that heavy social media users (five or more hours
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a day) are about twice as likely to be depressed as teens who don’t use social
media.?’ And yes, many teens really do spend that long — one survey found that 22%
of 10th-grade girls spent 7 hours or more on social media each day.*° Even 2-3 hours
daily can start to increase depression and dissatisfaction with life.>! Those numbers
might include older teens, but younger kids are not immune. I've seen 12-year-olds
so hooked on TikTok that they exhibit withdrawal-like symptoms when the phone is
taken away.

Smartphones are deliberately designed to be addictive. That's not hyperbole; tech
insiders have openly discussed how apps employ psychological tricks (such as infi-
nite scroll, likes and notifications as rewards, and personalized algorithms) to capture
and maintain our attention. Children, with their still-developing impulse control, are
especially vulnerable. One early study found that about 50% of teens felt addicted to
their phones, and frankly, I bet that figure is higher now.>? I've had kids tell me, “I
can’t stop checking it, even when I'm not enjoying it.” It’s like giving a kid an endless
candy buffet — and then wondering why they won’t eat their vegetables or go to bed

on time.

The cost of all this screen time and online validation-seeking is multifaceted. Sleep is
a significant issue: many kids stay up far later than they should because they’re
watching videos or chatting online. Sleep deprivation alone can cause mood swings,
poor concentration, and irritability (sounds like any teens you know?). Now add in
what they’re often looking at: peers’ highlight reels on Instagram (which can spark
envy and feelings of inferiority), world news of disasters (which can increase anxi-
ety), or just the mindless dopamine drip of funny videos (which conditions them to
seek constant stimulation). Real life can feel boring or stressful by comparison,
leading them to retreat further into their digital bubble. It's a vicious cycle: feel sad or
bored, go on the phone for a quick hit of distraction, emerge an hour later feeling

even emptier — but then go back because it’s a habit.

Let’s talk self-esteem and identity. Middle school is when kids are figuring out who
they are. It's a fragile, formative time. Throw them into the social media coliseum at
age 12, and it can be brutal. They start measuring their worth in followers and likes.
A pre-teen girl posts a selfie and awaits the verdict of the crowd — no “likes” equals
devastation, a mean comment from a classmate can crush her. A 13-year-old boy sees
his friends all posting about hanging out (and he wasn’t invited) — cue the FOMO
and feelings of exclusion. We adults have coping skills (mostly) to remind ourselves
that social media isn’t real life, but kids take it at face value. Their emotional well-
being rides a rollercoaster of online feedback. And unlike the school day, which has
an end, social media never stops. There’s always something new to see, some judg-

ment to absorb.
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During my threat assessment work, I interview students who’ve made concerning
statements (like expressing suicidal thoughts or violent ideas) to understand their
state of mind. Time and again, I've found a common thread: heavy social media or
device use in isolation. They withdrew from “real” activities, their online life became
their main life, and when something went wrong in that online life (cyberbullying, or
just feeling inadequate compared to others), they spiraled. This isn’t every kid, of
course. Some navigate it fine. However, many children struggle silently. The data
show a significant correlation between increased screen time and feelings of sadness
and hopelessness in teenagers.>> We can’t ignore that.

Smartphones also tend to displace healthy activities. Time spent scrolling is time not
spent on exercise, face-to-face friendships, hobbies, or sleep. I once practically begged
a 13-year-old to go ride his bike or shoot hoops after school — he had no interest
because “all my friends are online, that's where stuff’s happening.” His mother
chimed in that he used to love basketball, but now getting him out of his room was a
battle. This isn’t an unusual dynamic. Families all over are having dinner table fights
about “put the phone down.” Devices intended to connect us can, ironically, drive a
wedge between parents and kids, and between kids and the tangible world around

them.

So, what’s the solution? I won’t pretend there’s a magic wand. However, delaying the
introduction of a smartphone altogether is a significant help, as it postpones kids’
entry into these potentially unhealthy dynamics. If they can navigate childhood and
early adolescence by developing social skills in person, discovering their talents, and
building an identity with less pressure to perform online, that’s a gift. When they are
older and do enter the online world, they may be more grounded and resilient. If
your child already has a smartphone, it’s not too late to implement changes: establish
screen-free times (like bedtime, family dinner, homework hours), encourage and
facilitate offline fun (one parent I know organizes “phone-free play dates” where a
bunch of boys come over to play basketball and video games on a console — no
phones allowed, and they love it after the initial grumbling). Model good behavior
yourself; I constantly have to remind myself not to scroll through emails when I

could be throwing a ball with my son.

And talk, talk, talk. I've learned to talk with my boys about tech, not just lecture. I ask
them how certain apps make them feel. We discuss why companies want our atten-
tion. We’ve even watched some YouTube videos together about the impact of social
media, using them as a springboard to strategize healthier usage. When my older son
was studying for finals last year, he would voluntarily hand me his phone each night
because he knew YouTube would distract him from his focus. That was a proud

parent moment — not that I took it from him, but that he recognized the need for self-
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control. That kind of insight only comes if you involve kids in the conversation about

why limits are needed, instead of just imposing them arbitrarily.

PARENTS HAVE THE POWER TO MAKE A DIFFERENCE

I want to emphasize something crucial: none of this is about demonizing technology
or painting our kids as helpless victims of screens. It's about acknowledging that
smartphones are powerful tools that, if introduced too early or without proper safe-
guards, can have a profoundly negative impact on our kids” well-being. But we're
not powerless, far from it. Parents still hold a lot of influence and the capacity to
guide. The fact that you're reading this chapter means you care and you’re willing to
think critically about this issue. That alone puts you ahead of the game.

In my career, I've encountered worst-case scenarios, but I've also seen incredible
turnarounds. I've seen a group of parents band together to delay their kids” phone
use and create a supportive network where no one felt left out because they all stuck
to the plan. I've seen teens who were once addicted to Snapchat rediscover life after
taking a break from social media—suddenly, they’re laughing, biking, and making
art again. One eighth-grade girl told me, “I feel like I got myself back after I stopped
using Instagram, I'm not so anxious.” Stories like that are my fuel. They remind me
that while the challenges are significant, the solutions often start small—just a

conversation, a boundary set, or an example modeled.

MY PERSPECTIVE AFTER TALKING TO HUNDREDS OF
THOUSANDS OF STUDENTS

When I step into school auditoriums filled with hundreds of elementary and middle
school students, I brace myself. I begin my presentation by asking a simple question
that vividly illustrates how unprepared these children are for the vast and often risky
online world. I ask, "Raise your hand if you have a phone," and every year, I'm met
with a sea of small hands shooting straight up into the air. It's not just that these
young students have smartphones—they also have constant, unfiltered access to
countless individuals, from peers who might unintentionally share hurtful messages,
to adults pretending to be someone they're not, seeking to exploit their trust through
social media and online gaming platforms. As we delve deeper into the assembly,
discussing the risks of sharing personal information with strangers online, I can see
genuine confusion flicker across their faces, as they often view online interactions as
harmless games or friendly conversations, unaware of the potential risks involved.
The abstract concept of a stranger behind a screen causing them harm is difficult for

their young minds to grasp. They believe their digital world is separate from the real
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world. The screen disconnects the sense of reality and consequences. They will freely
engage in actions on a screen that they would never do face-to-face in a million years.
The smartphone and online connections to strangers have ushered them into an adult

world, complete with all the complexities and stress that such a world entails.

Instead of wondering about which game they'll play with friends this weekend or
how their favorite sports team is performing, these children are burdened by anxi-
eties about online perceptions and interactions, such as worrying if a post will
receive approval or lead to embarrassment among their peers. They shouldn't have to
worry if the message they received was from a harmless peer or someone potentially
dangerous. Or, more likely, they aren’t worried at all when they should be. I can’t
shake the feeling that this generation of children is being set up for failure. Not
because parents don’t love their children, quite the opposite. Parents fearing the

worst have decided to give their child a smartphone.

Here’s the bottom line question we need to consider: Does it make sense to provide a
smartphone for the extremely slim chance that your child will find themselves in a
life-or-death situation where the phone would help rather than hinder, all while
increasing their anxiety, depression, self-harm, suicidal ideation, and the likelihood of

exposure to explicit online material, cyberbullying, and predatory behavior?

When fear drives decisions, we often end up solving the wrong problems and
creating new ones, such as giving a young child a smartphone to keep them “safe.”
But when knowledge and courage drive decisions, we tackle the right problems
head-on. We make thoughtful choices about when our kids are ready for certain free-
doms and responsibilities. We trade the false security of “at least she has a phone” for

the true security of “she has the wisdom to handle what comes her way.”

As Clayton Cranford (both the cop and the dad), my case to you is this: Don't let
misplaced fear be the reason you hand over a smartphone. If you've already given
your child a smartphone, don’t let fear of conflict prevent you from setting necessary
limits. I also encourage you to extend yourself some grace. We didn’t fully under-
stand the implications of giving our children a smartphone and access to social
media. The dangers inside that device are far more prevalent than the dangers it
protects against outside. However, armed with understanding, we can navigate this.
You are not alone—many of us are waking up to this reality and recalibrating our
parenting approach. Our kids don’t need the latest iPhone at 11 to be safe; they need
us to be engaged, informed, and sometimes say “no,” even when it’s unpopular, and
sometimes be the lone parent on the block who holds the line until 9th grade. And
when we do eventually allow that smartphone, it will be with eyes wide open and
training wheels firmly attached.
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Ultimately, parenting has always been about preparing our children for the world
while keeping them as safe as reasonably possible. That job got trickier with smart-
phones, no doubt. But we have something no technology can replace: the ability to
connect with our kids heart-to-heart, to guide them with love and steady wisdom.
When we lean into that, we become the real security blanket they need. And there’s
nothing misplaced about that.

KEY TAKEAWAYS

Giving a child under 14 a smartphone often stems from parental fear of unlikely
tragedies. For example, a child’s chance of being killed in a school shooting is about 1
in 5 million per year, and fewer than 110 kids under 18 are abducted by strangers

annually in the U.S..

Smartphones don’t necessarily make kids safer in an emergency. During crises,
phones can distract kids from safety instructions and spread misinformation. Even
security experts acknowledge that student phones will likely not prevent harm (and
can even create risks) in scenarios such as school lockdowns.

Smartphones can expose kids to very real dangers. Cyberbullying is rampant —
nearly 46% of teens have been harassed online — and victims are at higher risk of
depression and self-harm. Online predators target young users; about 1 in 10
preteens have encountered predatory behavior online. Sexual content finds kids early
(average first porn exposure at age 12), and ~14% of youth have sent explicit images,

often under peer pressure.

Early smartphone use is linked to mental health issues. Excessive social media and
screen time can double the risk of depression. Kids with phones often sleep less,
experience more anxiety, and can become addicted to screens — about half of teens
feel addicted to their devices.

Delaying smartphone use until children are older (around 14 years and above)
significantly reduces exposure to these risks. Experts recommend waiting until at
least 9th grade to introduce a smartphone. If a phone is needed for contact, a basic

call-and-text phone (without internet) is a safer choice for younger children.

CONVERSATION STARTERS

“What do you think having a smartphone would change in your daily life? Do you

feel safer with it, or more stressed?” This question encourages children to reflect on
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their expectations versus the realities of owning a smartphone, helping them

consider both positive and negative impacts on their emotional well-being.

“Have you ever seen or heard about kids being mean to each other online or in group
texts? How do you think that compares to in-person bullying?” Asking this opens the
door to honest discussions about cyberbullying experiences or observations, highlighting
how digital bullying differs in its intensity and reach compared to traditional bullying.

“Why do you think so many kids want a smartphone before high school? Is it
about safety, or something else like feeling included?” This helps children identify
and express the underlying social pressures and motivations, guiding them toward a
deeper understanding of their desires and the influences of their peers.

“What would you do if someone you don’t know in real life started chatting with
you or asking you for pictures online?” Posing this scenario teaches children to
recognize and respond appropriately to potential predatory behavior, reinforcing

important online safety strategies.

“How might we as a family balance using technology for convenience versus
avoiding the harmful stuff online? What rules or ideas do you suggest?” This
invites collaborative problem-solving with your child, making them active partici-

pants in creating family rules around safe and balanced technology use.

ACTION STEPS

Delay and Prepare. If possible, wait until at least the 9th grade (around age 14) to
give your child a smartphone. Use this waiting period to teach them digital safety
basics (privacy, cyberbullying, predators, etc.). When introducing a phone, start with

strict limits and gradually loosen them as they demonstrate responsibility.

Consider Alternatives. If communication is the primary concern, provide a basic
phone or smartwatch that only calls and texts. This meets safety needs (such as
getting rides and check-ins) without giving access to social media, app stores, or web

browsing. There are kid-friendly phones designed with no internet.

House Rules for Devices. Establish clear family tech rules. For example, no phones
are allowed in bedrooms overnight (devices are parked in a common charging spot),
no screen time is allowed until homework is done, and phone-free family meal times
are observed. Consistent rules help kids develop healthy habits.

Parental Controls and Monitoring. Install parental control software or use built-in
phone settings to filter adult content, limit app downloads, and set time limits. Regu-
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larly review your child’s apps and online interactions. Let your child know you'll be
checking in — frame it as a safety measure, not spying. Open communication (“Let’s

see what apps you're using and talk about them”) can make this feel less adversarial.

Educate and Empower (School-wide). Educators and school administrators can help
by incorporating digital citizenship lessons that teach students about online etiquette,
cyberbullying prevention, and safe internet use. Schools might also consider policies
that limit smartphone use during the day (many already do) and explain to parents

how these policies enhance safety and learning.

Connect with Other Parents. You don’t have to go it alone. Discuss these issues with
other parents and consider a mutual agreement to delay introducing smartphones to
your kids. Movements like “Wait Until 8th” exist to help families support one
another. A unified front means your child won't feel like the only one without
Snapchat in 6th grade.

Maintain Open Dialogue. Create a judgment-free zone for discussions about online
life. Regularly ask your child about their digital world — what apps they enjoy, if
anything online has upset them, and so on. Ensure they know they won’t get in
trouble for coming to you about something scary or inappropriate they’ve encoun-
tered. Your calm support will encourage them to seek your help when needed, which

is the ultimate safety net.

By implementing these steps, we can transition from fear-driven parenting to
informed, proactive parenting. The goal isn’t to keep our kids in a bubble—it’s to
equip them with the right skills and boundaries so they can thrive both online and
offline. Each of the actions above is a step toward truly keeping our children safe,
healthy, and empowered in the digital world.



CHAPTER 3

SMARTPHONES, SOCIAL
MEDIA, AND MENTAL
HEALTH: WHAT SCIENCE
REALLY TELLS US

It was past midnight when I got the call. As a juvenile investigator, I'd been trained to
expect crises, but this one was different. A panicked mother was on the line: her 14-
year-old daughter, I'll call her “Ashley,” had posted a heart-wrenching goodbye
message on Instagram and then gone silent. I raced to their home, fearing the worst.
We found the girl curled up on her bed, phone in hand, tears in her eyes. She was
safe, physically. But emotionally, she was in deep trouble. Between sobs, she revealed
that a flurry of cruel comments and being excluded from an online group chat had
driven her to despair. In that moment, sitting on the floor beside a distraught
teenager, I saw firsthand how the glow of a smartphone screen could plunge a child
into darkness. As a father and a former School Resource Officer, my heart ached.
How had we come to this point where a teen's sense of self-worth could crumble

because of what happened on a screen?

I share this story because it's one that too many parents and educators can relate to
today. Over my two decades in law enforcement working with youth, as a School
Resource Officer, Juvenile Investigator, Behavioral Threat Assessor, and also as a dad,
I've watched the landscape of childhood and teen life transform dramatically. Screens
are everywhere, and our kids are immersed in a digital world that simply didn't exist
when we were their age. In this chapter, I want to walk you through what I've
learned on the front lines and what solid science tells us about how this new world of
smartphones and social media is affecting our children's brains, their behavior, and
their mental health. I'll do it in a conversational way — as a fellow parent and as
someone who has sat with kids in their hardest moments — blending personal stories
with research and, most importantly, practical guidance. Together, we'll explore the

rise of anxiety and depression linked to smartphones and social media, understand
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the brain science behind it in plain language, and discuss what we can do to help our
kids thrive despite the challenges of the digital age.

GROWING UP IN A SCREEN-FILLED WORLD

When I was a kid, my social network was the neighborhood street. After school, we'd
drop our backpacks and play outside until dinner. Compare that to today: many chil-
dren are growing up in a world where playtime has shifted from parks and back-
yards to glowing screens and virtual spaces. As a father, I've seen how even very
young kids are drawn to tablets and phones. I remember watching my friend’s
toddler swipe at a magazine page, expecting it to move and light up like an iPad. It
was a funny moment — but also a revealing one. Childhood has changed.

Research shows that this early immersion in screens may have concrete effects on
brain development. In fact, brain scans of preschool-aged children (ages 3 to 5)
have shown that those with higher screen use tend to have lower development of
white matter in brain regions crucial for language and literacy. In one study, chil-
dren who exceeded the pediatric guidelines for screen time had less organized
brain tracts in areas that support learning and reading skills.! Think of white matter
as the brain's communication highways — in these young, still-developing brains,
excessive screen time was associated with bumpier roads. As an investigator, I
often saw kindergarteners and first-graders already fluent in tapping and swiping,
yet struggling with attention or language; the science now offers one possible

explanation.

Of course, screens aren't inherently evil — they can educate and entertain — but the
key is balance and timing. Early childhood is a time of incredible brain growth, and
real-world experiences (like hearing bedtime stories, engaging in make-believe, or
playing with peers) build cognitive and social skills in ways that apps often can't
match. I've counseled many parents of young kids who feel guilty for resorting to
“screen babysitters.” I tell them what I'll tell you: don't beat yourself up, but do be
mindful. The American Academy of Pediatrics, for example, recommends no screen
media for children under 2, and a maximum of 1-2 hours per day of recreational
screen time for older kids.? Those guidelines exist for a reason — to protect healthy
brain and behavioral development. The bottom line is that our children are growing
up in a screen-filled world, but we as parents and educators can make conscious
choices about how and when those screens are used. By doing so, we give their
brains time to grow the way nature intended — through hands-on play, face-to-face
interaction, and exploration — while still taking advantage of the positive aspects of
technology in moderation.
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NOT JUST ANOTHER “KIDS THESE DAYS” ALARM

If you're like me, you've heard plenty of “kids these days” complaints every time a
new gadget or trend comes along. I'll admit, when I first started hearing worries
about smartphones and social media, a part of me wondered: Is this just another
moral panic? After all, people fretted about rock and roll, comic books, and video
games in the past, and most of those fears turned out to be overblown. As a School
Resource Officer, I saw my share of eye rolls from teens whenever an adult warned
them about the dangers of MySpace, Facebook, or whatever platform was popular at
the time. It's healthy to be skeptical and not jump to blame every teenage woe on the

newest technology.

However, over the years, the evidence — both from my own experiences and rigorous
research — continued to accumulate, and it became clear that this time is different.
Around 2012, something shifted radically in teen wellbeing. In the early 2010s, smart-
phones transitioned from luxuries to ubiquitous necessities, and social media
emerged as the primary playground for adolescents. Correspondingly, national
surveys began to show a concerning uptick in teen mental health issues. To give a
startling example: the Centers for Disease Control and Prevention (CDC) conducts a
large survey of high schoolers every two years. According to their data, 57% of teen
girls now say they experience persistent feelings of sadness or hopelessness — up
from 36% in 2011. In just a decade, more than half of the girls feel persistently sad!
Equally alarming, 30% of teen girls in 2021 reported seriously considering suicide in
the past year (up from 19% in 2011).% Boys have also seen rises in these metrics, albeit
at lower levels, meaning this is not just a girl’s problem or a boy’s problem - it’s a

problem for young people.

As someone who worked in a middle school in 2012 and 2013, I didn't need statistics
to tell me something was wrong — I lived it. Practically overnight, my office was
flooded with cases that had a digital component. We saw more students with anxiety
attacks, more reports of depression, and more instances of self-harm. At first, I
thought maybe we were just getting better at recognizing and reporting these issues.
But research confirms it wasn't just perception: multiple studies have documented a
real increase in teen mental health problems starting around 2012, especially for
mood disorders like depression and anxiety. Psychologist Jean Twenge and
colleagues dubbed this emerging group “iGen”. They noted that they are the first
generation to spend their entire adolescence with smartphones in hand. Their spike
in depression, loneliness, and suicidal behavior correlates with the spread of those
devices.* Now, correlation is not causation — a mantra every good investigator and
scientist will repeat. Were kids depressed because of their phones, or did depressed
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kids simply use phones more? For a while, that was a hot debate. However, in recent
years, even many skeptics have been persuaded by a wave of new research that
suggests causation. In 2023, social psychologist Jonathan Haidt (who once was
cautious about over-interpreting correlations) wrote that “there is now a great deal of
evidence that social media is a substantial cause, not just a tiny correlate, of depres-
sion and anxiety.”> New studies, including experiments and long-term analyses, have
tipped the scale. We'll dive into some of those studies throughout this chapter. The
key takeaway here is that this isn't just an adult temper tantrum over “kids and their
darn phones.” The mental health downturn is real, it's large, and it aligns too closely
with the rise of smartphones and social media to ignore. This time, the wolf at the
door is real, not just a cry of alarm — and we need to understand it so we can protect
our kids.

ANXIETY ON THE RISE

In my years working on campus, I noticed a change in the nature of student visits to
the counselor or my office. A decade ago, a student might have been sent in for
breaking up a hallway scuffle or talking back to a teacher. By the late 2010s, I was just
as likely to encounter a student in the throes of an anxiety episode. I'll never forget a
15-year-old boy, an honors student, who was brought to me because he was having
what looked like a panic attack in the bathroom. His hands were shaking; he was
hyperventilating — I thought he might be in medical distress. It turned out the trigger
was that his phone had died during the day, and he became intensely anxious that he
was missing out on messages and Snapchat streaks. This young man wasn't
“spoiled” or “overreacting;” to him, being disconnected felt like being socially
marooned.

Stories like this have become all too common. So, what is it about smartphones and
social media that fuels anxiety? One major factor is the phenomenon of FOMO - fear
of missing out. Social media is a 24/7 stream of what friends (and strangers) are
doing, and teens feel pressure to keep up. Missing a few hours online can make a
teen worry they missed an inside joke, a group plan, or some new trend. This
constant connectivity means there's no off-hours, no chance to unwind — the social
spotlight is always on. For an already self-conscious adolescent brain, that is a heavy
burden. It's like being on stage every moment of your life, always comparing your-
self to others. Research in psychology has found that social comparison — seeing
curated, perfect posts of others — can breed feelings of inadequacy and anxiety in
viewers. Anxious feelings mount as teens wonder, “Am I as happy as everyone else?
Why wasn't I invited? Is my life boring compared to theirs?”



PARENTING IN THE DIGITAL WORLD 109

Moreover, many teens develop what we informally call “nomophobia” — the fear of
being without a mobile phone. (Yes, it's a real term now!) They can experience
genuine anxiety symptoms when separated from their device. From a brain stand-
point, this makes sense: the phone has become a source of safety and connection for
them. When it's gone, the brain's alarm centers, such as the amygdala, may light up,
as if a lifeline has been cut. One study that followed 9- and 10-year-olds for two years
found that more screen time at baseline predicted higher anxiety symptoms later on.
The researchers noted that screen use likely displaced calming, healthy activities (like
exercise, sleep, or in-person play) and amplified anxiety over time.® In plain terms,
the more hours kids spent absorbed in screens, the more frazzled and anxious they
seemed to become.

It doesn't help that the internet never sleeps. I've talked to teens who wake up
multiple times a night just to check their notifications, afraid they'll fall behind on
group chats. This chronic sleep disruption turbocharges anxiety (more on sleep later
in this chapter). And consider the types of content they might see online: news of
school shootings, climate change fears, peers ranting about personal dramas — a
constant diet of stressful information. It's no wonder that today's youth have been
called “The Anxious Generation.” As an adult who cares deeply about kids, it's
heartbreaking to see an 8th grader wound up with the worries of the world and their
social sphere, unable to find peace. But understanding these triggers — the FOMO, the
comparisons, the ever-present connectivity — is the first step in helping them step
back and breathe. Later in this chapter, we'll discuss how to guide teens toward a

healthier relationship with their devices so that they, not their anxiety, are in control.

DEPRESSION AND DIGITAL LIFE

Not long after that late-night call with the distraught 14-year-old, I followed up with
her family. Ashley survived that night, but her struggle was far from over. In the
weeks that followed, Ashley barely touched her phone at her parents' insistence. You
might think that would make things better. Instead, she felt utterly isolated. All her
friends communicated through Instagram DMs and group texts; without her phone,
she felt invisible and sank deeper into hopelessness. This was a wake-up call for me
as a parent and officer: simply removing social media didn't automatically cure her
depression, because the damage and dependency were already woven into her life.
Ashley's sense of identity and social connection had become entwined with the
online world, and when that world turned against her, it pulled her into a very dark

place.
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Depression among teens has skyrocketed in the smartphone era, and girls like Ashley
have been hit hardest. We saw earlier how rates of persistent sadness have climbed
dramatically, especially for girls, since 2012.” Social media seems to present a double-
edged sword when it comes to depression. On one hand, it offers connection — a life-
line for lonely teens to find friends and support. On the other hand, it can deal
crushing blows to self-esteem. The curated highlight reels that teens scroll through
daily can make anyone's real life feel inadequate by comparison. Imagine being 13
and constantly bombarded with images of peers looking happy, attractive, and
surrounded by friends, while you're sitting alone in your bedroom. It's easy to start
believing you're not good enough, that everyone else has it better. This social
comparison effect has been well documented by psychologists: passively consuming
others' posts (just scrolling without interacting) is linked to lower mood and greater
feelings of envy and worthlessness in teens.® ° Essentially, if a teen is already feeling
down, spending hours on Instagram or TikTok can be like pouring fuel on the fire of
their self-doubt.

Cyberbullying is another pathway from social media to depression (we'll dive deeper
into cyberbullying in Chapter 5). Victims of online harassment often experience
intense humiliation and despair. Unlike old-school bullying, there's no refuge at
home when mean messages and gossip travel with your phone. Studies confirm that
youth who are cyberbullied face a significantly higher risk of developing depressive
symptoms. In fact, one meta-analysis found that the odds of depression were almost
three times higher in cyberbullying victims than in those who weren't bullied
online.!® T've sat with students who showed me cruel texts or anonymous posts
saying things like “go kill yourself,” and I've seen how such words crush a young
soul. For some, it feels like there's no escape and no end, leading them to truly
believe those awful suggestions.

On the scientific side, it's not just surveys telling us there's a link. Increasingly, longi-
tudinal studies (the gold standard for inferring cause) are finding that heavy social
media and screen use precede and predict rises in depression. One long-term study
of over 9,000 young adolescents in the U.S. found that those who spent more time on
screens had more severe depressive symptoms two years later.!! A comprehensive
review of international data concluded that adolescent depression, self-harm, and
suicide rates jumped after 2012 in multiple countries, coinciding with the shift to a
phone-based childhood.

It's critical to note, as Haidt and others have, that social media isn't the only cause of
teen depression, but it is a major one.'* Other factors, like genetic predisposition,
academic pressure, or family issues, also play roles. Yet, social media is unique

because it has changed the entire environment in which teens grow up. We'll talk
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about that environmental effect next. For now, what I really want parents and educa-
tors to understand is that depression in the digital age often has a social media
fingerprint on it. It's not about blaming technology for every case of teen sadness, but
acknowledging that the way these platforms are designed — and the way they
envelop teen life — can create a perfect storm for depression. The good news is that by
recognizing these links, we can better support our kids: monitoring not just for the
usual signs of depression, but also for the digital triggers and torments that might be

contributing to it.

Percent of UK Teens Depressed as a Function of
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Figure: Percentage of UK teens with clinically significant depressive symptoms as a
function of hours spent on social media per weekday (data from Kelly et al., 2019).
Heavy social media use is associated with a dramatically higher rate of depression,

).14 This illustrates a

especially among girls (red line) compared to boys (blue line
dose-response relationship: beyond about 1-2 hours of use, the risk of depression
rises sharply. Girls who spent 5+ hours per day on social media had roughly triple
the rate of depression of girls who didn't use social media, whereas boys' depression

rates roughly doubled with heavy use. !’

THE TEEN BRAIN AND TECH ADDICTION

Why are smartphones and social media having such a potent effect on our kids'

emotions and behavior? The answer lies partly in the wiring of the teen brain — a
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wiring that tech companies have become very adept at exploiting. During adoles-
cence, the brain's reward system is in high gear, while the regions responsible for
impulse control (like the prefrontal cortex) are still under construction. This is a
normal developmental phase: teens are biologically primed to seek out new experi-
ences and rewards (it's how they learn and adapt), but they're not yet great at putting
the brakes on urges. Enter the smartphone, a device that offers infinite rewards and

stimulation at your fingertips, and you have a recipe for potential addiction.

I don't use the word addiction lightly. In policing, I've seen substance abuse and
addiction ruin lives, and I'm not claiming a phone is the same as a drug. But I have
also seen teens exhibit behaviors around devices that look an awful lot like depen-
dency. They crave it, seek it relentlessly, and suffer withdrawal-like symptoms (irri-
tability, anxiety) when it's taken away. And remarkably, brain imaging research backs
up the similarity. A famous UCLA study found that when teens got likes on social
media, it activated the same brain circuits as eating chocolate or winning money. In
the experiment, teens in an fMRI scanner saw their photos (and others') with varying
numbers of “likes.” Seeing a large number of likes on their own photo lit up the
nucleus accumbens — a core region of the brain's reward pathway — like a Christmas
tree.!® In other words, for the teen brain, receiving digital social validation is a plea-
sure hit, a surge of dopamine not unlike a sugary treat or even a drug high. It feels

good, so of course they want to repeat the behavior... again and again and again.

Social media platforms and games leverage this brain quirk by design. Features like
pull-to-refresh, notifications, and variable rewards (think of the unpredictable timing
of likes or the randomness of seeing something exciting while scrolling) work on the
same principle as a slot machine in a casino. Give a reward at random intervals, and
the brain learns to keep checking compulsively, because this might be the time you
hit the jackpot. As a Behavioral Threat Assessor, I once worked with a student who
got into trouble for aggressive outbursts whenever a teacher tried to confiscate his
phone. Speaking with him later, he admitted, “It's like my phone controls me. I know
it sounds dumb, but I can't help it.” This wasn't dumb at all — it was painfully self-

aware. His developing brain was hooked on the cycle of checking and reward.

Another aspect of the teen brain is hyper-social sensitivity. Adolescents are extremely
tuned into peer approval and feedback. Social media pours jet fuel on that trait.
Every post, every selfie is accompanied by a scoreboard of likes and comments. I've
heard teens describe the anxiety of “posting pressure” — spending hours to craft the
perfect post and then obsessively monitoring the response. If the feedback falls short
(fewer likes or a lukewarm comment), it can crash their mood. Neurologically, this
ties back to reward and belonging circuits in the brain; being “liked” literally feels

like a reward, being ignored can feel like a threat or loss.
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It's worth noting, too, that the brain's executive functions (like decision-making, fore-
sight, and emotion regulation) are still maturing into the mid-20s. This means teens
are more prone to impulsive acts, like posting something they later regret or bingeing
on TikTok till 3 AM, even if they have a test the next day. It's not that they're irrespon-
sible by choice; their brains are still learning how to pump the brakes. When I lecture
at schools, I often use an analogy: “Giving a 13-year-old unrestricted access to social
media is like giving them a powerful sports car before they've learned to drive — their
acceleration works just fine, but their brakes aren't ready.” We as adults need to
appreciate this reality. The tech is engineered to be irresistible, and teens are neuro-
logically vulnerable to its call. But this doesn't mean we throw up our hands help-
lessly — it means we have to be wiser about guiding them (and setting some
boundaries) until their own brains catch up. In upcoming sections, we'll explore how

to put some guardrails in place without alienating your young “drivers.”

THE SLEEP FACTOR: SCREENS AND SLUMBER

If there's one thing I wish we could magically give every adolescent, it's a good
night's sleep. Sleep is like a superpower for the teenage brain - it improves mood,
concentration, and resilience. Unfortunately, smartphones have a bad habit of
sneaking into bedrooms and stealing that superpower away. As a dad, I learned this
the hard way. I once found my middle-school son under the covers at midnight, not
sleeping, but engrossed in a YouTube rabbit hole on his tablet. He looked up at me
with guilty eyes — he knew he was caught. We had a long talk the next day about
how nothing on YouTube at 12 AM is worth wrecking your rest. After that, we set a
household rule: no devices in bedrooms after bedtime. It wasn't an easy adjustment

(for him or for us), but it was absolutely necessary.

The science on screens and sleep is crystal clear. Using phones, tablets, or computers
late into the evening delays and disrupts sleep in multiple ways. First, there's the
issue of blue light. The screens emit a type of light that can suppress melatonin, the
hormone that signals our body it's time to sleep. When teens stare at a bright screen
before bed, their brain gets a message to stay alert, as if it's still daytime. Second,
there's the mental stimulation: texting with friends, watching TikTok, or gaming gets
the mind buzzing at a time when it should be winding down. It's the equivalent of
having a loud party in your brain right before trying to fall asleep. And third, as
noted earlier, some teens wake up periodically to check notifications, fragmenting
their sleep throughout the night.

Why does this matter for mental health? Chronic sleep deprivation is a well-known

trigger for mood issues, including depression and anxiety. Imagine starting each day
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already exhausted; small problems feel big, and big problems feel insurmountable.
There's research to back this up: a 2025 study of nearly 5,000 adolescents in Sweden
found that screen time led to worse sleep (shorter duration and poorer quality),
which in turn significantly predicted increased depressive symptoms over the
following year. In fact, for girls in that study, the path from heavy screen use to
depression was largely mediated by sleep loss, meaning a lot of the mental health hit
came because screens were cutting into their rest.!” I find that remarkable but not
surprising. It suggests that if we can protect our kids' sleep, we can buffer some of

the negative effects of screen overuse.

As an officer, I remember responding to a few first-period classroom incidents that, in
retrospect, probably wouldn't have happened if the students weren't so irritable from
lack of sleep. Tired teens can be moody, short-tempered, or zoned out — not exactly in
the best frame of mind to learn or socialize. It all connects: a teen who snaps at a
friend due to tiredness might get into a social spat, which then spills onto social
media, causing drama that fuels anxiety or sadness. Lack of sleep can be the domino
that starts a whole chain of problems.

So, what can we do? In the practical strategies section, we'll talk about concrete steps,
but I'll foreshadow one: enforce a “bedtime curfew” on electronics. The American
Academy of Pediatrics suggests keeping devices out of bedrooms at night,'¥ and 1
wholeheartedly agree. In our house, we had a charging station in my bedroom where
devices were left overnight. Yes, there were grumbles at first, but when everyone
(including us parents) follows it, it becomes just part of the routine. And the benefit is
huge: a teen who gets 8-9 hours of sleep is a teen who's better equipped to face the
emotional ups and downs of the next day. They're less likely to be depressed or
anxious, and more likely to have the patience and focus they need. Simply put,
turning screens off and sleeping is one of the healthiest habits we can encourage in

this screen-saturated era.

CYBERBULLYING: WHEN HOME ISN'T A SAFE HAVEN

Back when I was in school (more than a few decades ago), if you were bullied by a
classmate, at least home was a refuge. You could close your front door and feel safe
from the teasing or torment, at least until the next morning. That's no longer the case.
Today's bullying follows kids right into their bedrooms via social media, text
messages, and online forums. As a School Resource Officer, I often found that
conflicts that started in hallways or lunchrooms continued online in the evenings,

often escalating in nasty ways. Conversely, sometimes the whole thing started online
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— a mean comment, a rumor spread in a group chat — and by the time the kids came

to school, the damage had been done overnight.

I recall mediating one case involving two 13-year-old girls. They had been best
friends, but a rift formed, and one started posting cruel things about the other on
Instagram — cryptic posts that didn't name her, but everyone knew who it was about.
Soon, other kids piled on in comments. The target of this cyberbullying went from a
cheerful honor student to withdrawn and depressed in a matter of weeks. She
dreaded coming to school not just because she'd face glares or whispers, but because
hundreds of students had seen these posts, and she felt humiliated on a public scale.
She told me, “I don't even want to open my phone anymore, but I can't not look — I
have to know what people are saying about me.” The hurt followed her everywhere,

and home was no longer a sanctuary.

Cyberbullying magnifies the reach and impact of traditional bullying. Online, bullies
can be bolder, hiding behind screens, and their attacks can reach a wide audience
instantly. A single cruel meme or doctored photo can go viral in a school community,
leaving the victim feeling that “everyone has seen it.” This can lead to intense feel-
ings of shame, fear, and isolation. It's no wonder that cyberbullying has been strongly
linked to mental health problems. Research has consistently found that kids who are
victims of cyberbullying suffer higher rates of anxiety, depression, and even suicidal
ideation.!” 2 One international review concluded that there's a vicious cycle: being
bullied online can cause depression, and kids who are depressed may also be more
likely to get targeted — a heartbreaking feedback loop.>!

From a behavioral threat assessment perspective, I also worried about retaliation. A
few of the school threat cases I handled over the years stemmed from a bullied
student feeling so desperate and enraged that they threatened violence. They saw no
way out of their victimization other than lashing out. While those are extreme cases,
they underscore how critical it is to address cyberbullying not just for the victim's
wellbeing, but for the safety of the whole community.

So, what can we do about it? For one, we need to educate kids about empathy and
digital citizenship early. As part of my internet safety talks, I sometimes ask students
to close their eyes and raise their hand if they've ever said something online they
wouldn't say to someone's face. A lot of hands go up. The relative anonymity and
physical distance of the internet can dull their sense of empathy. Reminding them

that there's a real person with real feelings on the other side of that screen is crucial.

Parents and educators should also encourage open communication. Many kids suffer
in silence because they fear that if they tell an adult about being harassed online, the
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first response will be, “Well, I'm taking away your phone/internet.” That feels like a
punishment to the child, so they often don't speak up. We have to assure them that our
goal is not to yank away their lifeline, but to find solutions — whether it's blocking the
bully, reporting the behavior to the platform or school, or in serious cases involving
threats, involving law enforcement. In my experience, schools are increasingly aware
of and responsive to cyberbullying, but they can only act if they know about it. So
keeping those lines of communication open — making sure your child knows they
won't be in trouble for coming to you — is vital. Only then can home become a safe

haven again, and together we can stop the virtual bullies at the digital doorstep.

ATTENTION, ADDICTION, AND OTHER BEHAVIORAL CHANGES

By this point, we've talked a lot about anxiety and depression, but those aren't the
only changes we've been seeing in kids. Parents often tell me about other troubling
shifts in behavior since smartphones entered the picture. One common concern is
attention span. “My kid can't focus on homework for more than 10 minutes without
needing to check something on her phone,” a frustrated parent once confided in me.
It's not your imagination: constant toggling between a math problem and Snapchat
or hearing the ping of a notification while studying can fragment anyone's attention.
I've read studies showing that heavy multimedia multitasking is associated with
greater distractibility. And certainly in the classroom, teachers report that students
have a harder time sustaining concentration. The brain gets trained to expect
frequent stimulation, and boring old single-tasking (like listening to a lecture or
reading a textbook) struggles to compete. Attention fragmentation may be one of the
more important and least talked about effects of smartphones on our children's acad-
emic success. Recent studies consistently indicate that when teens spend excessive
time scrolling, gaming, or juggling between apps, their attention becomes frag-
mented, which can directly hurt their academic performance.?? ?* Even just having a
phone nearby during study sessions or classroom time can distract teens and lower
their ability to fully absorb lessons.?* Interestingly, it's not only about the amount of
screen time but also about what teens are doing on their devices. Using smartphones
for structured educational tasks can be beneficial, but unchecked recreational use,

particularly social media and gaming, often leads to poorer focus and grades.?® 26

There's also the issue of what I'd call screen-induced irritability. I've seen kids who
seem perfectly affable when offline but become anxious, irritable, or moody after
long gaming sessions or marathon social media use. Part of this could be due to what
we discussed earlier — lack of sleep or negative social comparisons — but part of it is
also the nature of addiction-like behavior. When someone (adult or child) is very
immersed in a digital activity, pulling them out of it can lead to a short-term “with-
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drawal” mood. If you've ever tried to gently tell a teen, “Time to wrap it up, dinner's
in 5 minutes,” while they're in the middle of an online game, you may have gotten a
death glare or a grumbled “Ugh, wait!” that's disproportionate to the request. Their
brain is essentially protesting the interruption of its reward cycle. As a parent, I've
learned not to take those reactions personally (easier said than done, I know). It's a
sign that I need to help them find healthier boundaries, not a sign that my kid has
turned “bad.”

Problematic smartphone use — often dubbed “smartphone addiction” - is now being
studied just like other behavioral addictions. It's not an official psychiatric diagnosis
yet, but researchers have developed questionnaires to measure it. High scores on
“smartphone addiction” scales tend to correlate with higher levels of stress, impul-
sivity, and even loneliness. In one study, college students with signs of smartphone
addiction also reported more depressive and anxiety symptoms. Another study
found that reducing smartphone use can improve mood and reduce anxiety,
suggesting a causal link.?” These findings mirror what I've heard anecdotally from
families I've worked with. For instance, one family implemented a weekend “digital
detox” policy — no non-essential screen time from Friday night to Sunday afternoon.
The first two weekends were rough; the kids were mopey and cranky, complaining
they were bored. But by the fourth weekend, the mom told me, “It's like they redis-
covered how to hang out with each other and enjoy things.” The siblings went
biking, played board games, and even baked cookies together. On Sunday night, they
were visibly in better moods. Now, I'm not saying it was a magical cure-all, but it

demonstrated that a break from the screen could reset their behavior positively.

Another behavioral change worth noting is the decline in physical activity. This
might seem obvious — time spent on screens is time not spent running around
outside. But it has ripple effects. Less exercise can mean worse fitness and more pent-
up energy, which can manifest as restlessness or trouble sleeping (there's that sleep
connection again). Physical play and sports are also natural stress relievers; take
those away, and kids lose a healthy outlet for frustration. One of my colleagues, a
school coach, remarked that over the past ten years, he's seen a drop in the number of
kids coming out for certain sports teams, especially at the younger high school level.
“They'd rather stay home and play Fortnite with friends than sweat at practice,” he
lamented. While sports aren't every kid's cup of tea, the broader point is that screen
time can displace many valuable activities — not just exercise, but hobbies, family
time, homework, or simply downtime to daydream. Kids today have fewer moments
of quiet boredom because every spare second can be filled by a device. Some
psychologists worry that this constant stimulation could hamper creativity and prob-
lem-solving (skills often born out of boredom).
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Now, I don't want to paint a doom-and-gloom picture that all screen use is toxic and
turning our kids into zombies — that's not true. Moderate use, especially for learning
or truly social connection (like video-chatting with grandparents or collaborating on
a school project), can be perfectly fine. The concern is with overuse and unhealthy
patterns. If your child gets irritable when they can't have their device, has trouble
focusing, loses interest in offline fun, or if their phone use causes frequent family
fights, these are red flags of imbalance. The good news is, these behaviors can often
be turned around. Just as they were learned, they can be unlearned with support and
boundaries. In the final sections, we'll delve into exactly how to do that — how to help
kids build a healthier relationship with their screens and reclaim those positive
behaviors like focus, exercise, and in-person socializing that are so crucial for a
happy, balanced life.

TOUCHSCREEN USE AND ATTENTION SPAN IN YOUNG
CHILDREN

Touchscreen devices are mesmerizing to children. The bright colors, fun sounds, and
instant feedback of apps and videos are practically engineered to hold their attention.
As a parent, I know the magical calm that can wash over a fussy 5-year-old when you
hand them your phone in a waiting room. As a professional, I also see how we adults
rely on these gadgets as a quick fix — a few minutes of Angry Birds can buy a fraz-
zled mom some peace and quiet. It's no wonder that even by age 4, over half of kids
have their tablet to tap and swipe.”® Digital content is available on-demand,
endlessly varied, and highly rewarding for the brain.

But herein lies the challenge: what makes touchscreens so alluring can also fragment
a young child’s attention span. The apps and videos designed for kids are often fast-
paced and interactive, delivering new stimuli every second. If Paw Patrol gets boring,
a child can switch to Minecraft with a tap. There’s always a new game, a funny video,
or a cool animation a swipe away. This constant novelty means children aren’t prac-
ticing patience. Boredom has become an endangered experience. You might have
caught your 6-year-old exiting out of an educational math game after 30 seconds
because an ad for a more exciting game popped up, pulling their attention elsewhere.
In school settings, I hear teachers commenting that some young students now find it
harder to sit still through story time or focus on a single task without reaching for a
device. They're conditioned to expect instant gratification, just like the digital games
and videos have always given them.
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FRAGMENTED ATTENTION: SIGNS AND REAL-WORLD IMPACTS

How do we know if a child’s attention span is becoming fragmented? In my experi-
ence, a few telltale signs have emerged in the early elementary crowd. One common
sign is difficulty sustaining focus on activities that don’t involve a screen. For exam-
ple, a first-grader can concentrate on a tablet puzzle game for a solid 20 minutes, but
ask her to complete a simple paper-and-pencil puzzle and she’ll get antsy within five
minutes. In the classroom, kids might struggle to follow multi-step instructions or
lose interest in activities as soon as the initial excitement wears off. I've seen children
bouncing between toys, complaining of being “bored” unless the activity is as
constantly engaging as a video game. They may also show less impulse control — for
instance, quickly dropping one activity to hop to another whenever something more
stimulating comes along.

From a law enforcement perspective, I've observed that fragmented attention spans
can have safety implications, too. In community safety events, we emphasize to kids
the importance of listening and following directions (like looking both ways before
crossing the street). Lately, I've noticed younger kids often need more repetition and
visual cues to stay engaged during these talks. It's not that today’s children are any
less smart or curious. Rather, many are so used to interactive screens doing the
“attention-grabbing” for them that tuning in to a human voice for a few minutes can
be a real challenge. One memorable moment was when I visited a 2nd grade class to
talk about online safety: within minutes, a couple of students were squirming,
making sound effects, or trying to fiddle with anything around them. Their teacher
later confided that it has become harder each year to captivate the incoming batch of

first graders — “If it’s not on a screen, it just doesn’t hold them as long,” she sighed.

There are also social and emotional impacts. Kids who are glued to devices from a
young age might miss out on practicing face-to-face communication skills. I some-
times see it during conflict resolution with young kids: the child who can lose himself
in an iPad may have a tougher time learning to read another person’s facial expres-
sions or patiently work through a disagreement. At home, if siblings are each
engrossed in their tablets, they’re not learning how to play with each other, which is
where they would normally pick up vital lessons in sharing, empathy, and sustaining
collaborative attention on a joint task (like building a fort or playing a board game).

None of this is to sound alarmist. Attention spans naturally vary among kids, and
many factors affect them (sleep, temperament, etc.). But early heavy use of touch-
screens is one factor that we now know can exacerbate attention difficulties. The
difference today is how frequently young children get these digital stimulations and

how early it starts — even toddlers are swiping away before they can tie their shoes.
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As a result, elementary teachers, pediatricians, and parents like me are noticing a
pattern. Some young kids appear to have shorter fuses for attention, especially for

tasks that aren’t as stimulating as what they’re used to on-screen.

WHAT THE RESEARCH SAYS ABOUT SCREENS AND ATTENTION

Parents’ and teachers’ observations are now being backed by science. A growing
body of research indicates that excessive early screen time is linked to attention prob-
lems later in childhood. One striking study found that children five and under who
get two or more hours of screen time per day are nearly eight times more likely to be
diagnosed with attention-related conditions like ADHD.? “Screen time makes the
regular world seem rather dull, like watching a plant grow,” explains Dr. Michael
Manos, a pediatric behavioral expert, describing how high-intensity digital media
can make it harder for kids to focus on less exciting tasks.’’ The constant stream of
instant rewards (points, likes, animations) trains young brains to seek frequent stim-
ulation. So when a child who’s used to fast-paced apps is faced with a slower-paced
activity — say, listening to a teacher explain a math problem - their brain may
struggle to stay tuned in. As Manos puts it, a child who is “constantly rewarded” by
screens can find it hard to exercise the mental muscles needed for tasks that aren’t as

fun but are necessary in life.*!

Neurological research reinforces these concerns. Brain imaging studies have shown
physical differences in the brains of young children with a lot of screen exposure. In
one study, preschoolers who logged heavy screen time had less organized white
matter in the brain regions responsible for language and literacy.>? (White matter is
the neural wiring that helps different parts of the brain communicate, crucial for
learning.) Another researcher, Dr. John Hutton, found that when children listened to
stories in an animated, video format, there was a “huge drop-off” in activity in the
language-related parts of their brain, even as the visual parts were hyper-engaged.™
In contrast, children hearing stories read aloud (or reading a picture book) showed
more balanced brain activation. These findings suggest that passive screen-based
experiences may overstimulate visual processing while dampening the imagination
and deep thinking that come from processing stories in our mind’s eye.>* It’s a bit
like the difference between riding a fast-moving carousel versus quietly reading a
book: the former bombards the senses, while the latter invites the child to fill in gaps
with their mental imagery.

Attention is closely tied to a set of skills called executive functions — things like self-
control, task switching, and sustained focus. Research indicates that heavy screen use

in early childhood is associated with lower executive function performance, partly
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because screen-based activities often interrupt those skill-building opportunities.*’

For example, one expert notes that screen time tends to come with “more interrup-
tions and greater attention load” on young minds, and less practice in using imagina-
tion and self-directed focus.*® Another study showed that even when content is
“educational,” format matters: Children who engaged in interactive reading (like
dialoguing with a parent over a story) saw improvements in their ability to control
impulses and pay attention to visual details, whereas kids who passively watched
the same story on a screen showed no such benefit.’” In essence, a screen can either
be a mindful tool or a mindless pacifier depending on how it’s used. Without interac-

tion, it risks putting the child’s brain on autopilot.

Interestingly, it’s not just active screen use that can affect attention. Simply having a
screen nearby can be a distraction for kids. One researcher, Dr. Tzipi Horowitz-Kraus,
found that just the presence of a smartphone in the room produced brain activity in
children that resembled patterns seen in kids with attention difficulties. In her study,
typically-developing children performed tasks with and without a smartphone
present. When a phone was visible, the children were much more easily distracted —
even though they weren’t using it!.® This speaks to how powerfully our devices
command attention; if it’s within reach, a child’s brain may be constantly orienting
toward the possibility of a new notification or fun thing appearing on that screen.
Another good reason to keep smartphones out of the classroom.

It's important to note that researchers are careful about wording: correlation is not
causation. Not every kid who loves the iPad will develop ADHD, and some children
with naturally short attention spans might simply be more drawn to screens.
However, the trend is worrisome enough that pediatric experts urge parents to be
mindful. Overall rates of ADHD diagnoses have risen in the past two decades,*® and
while many factors contribute to that, the unprecedented levels of early screen expo-
sure are under the microscope as a possible piece of the puzzle. Even if screens aren’t
the sole cause of attention problems, they can amplify the issue in kids who are
already prone to inattention by further conditioning them away from practicing

patience and focus.

SCREENS AND HEALTHY ATTENTION SPANS

By now, you might be eyeing your child’s tablet with a mix of guilt and dread. Take a
deep breath — this chapter isn’t about demonizing technology or making parents feel
bad. In fact, balance is the key theme here. Touchscreens are part of our modern
world, and they’re not going away. The goal for us as parents is to harness the good

while mitigating the downsides. From my perspective, both as a cop and a dad, the
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approach that works is intentional, not prohibitive: setting thoughtful boundaries on

screen use, and creating room for kids to build their attention skills in other ways.

Firstly, it helps to remember that not all screen time is created equal. An hour spent
creating art on a drawing app or talking with Grandpa on FaceTime is very different
from an hour of endless YouTube auto-play videos. Educational and interactive
content, especially when co-viewed with a parent, can even support attention and
learning. For example, research suggests that when parents watch and discuss high-
quality shows with kids, connecting the content to real life, it can actually build
cognitive skills like attention and memory.*’ T recommend sitting with your child
when they are trying a new reading app. Ask questions like, “What’s happening in
this story?” or “Which part was your favorite?” These little interactions turn a
passive screen activity into an active thinking exercise. Plus, it keeps us bonded —

he’s not off in a digital silo by himself.

On the flip side, unmonitored or excessive screen use for young children is what we
want to avoid. We will dive into setting up healthy screen time boundaries in
Chapter 11. The American Academy of Pediatrics and other experts recommend
limits for a reason. Early childhood is a time when kids need to practice paying atten-
tion in the real world: listening to birds chirp, flipping through picture books,
playing make-believe, or just daydreaming out the car window. These experiences,
while mundane by digital standards, are the gym where attention span and imagina-
tion get their workout. If a child’s waking hours are instead filled with fast-paced
videos or games, they’re missing out on that practice. It's like expecting a child to
develop strong muscles without ever allowing them to play on the jungle gym. One
long-term concern is that replacing human interaction and self-driven play with
screens could have “long-term consequences” for kids’ social and attention develop-
ment.*! Young brains are wired to seek interaction and reward from people —
smiling at a caregiver, taking turns in a game, hearing the cadence of a story. Those
are the natural ways children gradually learn to focus and manage their impulses. If
too much of that is swapped out for solitary screen time, some of those neural path-

ways for attention might not get enough exercise.

From my law enforcement vantage point, I also encourage families to treat screen
time as public time, not private time, for young kids. This means devices stay in
common areas, usage is transparent, and adults know what the child is doing. Aside
from the obvious safety benefits (preventing access to inappropriate content or
dangerous strangers online), this approach helps ensure that screen use remains a
conscious activity rather than an isolating distraction. When my kids use the tablet in
the living room where we are, they're less likely to spiral into a YouTube rabbit hole,
and I can gently redirect them if I see rapid-fire app switching or increasing restless-
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ness. It also sends the message that screens aren’t a secret escape; they’re just another

activity we do under the same basic family rules as anything else.

Modeling is huge. I say this as someone who has caught himself scrolling through
work emails at the dinner table: our kids notice. If we parents are constantly attached
to our phones, responding to every ping, it normalizes that fragmented-attention
behavior. Lately, I've started declaring a “phone-free” hour in the evenings where my
device goes on the charger and I devote full attention to the kids (and encourage
them to put their devices down too). It was humbling at first to realize how much I
itched to grab my phone — a reminder that we adults battle the allure of screens too!
But it’s gotten easier, and I can see the difference: my children absolutely light up
when we're all engaged in an activity with no screens around. Even a simple card
game after dinner holds their focus longer now, because they know Dad isn’t about
to disappear into an email. We are teaching them by example that not every moment
needs a digital stimulant and that it's okay, even refreshing, to have stretches of time

with nothing electronic happening.

Finally, it'’s about quality over quantity. Completely banning screens might backfire
or be unrealistic (especially when schools use tablets or when kids see us using
phones for everything from GPS to grocery lists). Instead, I've found success in desig-
nating tech-free zones and times (like no devices during meals, or no tablets in the
hour before bedtime) and choosing content wisely. Slower-paced, thoughtful shows
or apps (think Bluey or a calm puzzle game) can be better than frenetic cartoons that
flash a new scene every second. Likewise, balancing every hour of screen time with
an hour of physical play or reading is a good rule of thumb. In our household, screen
time is earned by playing outside or doing creative projects, and those offline activi-

ties in turn help our kids wind down and focus better when they do get on a device.

To sum it up, early touchscreen use doesn’t have to doom a child’s attention span, as
long as we approach it with our eyes open. By combining sensible limits, active
engagement, and plenty of real-world experiences, we can help our young children
navigate their digital world without losing the ability to concentrate in the analog
world. In my professional and personal life, I've seen that kids are remarkably adapt-
able and resilient. When given the chance, they will play in the mud, build forts, and
become engrossed in stories and conversations — all without an app or an LCD
screen. Our job as parents is to make sure they get those chances. In this digital age,
that sometimes means intentionally unplugging and saying “let’s do something
else,” even if it's met with groans at first. The benefits to their attention spans, learn-

ing, and relationships are well worth it.
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AGE MATTERS: SMARTPHONE AND SOCIAL MEDIA USE IN
CHILDHOOD

Modern research underscores a clear trend: the earlier children start using smart-
phones, the more likely they are to experience mental health challenges later on. A
2023 report by Sapien Labs analyzed data from nearly 28,000 young adults and found
that overall mental well-being scores were higher for those who got their first smart-
phone at an older age.*’ In other words, each year of delay in giving a child their
own device corresponded to better mental health outcomes in young adulthood.
Notably, young adults who had been given smartphones very early in childhood
reported more struggles, including lower self-esteem, more social difficulties, and
higher rates of suicidal thoughts, compared to peers who first got phones as teens.
For example, an astonishing 74% of young women facing mental health challenges in
the study had received their first smartphone by the age of 6, illustrating the poten-

tial long-term impact of too much, too soon.*?

Adding to this evidence is recent research on adolescent personality development.
Teens naturally go through a period of lower conscientiousness, the personality trait
related to impulse control, responsibility, and planning for consequences. In fact,
psychologists have documented a dip in conscientiousness during the teenage years,
meaning that, on average, adolescents are less inclined to think ahead or restrain
their impulses than they were in childhood or will be in adulthood.* If you have a
teenager at home, you already know this. This dip in self-regulation helps explain
why teens are especially prone to impulsive behavior and poor decision-making
online. Low conscientiousness has been directly linked to riskier conduct: studies
show that adolescents who score lower on conscientiousness are more vulnerable to
peer pressure and more likely to engage in aggressive acts such as cyberbullying.*’
They also tend to have a harder time bouncing back from setbacks — in other words,
lower resilience when facing stress or online conflicts. In summary, the scientific
evidence paints a consistent picture: children's brains and personalities are still devel-
oping the judgment and coping skills needed to use smartphones and social media
safely, and earlier exposure can amplify risks to their mental health and wellbeing.

After more than two decades of directly handling the fallout from kids' digital
mistakes, I saw a recurring narrative: “a good kid makes a bad choice online, and a
parent who had no idea what was going on.” From my front-line view, the introduc-
tion of smartphones and social media in childhood has created unprecedented chal-
lenges. I've seen honor-roll students get caught in sexting scandals, friendships
shattered by online drama, and children as young as 11 or 12 pulled into cyberbul-
lying incidents that spiral out of control. These aren't “bad” kids — they're normal
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adolescents whose still-maturing brains lead them to impulsive decisions when

armed with always-online devices.

So what's the takeaway for parents and educators? In light of the evidence and expert
experience, the message is clear: wait as long as possible to give your child a smartphone
or social media account. At a minimum, we recommend waiting until high school to
give your child a smartphone and sixteen years old for social media. Delaying these
technologies is not about depriving your child; it's a proactive way to guard their
mental health and teach them responsibility gradually. Think of it this way — every
year you wait is a year for them to mature, to strengthen their self-control, and to
learn healthy habits before navigating the online jungle.

These guidelines may seem strict, especially when “everyone else's kids” appear to
be online. But remember, as a parent, you are doing something courageous and
caring by setting limits. Waiting to give your child a smartphone or social media
access is a positive, protective choice — it gives their brain time to mature and sends
the message that mental health and safety come first. In practice, this might mean
telling your child, “We're going to wait on Instagram until you're older,” or holding
off on that iPhone until high school, even if they beg for it in sixth grade. It's not
easy to be the parent who says “not yet,” but the payoff is huge: fewer crises to
“pick up the pieces” from, more face-to-face social skill development, and a child
who gradually learns digital responsibility under your guidance rather than all
alone.

In the long run, these early decisions to delay tech exposure become acts of love that
support your child's wellbeing. By waiting, you are safeguarding their self-esteem
and focus, reducing the chance they'll be pulled into harmful online situations, and
giving them the foundation to become a conscientious digital citizen when the time is
right. Your patience and firm resolve now will help your son or daughter grow into a
healthier, happier teen who can thrive both online and off.

PARENTING IN THE DIGITAL WORLD: MY JOURNEY

Before we jump into the “how-to-fix-it” parts of this and the following chapters of
this book, I want to pause and acknowledge something important: parenting in the
digital world is hard. Even as someone who literally teaches about internet safety for
a living, I have stumbled and second-guessed myself many times with my own kids.
We are the first generation of parents dealing with smartphones in the hands of our
children, and there's no roadmap from our own childhoods to guide us. So if you've
ever felt guilty or overwhelmed about your kid's screen habits, believe me, you're not
alone. I've been there — Clayton Cranford, the cyber safety expert, has had to nego-
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tiate screen time truces and enforce digital groundings with his own boys, just like

any other parent.

Let me share a personal anecdote. My wife and I decided to give our older son his
first iPad when he turned 13. I thought I had all the bases covered: we discussed
rules, I installed parental control apps, and I warned him about the obvious dangers.
For a while, things seemed fine. But a few months in, we noticed our usually ener-
getic boy was becoming more withdrawn and irritable. His grades began to slip.
After some gentle prodding (and checking the screen time reports), I discovered he
was staying up until 1 or 2 AM watching YouTube and scrolling through memes. We
had a heart-to-heart. He admitted he felt addicted, saying something like, “I know it's
bad, Dad, but I just can't stop scrolling. It's like if I don't check, I might miss some-
thing really cool.” That was an eye-opener for me. Here was a good kid who knew
the pitfalls (heck, whose dad wrote the book on it), still getting caught in the web. It

humbled me and reminded me that no family is immune.

So we adjusted. We were charging his iPad in the kitchen. My son told me he was
sneaking downstairs after my wife and I had fallen asleep to bring his iPad to his
room. We relocated the charging station to my bedside (should've done that from the
start). We set clearer limits on daily non-homework screen time. But most impor-
tantly, I tried a different approach — one I recommend to every parent: I involved him
in the solution. Instead of simply imposing rules from on high (which, let's face it,
teens often rebel against), I asked him to help create a plan. What did he think was a
reasonable amount of YouTube per day? How could we balance his screen time with
his other interests? By collaborating, he didn't feel ambushed by new restrictions; he
felt ownership. We even agreed on some extra screen time as a reward for completing
homework. It became less a punishment-and-reward thing and more about time
management and priorities. This negotiation wasn't a one-time fix — it's something
we revisited regularly, especially as he got older and earned more trust. By the time
he was 16, he had learned to self-regulate much better, and our conflicts over screens
diminished greatly.

Why do I share this? I want you to know that even experts have to figure things
out as they go, and it's okay to adapt your approach. I also want to emphasize
empathy in our parenting. Our kids are facing pressures and temptations we never
did. When I was 15, I didn't have an entire world of peers and strangers judging
my every move in real-time online. If I messed up, maybe a few friends knew — it
didn't go viral. If I were lonely, I might have felt bad, but I didn't scroll through
hundreds of happy posts to rub salt in the wound. I try to remind myself of this
perspective when dealing with my sons. Yes, they might get defensive or hide
things, but often it's because they're overwhelmed, not because they want to be
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defiant. Leading with understanding rather than just anger or fear has made a
huge difference in my relationships with them. It's not about being a buddy-parent
who lets everything slide; it's about being a coach rather than a dictator when it
comes to tech. The fact that you're reading this chapter means you care deeply
about doing this right, and that already makes you a great parent or educator in
my book.

Now, with my story (and many mistakes) laid out, let's shift gears to solutions. In the
next section, I'll compile some of the best practices I've learned — both from research
and from trial-and-error in my own home and others'. Think of it as a toolkit for tack-
ling the screen time challenge. And remember, it's never too late to make positive
changes. Regardless of whether your child is 5, 15, or 25, you can help guide them
toward a healthier digital life, step by step.

PRACTICAL STRATEGIES FOR HEALTHIER SCREEN USE

By now, we've established why it's important to moderate and guide our kids' screen
use. Let's get into the how. I often tell parents in my workshops: “Think of managing
screen time like nutrition — you're not just trying to cut 'junk food,' you're also trying
to promote a balanced diet.” In other words, it's not about demonizing devices, but
about creating a healthy mix of activities in your child's life. Here are some practical

strategies and tips that have proven effective:

Smartphones: Hold off until around high school (about age 14-15) before giving
your child their own smartphone. Children in middle school and younger are not
well-equipped to handle the distractions and temptations of an internet-enabled
phone in their pocket 24/7. If a phone is absolutely necessary, consider a basic phone,

a smartwatch, or a limited-function device during the pre-teen years.

Social Media: Delay social media platforms as long as you can — ideally until at least
age 16. Early high school is even on the young side for apps like TikTok, Instagram,
or Snapchat. I suggest treating Snapchat and Discord as 18+ (adults only) apps, and
keeping kids off other major social media until at least 16. The longer you can post-
pone social media, the more time your child has to develop judgment and resilience

against online pressures.

Video Apps: Even seemingly kid-friendly platforms like YouTube should wait until
around age 13 (and be closely supervised at first). Before the teenage years, kids lack
the filter to handle the vast amount of content on YouTube. Use YouTube Kids or
curated content if needed, and gradually introduce the open platform when they're

older and can understand how to navigate it safely.
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Create a Family Media Plan: Sit down together (yes, include the kids in this conver-
sation!) and set out some ground rules for when and where screens can be used. For
example, phones are not allowed during meal times, and screens are not allowed
during the hour before bedtime. Write it down as a family agreement. When kids
help shape the rules, they're more likely to follow them. The American Academy of
Pediatrics suggests establishing a “media curfew” at meals and bedtime — in my
home, dinner is a phone-free zone, and when my children were still in school, all of
their devices got parked in my bedroom by 9 PM.

No Devices in Bedrooms at Night: I've mentioned this a few times because it's worth
repeating. At nighttime, phones and other devices should be charged in a common
area, not by the pillow. This eliminates late-night texting or YouTube binges, helping
to protect that precious sleep. If your child uses their phone as an alarm, consider
buying an old-fashioned alarm clock — the problem is solved. Enforcing this can be
challenging with older teens (“Don't you trust me?” they might say). It's not about
trust; it's about acknowledging human temptation. I sometimes joke, “It's not that I
don't trust you, I don't trust Mr. Zuckerberg and his friends who design those apps to
keep you hooked!”

Set Time Limits with Flexibility: Especially for younger kids and early teens, it
helps to have a clear limit on daily entertainment screen time. The guideline of no
more than 1-2 hours of recreational screen time per day is a good starting point. Use
your phone's built-in digital wellbeing settings or a parental control app to help
enforce this. For instance, you can set it so that after 2 hours of app usage, the non-
essential apps lock for the rest of the day. However, also allow some earned extra
time for good behavior or on weekends - rigidity can breed rebellion. Perhaps they
receive an extra 30 minutes for completing chores or after playing outside for an
hour. The idea is to make tech time something they manage, not something that

manages them.

Monitor Content, Not Just Time: Not all screen time is equal. There is a significant differ-
ence between a teenager anxiously scrolling through toxic social media drama and the
same teenager using a design app to create digital art. So, take an interest in what your
kids are doing online. Co-view or co-play when possible — watch that funny YouTuber
they like together sometimes, or let them teach you their favorite video game. This not
only gives you insight into their digital world but also opens up opportunities to discuss
values and safety (for example, if an inappropriate ad or message pops up, you can talk
about it in the moment). Let them know you'll be periodically checking their online
accounts and browsing history, not as a “gotcha” but to keep them safe. When kids know
a parent might see their posts, it often makes them think twice about what they share.
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Encourage Alternative Activities: One of the best ways to reduce excessive screen
time is to fill that void with something enriching or fun. Help your child discover
hobbies — sports, music, coding, art, reading, skateboarding, you name it. It could be
a joint activity, like a family hike every Sunday, or individual pursuits. When my
younger son showed an interest in cooking, we started a tradition of trying a new
recipe together every week. It became something he looked forward to — and on
“recipe night,” he was far away from any screen, elbow-deep in dough or chopping
vegetables. Similarly, ensure your child has plenty of face-to-face social opportuni-
ties: trips to the park, playdates, youth groups, etc. These real interactions can satisfy
the social needs that kids sometimes substitute with social media.

Model the Behavior You Want Them to Have: Ouch, this is a tough one, but we have
to walk the talk. Our kids notice if we're incessantly checking our work emails at the
dinner table or scrolling Facebook during their soccer game. I've caught myself doing
it — it's humbling. Strive to follow the same rules: if you declare no phones at dinner,
leave yours on the charger too. By demonstrating that you can balance tech use, you
show them it's doable and important. Plus, it improves our own wellbeing! I've had
parents tell me that after implementing these rules for the kids, they surprisingly felt
their own stress decrease because they, too, were more present and less tethered to

their devices.

Use Tech to Control Tech: This might sound counterintuitive, but there are some
great tools out there to help. As I recommended in one of my classes, consider
installing a screen time management app or using built-in parental controls. These
can set automatic limits, filter inappropriate content, and even shut down devices at
certain hours. One advantage here is that it removes you as the bad guy in the
moment — if the app locks the game after an hour, you're not actively pulling the
plug, which can reduce conflict. Of course, these tools work best for younger kids. As
teens grow, it's better to shift towards self-regulation and trust, using these tools

more as a safety net than a tight leash.

Keep an Open Dialogue: Make tech and mental health a normal part of family
conversation. Ask open-ended questions like, “What's the coolest or funniest thing
you saw online today?” or “Have you ever seen something online that upset you?”
Share your own experiences too. If I read a news story about social media affecting
teen mental health, I'll mention it to my sons to get their take. The goal is to make
sure they know they can come to you without fear of immediate punishment. If your
child admits, “I think I'm spending too much time on TikTok and it's making me feel
lousy,” resist the urge to say “I told you so” or to ban TikTok on the spot. Instead,
explore that feeling with them: Why does it make you feel lousy? Would you like to
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take a break from it? How can I help? Being a coach means listening and guiding
more than lecturing.

Every family is different, and there's no one-size-fits-all solution. Some kids will need
tighter guardrails; others might handle freedom responsibly. The key is to be
engaged and adaptable. Pay attention to your child's mood and behavior - if you
notice improvements after changes, celebrate that and stick with it. If something's not
working (say, a rule that's causing daily meltdowns), be willing to adjust your
approach. Parenting in the digital world is a continuous learning process for all of us.
The strategies above are tools in your toolbox. You might not need all of them at
once, but it's important to have them ready.

BUILDING RESILIENCE AND BALANCE

While setting limits and rules is important, our ultimate goal is bigger: we want to
raise resilient, well-balanced young people who can handle the online world and the
real world with confidence and grace. Resilience is the quality of bouncing back from
setbacks and coping with challenges in a healthy way. In the context of screens and
social media, resilience might mean a teen who, when faced with a nasty comment
online, doesn't crumble, but instead can shrug it off or seek support without spiral-
ing. It might mean a child who can self-soothe their boredom or anxiety by doing
something offline, rather than immediately turning to a device for distraction. How
do we foster that?

One way is by giving kids a strong sense of self and self-worth that isn't entirely tied
to the approval of others, especially not to the fickle approval measured in likes and
follows. Encourage them to pursue goals and activities that build real competence
and confidence. It could be anything: joining the school play, volunteering at an
animal shelter, mastering a martial art, or just completing a personal project like
writing a short story. Achievements in these areas provide a more solid foundation
for self-esteem. I've seen shy, awkward kids bloom after finding “their thing” outside
of the digital realm. They become less reliant on virtual validation because they've
experienced the real thing — the pride of finishing something hard or the camaraderie

of a team win.

As a former Behavioral Threat Assessor, I also appreciate the importance of teaching
emotional coping skills. Life online can be a rollercoaster, and kids need tools for the
bumps. This can be as simple as learning mindfulness or relaxation techniques. Some
families I know do a short meditation or prayer together in the evenings, which can
be a nice way to unplug and center themselves. Others practice “gratitude journal-

ing” — writing down a couple of things they're thankful for each day. It might sound
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hokey to a teen at first, but these practices are evidence-based ways to boost mood
and resilience. When a teen learns to recognize “I'm feeling really down after looking
at Instagram for an hour” and then consciously steps away and maybe takes a walk
or talks to a friend in person, that's a huge win. They are taking control, rather than
being controlled by the medium.

Another key aspect of resilience is maintaining strong offline relationships. We want
our kids to have a support network that isn't just their follower count. Family
connections count here — those game nights or weekend outings, however much they
grumble, do matter. So do friendships built on more than snaps. Encourage your kids
to invite friends over (yes, even the loud, goofy ones that raid your fridge — I speak
from experience). When my younger son had a rough patch with some drama, it was
his long-time buddy from the basketball team who helped pull him out of his funk —
they shot hoops and talked it out. In that moment, I was profoundly grateful that he
had cultivated friendships where they could talk face-to-face and not just text.

One thing I emphasize to educators and counselors is mental health literacy. We
should teach kids to understand their feelings and know when to seek help. It's okay
to say, “I'm not okay.” For example, if a teen finds that social media is making them
depressed, could they take a break? Maybe even delete an app for a while? I've seen
teens do “social media detox” periods and come back saying they felt a lot better, and
surprisingly, didn't miss much. It's like stepping out of a noisy room — you don't
realize how loud it was until you get a breath of quiet. We should let our kids know
that it's not a failure to step back or set boundaries for themselves; in fact, it's a
mature and resilient move. Some might worry about losing friends or being out of
the loop — that's where we reassure them that anyone who is truly their friend will
stick by them regardless, and that their wellbeing is priority number one.

Lastly, as part of balance, I want to highlight the value of unstructured, screen-free
time — a.k.a. boredom! Boredom can be uncomfortable, but it's also the seedbed of
creativity and self-discovery. It's when the mind wanders that new ideas form or
daydreams take flight. I sometimes half-joke in my talks: “Give your kids the gift of
boredom.” That might mean on a lazy Sunday afternoon, when a child says, “I'm
bored,” you resist the urge to hand them the iPad and instead say, “I'm sure you'll
find something to do.” They might whine, but eventually they might dig out those
Legos or sketchpad or go poke around outside. They learn to entertain themselves
and, more importantly, to be alone with their thoughts without immediately escaping
into a screen. That is a skill — one that will serve them well in life.

In building resilience and balance, remember that perfection isn't the goal. There will
be days your kid overdoes the video games or melts down over a lost Wi-Fi connec-
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tion. There will be days you find yourself scrolling mindlessly on your own phone,
even though you vowed not to. It's okay. What matters is the overall trajectory — that
we are gradually helping our kids develop the strength and habits to use technology
in a way that serves them, not enslaves them. And in doing so, we're guiding them
toward healthier minds and happier lives, both online and off.

HOPE FOR A HEALTHIER FUTURE

Writing this chapter, I've reflected a lot on the many stories and studies that have
crossed my path. It's clear that we're in the midst of a great experiment with our chil-
dren's brains and behavior, and the early results have been sobering. Rates of anxiety
and depression have climbed, fueled in part by the omnipresence of smartphones
and social media in young lives.*® 4 But amidst the concern, I want to leave you with

a message of hope and empowerment. We are not helpless, far from it.

First, recognize that society is waking up to these challenges. Schools are imple-
menting digital wellness curricula, tech companies are (slowly) being pressured to
consider youth mental health, and researchers are giving us ever-better insight into
what helps or harms. Just as past generations tackled public health issues like teen
smoking or drunk driving with concerted efforts, I believe we are mobilizing around
screen time and youth mental health. In fact, I've seen a shift in the last couple of
years: parents and educators are no longer debating whether there's a problem, but

are actively seeking solutions. That's progress.

Secondly, every small change in your household or classroom can make a difference.
Maybe after reading this, you'll decide to ban phones at the dinner table, or initiate a
weekly family game night, or have a heart-to-heart with a teen about their online life.
Those actions ripple outward. The teenager who benefits from better sleep or less
social media stress will pay it forward in their interactions, being kinder to peers,
more engaged in class, and more present in friendships. Peers or friends might also
be influenced to make a positive change. Culture change starts with many individual

steps.

I think back to Ashley, the girl I mentioned at the beginning, who nearly became a
tragic statistic. Her road to recovery was not easy, and it wasn't linear. But she did
recover. With therapy, family support, and some significant changes (her parents
coordinated with the school to address the bullying, and yes, they eventually allowed
her back on social media but with much stricter supervision and a curated friend
list), she gradually regained her confidence. I ran into her a couple of years later,
when she was a senior in high school. She was doing much better, excited about

college and able to reflect on that dark period with clear eyes. She even started a
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mental health awareness club at her school, aiming to help other students who might
be suffering in silence. Stories like hers remind me that kids are incredibly resilient

when we give them the tools and support to heal.

In my own family, our relationship with technology continues to evolve. My sons
are adults now and attending college, making all their own choices. My hope is that
the guidance and boundaries we set early on will act like an internal compass for
them. I've seen encouraging signs. The other night, my younger son was watching
Netflix, and I noticed it was getting late. He surprised me by turning it off on his
own and saying, “Yeah, I have rugby practice tomorrow morning, I should crash.” I
know it sounds minor, but I wanted to do a little victory dance right there — he self-
regulated! Moments like that reassure me that with patience and consistency, we
really can raise a generation that knows how to live with technology in a healthy

way.

As parents and educators, we'll continue to learn and adapt. There will be new apps,
new platforms, and new challenges. (Heck, by the time you read this, the social
media landscape might have shifted yet again.) The core principles won't change: our
kids need our love, our leadership, and our listening ear. We need to be their advo-
cates, sometimes their enforcers, and always their role models. When we blend
science-based insights with empathy and real-world practicality, we set the stage for

our children not only to survive but also to thrive in the digital world.

In closing, I would like to thank you for taking the time to delve deeply into this
topic. The fact that you've journeyed through these sections means you're committed
to understanding and helping the young minds in your life. Take that knowledge and
share it with your kids, with other parents, with teachers, and community leaders.
Let's keep the conversation going. Together, we can turn the tide on the mental health
epidemic and ensure that screens serve our children, rather than rule them. Science
has sounded the alarm, but it has also shown us a path forward. And walking that
path, hand in hand with our kids, is one of the most important endeavors of our
time. Here's to a healthier future for their brains, their behavior, and their hearts, both

online and off.

KEY TAKEAWAYS

Early screen habits shape attention. Frequent, fast-paced touchscreen use can condi-
tion young kids to expect constant stimulation, making it harder for them to focus on
slower activities. Studies link excessive screen time in early childhood to shorter
attention spans and increased hyperactivity / inattention later on. Balance and moder-

ation are crucial.
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Young brains are still developing. High levels of screen exposure have been associ-
ated with differences in brain development, such as less organized neural connec-
tions in areas responsible for attention, language, and self-regulation. That doesn’t
mean “screens = bad,” but it does mean parents should be thoughtful about how
much and what kind of media kids engage with.

Content and context matter. Not all screen time is equal. Passive consumption (end-
less cartoons, YouTube autoplay) is more likely to fragment attention than interactive
or educational use. For example, a child reading a story or doing a creative project on
a tablet (ideally with a parent’s involvement) is very different from a child zoning out
to fast-cut videos. Research shows kids retain more and focus better with interactive

reading and play than passive watching.

Role-modeling and routines. Kids learn from what we do. Setting device-free times
or zones (like during dinner, or in the bedroom at night) and modeling our attentive
behavior (putting our phones down, actively listening) teaches children how to be

present. They will mirror these habits.

It’s about balance, not banishment. Screens are a part of modern life and have bene-
fits too. The key is to create a balanced “media diet.” Just as we aim for nutritional
balance in food, we need a healthy mix of activities in a child’s day: some screen
time, some active play, some reading, some family connection. This balanced
approach helps strengthen attention span and other skills while still allowing kids to
enjoy technology in a positive way.

Screens shape self-worth. Constant exposure to social media makes peer approval a
24/7 scoreboard, amplifying anxiety, depression, and vulnerability to cyberbullying.

Teens tie their emotional well-being directly to digital validation.

Screens shape self-worth. Persistent exposure to social media transforms peer
approval into a constant, ever-updating scoreboard. Teens measure their worth
through likes, shares, and follower counts, intensifying their vulnerability to anxiety,
depression, body-image issues, and cyberbullying. This continuous validation cycle
creates unrealistic expectations and harmful comparisons, leading young people to
tie their emotional well-being directly to digital feedback.

Sleep is the first casualty. Late-night scrolling and messaging sessions disrupt mela-
tonin production, the hormone essential for regulating sleep cycles. Fragmented and
insufficient sleep results in significant undermining of emotional stability, cognitive
performance, and academic success. Teens experiencing chronic fatigue from screen-
induced sleep disruption are far more susceptible to mood disorders, anxiety, and

diminished resilience in daily life.
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Dopamine on demand. Social media’s unpredictable "like" and notification system
leverages variable rewards, similar to slot machines, to capture the adolescent brain's
reward pathways. These dopamine hits condition teens to check their devices, ampli-
fying feelings of dependence and compulsiveness. The absence or removal of their
phones then triggers genuine withdrawal symptoms, characterized by restlessness,

irritability, and distress, underscoring a powerful physiological dependence.

Earlier equals riskier. Introducing smartphones and social media accounts at
younger ages significantly increases the likelihood of negative mental health
outcomes later in adolescence. Research consistently demonstrates that each addi-
tional year parents delay handing their child a device substantially reduces their risk
of developing anxiety, depression, or compulsive digital behaviors. Waiting provides
children critical extra time to mature emotionally, develop impulse control, and

strengthen protective offline relationships.

Boundaries work best when co-created. Rules about technology usage resonate most
effectively when kids actively participate in their creation. When young people help
design guidelines, they develop greater ownership and responsibility, fostering a
stronger commitment to adhering to those boundaries. Co-created rules that balance
safety and respect with incremental trust-building opportunities strengthen the
parent-child relationship and cultivate a deeper understanding of responsible digital

citizenship.

Offline anchors build resilience. Real-world activities, face-to-face friendships,
consistent physical exercise, and even embracing moments of boredom are all
powerful protective factors against the negative effects of excessive digital exposure.
Regular participation in offline pursuits helps children develop essential coping
skills, emotional regulation, and personal confidence, anchoring them against the

turbulent and addictive nature of digital interactions.

CONVERSATION STARTERS

“On a scale of 1-10, how relaxed or stressed do you feel after scrolling social media
for an hour, and why?” Rating their mood turns vague feelings into data, paving the
way to discuss how infinite scroll, comparison, or doom-scrolling can trigger adren-
aline and cortisol spikes that keep the brain on edge.

“Have you ever stayed up late on your phone and regretted it the next day? What
made it hard to log off?” Linking late-night screen time to next-day fog demon-
strates how blue light and intermittent rewards disrupt melatonin production and

self-control, helping teens connect cause and effect.
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“What’s something online that lifts you up? What’s something that drags you
down?” Identifying specific uplifting versus draining content teaches teens to curate
their feeds, reinforcing that algorithms amplify whatever they engage with, so

mindful choices shape mental health.

“If you could redesign one app so it was healthier for teens, what would you
change?” This design-thinking prompt highlights built-in hooks, such as streaks,
autoplay, and infinite feeds, encouraging critical awareness of persuasive technology

and brainstorming healthier defaults.

“Which offline activity makes you forget to check your phone—and how can we
make more room for it?” Pinpointing engrossing real-world pursuits highlights the
brain’s need for flow states that naturally recharge dopamine, motivating a proactive
schedule that crowds out mindless scrolling.

“How would you feel about a ‘family charging station” at night if Mom and Dad
parked their phones there too?” Proposing a shared boundary normalizes device-
free sleep, models healthy habits, and signals that digital well-being is a team sport,

not a top-down rule.

“Remember when we went to the park (or did a non-screen activity)? What was
fun about that?” This gently prompts them to compare a real-world experience with
digital fun. You can ask which one made them feel happier or prouder, guiding them

to notice the joy of non-screen activities.

“What’s something you did today without a screen that you really liked?” Ask this
at dinner or bedtime routinely. It reinforces the idea that fun and fulfillment don’t
only come from devices. Celebrate whatever they mention, be it recess, drawing, or

playing with a friend, to reinforce those screen-free joys positively.

Use these questions in the car, over dinner, or during a walk—anywhere the answers
can unfold without judgment or a ticking clock.

ACTION STEPS

Create a Family Media Plan. Sit down as a family this week and collaboratively draft
three clear, manageable rules—such as phone-free dinners, all devices docked by 9
p.m., and a defined weekend screen time allotment. Post the finalized plan promi-
nently on the fridge, where everyone can easily see it and regularly reference it, rein-

forcing accountability and consistency.

Institute a Bedroom Tech Curfew. Invest in traditional alarm clocks for each

bedroom to remove the excuse of using phones as wake-up devices. Establish a
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designated common charging area—away from sleeping spaces—for overnight
device storage. Ensure that parents lead by example, placing their own phones and
tablets in the charging station each night.

Delay and Stage. Postpone smartphone ownership until your child reaches high
school, and reserve social media account creation until age 16 or older. If you need to
provide a device for basic communication, consider starting with a simpler talk-and-
text phone or a smartwatch, gradually introducing more functionality as your child

demonstrates readiness and responsibility.

Set App-Level Time Limits. Take advantage of built-in digital wellness tools or
parental-control apps to restrict recreational screen use to 1-2 hours per night on
school days. Schedule a weekly family review session to look at usage reports,
offering gentle reminders, and collaboratively setting new goals to reinforce respon-
sible habits.

Schedule Tech-Free Zones. Dedicate at least one full evening or half-day each
weekend exclusively to screen-free activities as a family. Prioritize activities that
genuinely engage everyone’s interests, such as hiking, cooking together, playing
board games, or casual sports like pickup basketball, building meaningful connec-

tions, and demonstrating the value of offline interactions.

Model the Behavior. Identify and commit to improving one specific personal tech
habit (for instance, no checking emails during your child’s homework time). Clearly
communicate your goal to your child, and invite them to help hold you accountable.
This shared accountability promotes mutual respect and emphasizes that screen

management is a lifelong skill.

Build a Resilience Toolkit. Introduce your child to at least one simple stress-
management practice, such as deep breathing exercises, brief mindful walks, or jour-
naling their thoughts. Practice this tool together so they feel confident turning to it
first when overwhelmed by digital stress, instead of immediately reaching for their
phone.

Offer Engaging Alternatives. It's easier to enforce limits if there are fun things
for kids to do instead. Stock up on puzzles, building toys, craft supplies, or
library books that match your child’s interests. When you enforce “tablet off
time,” be ready to suggest: “Hey, how about we finish building that Lego
tower?” or “Let’'s go play freeze tag outside for a bit.” At first, screens might
seem like the “most fun” option, but if you consistently offer compelling alterna-
tives, kids will rediscover their ability to focus on imaginative play or outdoor

activities.
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Co-View and Discuss. Whenever possible, join your child during screen time. If
they’re playing a game, ask them to show you how it works. If they’re watching a
video, watch with them and laugh or ask questions about it. This not only turns a
potentially passive activity into an interactive one, it also gives you insight into what
they’re seeing. You can then connect the content to real life (“That cartoon character
was a good friend — did you see how they helped when someone was sad?”), which

builds comprehension and attention.

Teach Mindful Device Use. As your child grows (toward the 7-8 age range), start
introducing the idea of mindful tech habits. For example, show them how to pause a
video or game when someone is talking to them, rather than trying to split attention.
Praise them when they manage to turn off the tablet on their own or when they play
calmly without needing the TV on in the background. These small moments of self-
regulation are like exercise reps for their attention span.

Keep the Door Open. Clearly communicate—and regularly reinforce—the promise
that approaching you about cyberbullying, online mistakes, or uncomfortable situa-
tions will always result in support, not punishment. Follow through consistently on
this promise to maintain an open, trusting line of communication, reinforcing your
child’s sense of safety and connection.

Adopt these steps incrementally; celebrate small wins. Each boundary you set, ques-
tion you ask, and habit you model is another brick in the bridge to healthier, happier
digital lives.



CHAPTER 4

SOCIAL MEDIA, GAMING,
DOPAMINE, AND
ADDICTION

Jake heard his mom calling, faintly, from downstairs. The geometry homework lay on
his desk, untouched. Instead, the 15-year-old was bathed in the blue glow of his
phone. His eyes flickered with each new notification—another friend liked his post,
another video auto-plays. Ten minutes, then thirty, then an hour slipped by. In the
next room, his younger brother furiously tapped at a game controller, immersed in an
online match with friends. Chores and study plans evaporated as the pull of the
screens overwhelmed everything else. If you're a parent or educator, this scene might
feel all too familiar. I know it does for me. As a father of two boys who grew up in
the smartphone era, and a veteran law enforcement officer who spent 20 years
working with teens, I've seen this drama play out in countless homes. The big ques-
tion is: Why? What is so compelling about social media feeds and video games that
our kids (and let’s be honest, often we adults too) get hooked so deeply? The answer
lies in the brain’s reward system—and a tiny chemical called dopamine, which in the

adolescent brain, is running on overdrive.

THE ADOLESCENT BRAIN’S REWARD SYSTEM: DOPAMINE ON
OVERDRIVE

To understand why teens are glued to their screens, we need to peek inside the
adolescent brain. During the teenage years, the brain’s reward system is essentially
turbocharged. Dopamine, often dubbed the “feel-good” neurotransmitter, is at its
peak production and sensitivity in adolescence.! Evolutionarily, this makes sense:
teens are wired to seek out new experiences and rewards — it's how they learn and

adapt. However, this reward-seeking engine comes with weak brakes. The prefrontal
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cortex (the brain’s impulse-control center) is still under construction until the mid-
20s. In practical terms, a teen’s brain is a high-performance sports car with an inexpe-
rienced driver — the accelerator (dopamine-fueled reward drive) works great, but the

brakes (impulse control) aren’t fully tuned yet.

Neuroscience research confirms that adolescents experience dopamine release more
intensely than adults. One study described adolescence as being characterized by
“heightened risk-taking” driven by changes in neurotransmitters, particularly the
dopamine system, which during this period evidences a peak in activity.” In plain
English, the teen brain’s reward center is extra excitable, lighting up even more than
an adult’s would in response to rewarding stimuli.” That's one reason your 14-year-
old might find everything from new music to high scores insanely exciting (and hard

to resist), while you wonder what all the fuss is about.

As a parent, learning this was a lightbulb moment for me. I remember coming home
one evening to find my boys attempting a ridiculous skateboard trick off our porch.
My heart leapt out of my chest, but they were chasing that dopamine rush of landing
a new trick. The same principle applies to digital rewards. The adolescent brain isn’t
inherently “broken” or irresponsible; it's wired to crave rewards. Social media and

video games just happen to serve those rewards on a silver platter, 24 /7.

This overactive reward system also means teens feel boredom more intensely. A
mundane math worksheet can’t compete with the instant gratification of a viral
TikTok or a Minecraft quest. It's not that our kids are lazy or intentionally ignoring
responsibilities; in many cases, their brains are biologically tuned to prioritize
rewarding experiences. Dopamine is essentially shouting “Yes, more of that!” every
time they get a like or level-up. And because the self-control circuitry is still matur-
ing, it's genuinely harder for them to hit the brakes.

Understanding this neuroscience isn’t about letting teens off the hook for bad habits,
but it does foster empathy. I often tell parents in my internet safety workshops: Your
teen isn’t choosing Instagram over homework to spite you; on a brain level, it can
literally feel like the more rewarding, even necessary, thing to do. So, what are these
digital rewards doing to that dopamine system on overdrive? Let’s talk about social
media first.

SOCIAL MEDIA: LIKES, NOTIFICATIONS, AND DOPAMINE SPIKES

Picture your teen’s smartphone screen lighting up with a notification. That little red
badge on the app icon or the ping of a message is not trivial — it’s a mini dopamine

drip. Social media activates the brain’s reward center by triggering dopamine release,
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the same chemical that makes us feel good when we eat our favorite food or get a
warm hug.? Every thumbs-up, heart, or new follower is essentially the brain’s reward
center getting a hit, saying, “That felt good, do it again!” The way social media trig-
gers our reward circuitry is not an accident. It was planned. Sean Parker, the creator
of Napster and co-founder of Facebook, explained how the game is rigged against

I,ISZ4

You know... the thought process that went into building these applications, Facebook
being the first of them to... consume as much of your time and conscious attention as
possible. And that means that we need to sort of give you a little dopamine hit every
once in a while. Um, because someone liked or commented on a photo or a post or
whatever, and that's going to get you to contribute more content, and that's going to
get you, you know, more likes and comments. I mean, it's a, it's a social validation feed-
back loop that... it's exactly the kind of thing... a hacker like myself would come up
with because you're exploiting a vulnerability in, in human psychology. And I just, L, I
think that we, you know, we, the inventors, creators... understood this consciously, and

we did it anyway.

In my law enforcement career, I spent a lot of time in schools, and I vividly recall a
conversation with a 16-year-old student after an internet safety presentation. She
admitted, “When I post a photo and start getting likes, I feel this rush. It's like I have
to keep checking.” She laughed nervously, adding, “It sounds silly, but it's almost
like I'm addicted to seeing the number go up.” This is a savvy teen who understood
something profound about herself: social media was giving her a high. Neurologi-
cally, she was spot on. Studies using brain scans have found that receiving positive
social feedback online (like likes or nice comments) activates the same brain regions
as rewards in the offline world. The brain’s reward circuitry — particularly areas like
the striatum and the ventral tegmental area — light up just as they would if something
great happened in person. Dopamine receptors fire away, and a “short-term

dopamine-driven feedback loop” is created that “lures users into coming back for
5

“

more, feeding into a social media addiction,”” or in Sean Parker's own words, “a

social validation feedback loop.”

One reason these platforms are so sticky is the variable reward schedule they
provide. We don’t get a like or comment every time we check, and that uncertainty is
dopamine gold. Psychologists have long known that unpredictable rewards (think
slot machines) are the most addictive. As one expert put it, “when the outcome is
unpredictable, the behavior is more likely to repeat,” just like gamblers pulling a slot
machine lever. Social media is engineered around this principle. You scroll and scroll,

not knowing what funny meme or bit of gossip might pop up next, and once in a
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while, you strike gold — ding! Funny video or flattering comment. That hit of plea-
sure reinforces the scrolling behavior. The possibility of a desired outcome (“Maybe

177

my post got more likes now!” or “Maybe there’s a new exciting update on my feed”)

keeps users hooked.¢

Even the design — endless feeds, autoplaying videos, Snapchat streaks — leverages
our brain’s reward system. It's no coincidence that features often mimic game
mechanics, with counts, streaks, and rewards. In fact, a research piece from Harvard
noted that social platforms “leverage the same neural circuitry used by slot machines
and cocaine to keep us using their products.”” That sounds extreme, but biologically,
the comparison fits: the same dopamine pathways that respond to drug rewards or
gambling are being stimulated by social media use. Now, obviously, checking Insta-
gram isn’t the same as snorting cocaine — the degree of dopamine release differs, but

the brain pathway is identical.

Let’s ground this in empathy. When I was raising my boys, Instagram and Snapchat
were exploding in popularity. My wife and I would struggle to limit screen time, and
I admit that I once snapped at my older son, confiscating his phone after I caught him
using it despite my instructions to put it away and do his homework. Later, I realized
a purely punitive approach missed the point. He wasn’t on his phone because he
wanted to defy us; he was chasing the dopamine rush of social connection that his
teenage brain was craving. A modern teen’s phone isn’t “just a phone” — it’s their
social life, entertainment, and validation device all in one. Understanding that those
likes and notifications are actually biologically rewarding helped me shift from anger
to problem-solving. Instead of just saying “get off that stupid phone,” 1 started
asking, “What is it giving you that you feel you can’t miss?” Those conversations

were eye-opening.

Social media’s design isn’t all nefarious, of course. It taps into normal human desires:
to be liked, to belong, to be curious. But for teens, it’s like their desire for peer
approval has a microphone hooked up to an amplifier. Every notification is a signal:
someone cares, someone noticed me. Dopamine surges reinforce that feeling. The
result? Many teens feel compelled to check their feeds constantly. Surveys show that
about 45% of U.S. teens feel they’re on social media too much, and teen girls in
particular report that social media often makes them feel worse about themselves.®

(We'll dive more into gender differences later.)

From my days as a school resource officer, I also saw the darker side — the anxiety of
teens who felt tethered to their online persona. One 14-year-old I counseled had
trouble sleeping; he would wake up every hour to check if his friends had responded
to his posts, fearing he would “miss out.” This isn’t due to a moral failing or “bad
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parenting” — it’s literally brain chemistry meeting technology. As parents and educa-
tors, once we appreciate the magnetic pull dopamine has on the teen brain, we can
approach this issue with more empathy and smarter strategies (rather than just

throwing up our hands or yelling in frustration).

Before we get to strategies and guidance, though, let’s talk about the other giant of

the digital dopamine world: video games.

GAMING AND THE DOPAMINE RUSH OF PLAY

On a Saturday morning, I once walked into our living room to find my younger son,
then 13, wearing a headset, intensely coordinating strategy with his friends in an
online game. They were all shouting in excitement (or despair) as they battled digital
foes. When his team clinched a victory, my son literally jumped up with joy, yelling
as if he’d won an Olympic medal. His flushed face, the sheer thrill — it struck me that
this wasn’t just play. There was something happening inside his brain that was

incredibly rewarding.

It turns out, video games are masters at triggering dopamine. In fact, a famous 1998
scientific study found that playing video games can cause roughly a 100% increase in
dopamine levels in the brain — about the same surge you’d get from sex.” Think
about that: the high from a good gaming session can chemically rival some of the
most pleasurable experiences life offers. It's no wonder “just one more game” often
turns into hours. Our brains are literally telling us, “Keep going, this is great!”

Neuroscientists actually observed this in real time. Using PET scans, researchers saw
that when people played a video game, dopamine was released in the striatum (the
brain’s reward hub), and the release correlated with how well players did.'” In other
words, the better you perform in the game, the more dopamine squirts out,
rewarding you for your success. This is a brilliant feedback loop: the game challenges
you, you overcome it, your brain rewards you with a nice dopamine bath, and you
feel motivated to seek that feeling again by playing more. It’s the biochemical basis
for that satisfying “Ileveled up!” or “We beat the boss!” exhilaration.

Game designers might not be neuroscientists by training, but they’ve mastered these
principles. Modern video games are designed to drip-feed rewards: points, coins,
new skins, higher rankings, and unlocking new levels. Each of those is a small
dopamine trigger. The game is constantly saying, “Here’s a little treat for your
brain... and another... and another.” It keeps players engaged far longer than, say, a
board game might, because there’s always another objective or reward on the

horizon.
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From a physiological standpoint, gaming doesn’t just raise dopamine; it often
engages the fight-or-flight response too. I used to supervise our department’s youth
diversion program, and one teen we worked with described gaming as “the only
time I feel alive.” He talked about the adrenaline rush — his heart pounding during
intense matches, palms sweaty on the controller. He wasn’t exaggerating. Research
has noted that during gaming, kids can experience increased adrenaline: heart rate
and blood pressure go up, pupils dilate — it’s a state of arousal not unlike a mild
fight-or-flight response. Dr. Andrew Doan, a research director for the U.S. Navy,
fittingly called video games “digital pharmakeia” (Greek for “drugs”) because they

biochemically hook the brain’s reward pathways similar to an addictive substance.'!

Let’s be clear: not all gaming is bad. Just like social media can connect people, games
can teach problem-solving, teamwork, and provide a ton of fun. I grew up in the age
of arcades and Atari, and I still remember the joy of beating my own high score. But
today’s games are a different beast in terms of immersive experience. As a parent, I
had to come to terms with the fact that when I told my son, “Turn off that game

now!”, I was literally yanking him away from a potent dopamine /adrenaline cocktail
his brain was drinking. Of course, he’d be irritable and resistant — imagine someone

abruptly stopping your enjoyable activity right at its peak.

I recall one evening, I was frustrated after my son had been gaming for hours and
was ignoring dinner calls. I marched in, turned off the console mid-game, and
expected compliance. Instead, I got an emotional meltdown that shocked me — this
wasn’t just a tantrum; it resembled withdrawal. That incident pushed me to learn
more about what's happening in the brain. When I discovered that gaming can acti-
vate the brain’s reward circuit to a similar degree as gambling or even drugs,'? 1> I
realized abrupt cold-turkey methods might not be the best approach. It would be like
asking a runner to stop a race right before the finish line — the body and brain are in

full throttle, and slamming the brakes causes a crash.

Knowing this has helped me and many parents I advise to handle gaming limits
more thoughtfully. We set clearer boundaries before a gaming session starts, and we
build in buffers (e.g., “Dinner in 30 minutes, start wrapping up your game”) so the
brain has time to come down from that high. We’ll talk more about strategies in the
Action Steps at the end. But first, it's important to recognize when these normal

dopamine-fueled pleasures tip into something more serious.

WHEN REWARD TURNS TO RISK: ADDICTION-LIKE BEHAVIORS

It's late at night and you notice the glow under your teen’s door — they’re secretly
online again. Or perhaps a teacher reports your son is falling asleep in class because
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he was up gaming. Maybe your daughter seems anxious and irritable whenever she
can’t check her phone. These can be warning signs that the healthy fun has edged
into unhealthy territory.

While the word “addiction” is heavy, we are increasingly seeing addiction-like
behaviors with digital media. Clinically, excessive gaming has been recognized by
the World Health Organization as “Gaming Disorder,” and it’s characterized by the
inability to control gaming, prioritizing gaming over important life activities, and
continuing to game despite negative consequences. In my police work, I encountered
teens who fit this description: a boy who stopped doing homework and barely left
his room, playing online games 10+ hours a day; a girl who had severe anxiety and
withdrawal symptoms when her parents took away her phone as punishment. In
these cases, the pattern mirrored classic addiction — the reward (dopamine high from

screen activities) had hijacked their lives.

Neuroscience shows that the brain can undergo changes with excessive screen use
that are reminiscent of substance addiction. Brain imaging research at Indiana
University, for example, found that just one week of heavy, violent video game play
led to reduced activity in the frontal lobe regions that control emotions and impulses,
the same regions that go quiet in drug addicts.'* Essentially, the brain’s balance
shifts: the reward circuit (fueled by dopamine) becomes overactive, and the self-
control circuits weaken. Over time, it can become harder for a young person to derive
pleasure from non-digital activities because they’re so used to the super-stimulation
of screens. Everyday pleasures (a family dinner, reading a book) might feel bland in
comparison — a phenomenon similar to how drug abuse can dull an addict’s sensi-

tivity to natural rewards.

Behaviorally, what does “digital addiction” look like? From both research and my
experience, some hallmarks are: loss of control (saying they’ll play for 30 minutes but
ending up doing 3 hours), preoccupation (always thinking or talking about the game
or social media, even when not on it), withdrawal symptoms (real distress — irritabil-
ity, mood swings, even depression — when the device is taken away), tolerance
(needing increasing amounts of screen time or more intense games/apps to get the
same satisfaction, just like needing higher doses of a drug), and neglect of other
activities (grades dropping, quitting sports or hobbies, losing sleep, all because of

screen use). If you see several of these in your child, it’s a red flag.

One of the most heartbreaking cases I handled as a school resource officer was a 17-
year-old who ended up in legal trouble after hacking some accounts to fund his
gaming purchases. In our intervention meetings, what stood out was his honesty: he
broke down crying and said, “I know I messed up... but I just couldn’t stop thinking
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about the game. It’s like it controls me.” This was not an excuse; it was his lived real-
ity. His brain’s reward pathways had such a grip on him that it overwhelmed his
judgment. We got him help (therapy, support groups), and over time, he recovered,
but it underscored that this isn’t just “bad behavior” — for some teens, it's an addic-

tion in all but name.

Research is still evolving, but problematic social media use is also being studied in a
similar light. Some studies link heavy social media use with increased anxiety and
depression, especially in teens who already have vulnerabilities.!> Consider that
when you remove the “drug” (the phone), and a teen feels depressed or anxious, it
might not only be emotional - it can be a physiological dopamine deficit their brain is
experiencing. Moreover, the constant social comparison on platforms can erode self-
esteem, creating a cycle where a teen seeks validation online to feel better, gets a

short boost, then crashes again.

Another risk is that, in chasing the next dopamine high, teens might escalate their
behaviors. For example, a teen bored with regular gaming might drift into more
extreme forms (gambling-style games or dangerous online challenges). Or a teen on
social media might start posting more provocative or risky content to get more atten-
tion and that bigger rush of likes. In my law enforcement days, I saw incidents where
teens went from innocently chatting on apps to participating in viral dares that
landed them in the hospital or in trouble, all for peer approval and that adrenaline
rush.

It's not just teens with predispositions who can develop issues, though certain factors
can increase risk (we’ll touch on those in the next section). The bottom line: the same
properties that make social media and gaming fun can, in excess, lead to patterns
very much like addiction. And the teen brain, with its dopamine in overdrive and

still-maturing self-control, is particularly at risk of getting trapped in this cycle.

If you're reading this and feeling a pit in your stomach — maybe recognizing some of
these signs in a young person you care about — take heart. The fact that you're
gaining knowledge is a huge first step. In my practice as an internet safety consul-
tant, I've seen many teens turn things around with the right support, boundaries, and
sometimes professional help. The brain is plastic (especially teen brains!); it can rebal-
ance. However, we can’t help them until we understand what we’re up against: a

powerful combination of biochemical and psychological forces.

Now that I've given you the heavy side of dopamine and addiction, you might be
thinking all screens are doom and gloom. It’s important to remember there is a bright
side. Technology isn’t inherently evil — it’s all about how it’s used and moderated. So
let’s shine a light on some positives and how balanced use can even benefit our teens.
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THE BRIGHT SIDE: POSITIVE IMPACTS

After wading through the risks, you might be tempted to toss every device out the
window. But as someone who has spent years navigating these challenges both
professionally and at home, I can assure you it’s not all negative. There are positive
impacts of social media and gaming on our teens, and dopamine plays a role in these
effects in healthy ways.

First, social media, for all its faults, can provide a sense of connection and commu-
nity. Especially for teens who might feel isolated or “different” in their immediate
environment, online communities can be a godsend. I've met teens who found
supportive friends through fandom groups, or who connected with peers globally
around hobbies like art, coding, or music. They get a dopamine lift from these inter-
actions, yes, but it’s tied to genuine social support. A large survey found that 74% of
teens felt social media made them feel more connected to what’s happening in their
friends’ lives, and 63% said it provides a platform to showcase their creativity.!¢ For a
shy or introverted teen, that Instagram art page or TikTok dance video that garners
encouraging comments can boost confidence. The key difference: it's dopamine
coupled with constructive engagement and often positive feedback, which can
enhance self-esteem rather than diminish it.

Gaming, too, has its bright spots. Believe it or not, moderate gaming can benefit
cognitive and even social skills. A study supported by the NIH found that kids who
gamed around 3 hours a day performed better on cognitive tests of impulse control
and memory than kids who never gamed.!” This doesn’t mean we want our kids
gaming 3+ hours daily (remember, those same kids also had higher ADHD and
depression scores, so it's about balance). But it shatters the stereotype that gaming
rots the brain. Certain games really do challenge the brain — they require strategic
thinking, quick decision-making, teamwork, and persistence after failure (how many
times did you die in that level before finally beating it?). Those are real skills. I've
watched my sons coordinate in team-based games, and it’s basically a digital sport —
they’re communicating, dividing tasks, practicing leadership, and cooperation. As a
parent, I learned to value those aspects: if my kid is laughing and bonding with his
friends over a game on a Friday night, that's a positive social experience, especially
during tough times like the pandemic, when in-person hangouts were curtailed.

From the neuroscience perspective, dopamine is also involved in motivation and
learning. When used in balanced ways, the dopamine from accomplishing something
in a game or getting constructive feedback on social media can reinforce positive
behaviors. For instance, there are educational games and coding apps that cleverly

use reward systems to get kids excited about math or science. I've seen students who
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hated math get hooked on a math puzzle app because it felt game-like — they’d get
that little dopamine reward solving problems, and it changed their attitude towards
the subject. Social media, when curated well, can expose teens to inspiring content,
like educational YouTube channels, advocacy campaigns, or creative DIY projects,
which can spark passions and boost a teen’s sense of purpose.

Another plus: Digital literacy and skills. Today’s teens are growing up fluent in tech-
nologies that are now integral to higher education and the modern workplace. When
my oldest son runs an online Dungeons & Dragons group, he is unwittingly learning
about community management and conflict moderation. Creating a level in an online
game that allows users to develop their own game mods teaches the basics of coding
and game design. My son became interested in game design in this way and is now
pursuing a degree in the field at college. These activities, when balanced with offline
life, can build confidence and competence. Every time a teen masters a new level in a
game or gains followers on a baking tutorial page they created, there’s dopamine
there, but it’s tied to skill development and creativity.

And let’s not discount pure enjoyment and stress relief. Adolescence can be emotion-
ally turbulent. Sometimes, blowing off steam in a Fortnite match or unwinding by
scrolling through wholesome memes can provide a much-needed mood boost. It’s
like how we adults might relax with a favorite TV show or a puzzle - a little mental
break that makes us happy. When my boys had particularly tough days — say, a fight
with a friend or a bombed test — I noticed them gravitating to their games or online
friends. Initially, I'd bristle (“more screen time is not the answer!”), but I learned to
recognize that, used judiciously, those platforms were their way to decompress or
seek support. My son might not want to talk to Dad about his feelings, but he’d hop
online and laugh with his buddies, or vent to a close friend over chat, and come out
of it in a better mood. Social support releases oxytocin, the bonding hormone, and
dopamine, which helps calm stress. It can be therapeutic in moderation.

Of course, the keyword in all of this is balance. The positive effects shine through
when digital activities are part of a varied diet of experiences, balanced with school,
physical activity, face-to-face time, and adequate sleep. Problems tend to arise when
the digital replaces everything else. I often use a “food analogy” with parents: some
screen time is like dessert — a little can be enjoyable and fine, but you need nutritious
main courses (school, exercise, family time) too. And just like some kids gravitate
more to sweets than others, some teens will have a higher natural draw to screens,
and we might need to guide their “portion sizes” more actively.

So while we’ve spent time on the scary stuff, remember the bright side. Our teens can

and do derive real benefits and joy from social media and gaming. These platforms
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can enhance learning, provide community, spark creativity, and even improve certain
cognitive skills. The goal isn’t to demonize technology, but to help young people
harness the good while avoiding the bad. And doing that effectively means recog-
nizing that not all teens (or children) are the same. This brings us to individual differ-
ences — why some kids seem “addicted” while others can take it or leave it.

INDIVIDUAL DIFFERENCES: GENDER, ADHD, AND OTHER
FACTORS

One thing I've learned as both a cop and a dad: there’s no one-size-fits-all teen. Two
kids can use the same app or play the same game, and one comes away fine while the
other struggles. Individual differences play a significant role in how social media and

gaming impact a teenager’s brain and behavior.

Let’s talk gender first, in broad strokes. Culturally, we see some divergence: teen boys
are often more drawn to video games, while teen girls gravitate towards social
media. Statistics back this up. Nearly 97% of teenage boys play video games (many of
them frequently), compared to about 83% of teenage girls.'® And problematic gaming
(the kind that interferes with life) is more than twice as likely in boys — about 16% of
adolescent boys show signs of problematic gaming, versus 7% of girls.!” On the other
hand, teenage girls report feeling more negatively impacted by social media. In a
recent survey, 25% of teen girls said social media has mostly negative effects on
people their age (compared to 14% of boys), and half of the girls said it makes them
feel worse about their body image or confidence.?’ Girls also report more anxiety
around keeping up their online appearances and are slightly more likely to say

they’d struggle to give up social media.?!

Why these differences? Partly, it’s that social gaming has been historically marketed
more to boys, and social media plays into dynamics (such as social comparison and
communication) that have traditionally been more intense for teenage girls.
However, there may also be neurological aspects to consider. Some research suggests
the reward systems might respond differently: for example, competitive achievement
(found in many games) might be a stronger dopamine trigger for boys on average,
while social affirmation might be a stronger trigger for girls. I remember an anecdote
from a school counseling session: a 15-year-old girl was in tears because her best
friend broke their Snapchat streak (consecutive daily snaps) at 200 days. For her, that
streak was a huge reward system — each day’s success was a dopamine hit and a rein-
forcement of social bonds. My initial internal reaction was, “Why does this streak
even matter?” but to her, it was deeply meaningful. Meanwhile, in the same school, a
boy was elated that he climbed the leaderboards in an online game — something
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many girls in his class could not have cared less about. Different things lit up their
reward circuits.

Now, these are general trends — many girls are hardcore gamers and boys who live
on Insta — but as a parent or educator, it's useful to be aware of these patterns. It
means we might need to watch for different red flags: maybe your son is more at risk
of losing balance with gaming, while your daughter might be more vulnerable to

social media pressures (or vice versa!). Tailoring guidance to the child is key.

Another big factor: ADHD (Attention-Deficit/Hyperactivity Disorder) and other
neurodiversity. Kids (and adults) with ADHD have brains that struggle with
dopamine regulation. They often have lower baseline levels of dopamine or fewer
dopamine receptors in certain brain regions, which means they’re constantly seeking
stimulation to feel “alive” and focused.”” As one expert beautifully explained,
“dopamine-increasing behaviors are even more gratifying to ADHD brains.”?? This is
huge: it means that the kid who can’t focus in class might laser-focus on a video
game for hours, because the game is providing the dopamine fuel their brain craves.
I've had parents of ADHD teens tell me, “He’s so impulsive and distracted normally,
but he can sit and build in Minecraft for four hours straight without a peep!” That's
the dopamine doing its job. The game’s constant rewards and stimulation compen-

sate for the under-stimulation that those brains feel in low-key environments.

The risk, of course, is that ADHD teens (and adults) are more prone to addictions,
whether it’s to screens, substances, or risky behaviors. Some research indicates that
about 20% of young adults with ADHD have some form of internet addiction (signif-
icantly higher than in those without ADHD).*!In teens, I've noticed those with
ADHD or similar traits can fall into the spiral of “hyperfocus” on games or social
media. Hyperfocus is an interesting paradox of ADHD - if something is rewarding
enough, individuals with ADHD can focus intensely on it, to the point of tuning out
the world. Gaming and social media are tailor-made to induce hyperfocus in these
individuals by providing rapid-fire dopamine hits. That's why simply telling an
ADHD teen to “just stop playing and do your homework” can feel nearly impossible
to them. It's like asking someone to turn away from an oasis in the desert when
they’ve been thirsty all day.

For parents of kids with ADHD, this means we have to be extra mindful. It might
involve stricter screen routines or using tools to help limit the tsunami of stimulation
(for instance, apps that disable social media notifications during homework hours, or
games that have natural pause points). The good news is that the hyperactivity can
be channeled into other dopamine-releasing activities like sports, music, or hands-on

projects — it doesn’t have to come solely from screens. I often advise parents to help
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their ADHD kids find a “passion outlet” (like skateboarding, coding, drawing
comics) that can compete with the allure of video games. You're basically providing

healthy dopamine sources so that digital ones aren’t the only game in town.

Apart from gender and ADHD, there are other individual factors. Personality plays a
role — kids who are more impulsive or sensation-seeking might be drawn to high-
stimulation games; highly social kids might be more into social media, whereas intro-
spective kids could lose themselves in immersive single-player games or online
forums. Mental health status matters: a teen dealing with depression or anxiety
might use social media or gaming to escape negative feelings (which can help in
small doses but worsen in large doses, a double-edged sword). I've talked to teens
who said the online world was their refuge from bullying at school — a place where
they felt seen and competent. That's a positive initially, but if it prevents them from

addressing the real-life issues or creates a new dependency, it can become a trap.

Another factor is home environment and modeling. Some kids are more vulnerable if
boundaries aren’t set or if they see parents likewise glued to screens (a tough truth:
our behavior sets the baseline). I had to check myself on this — as I got more involved
in writing and online research (for this very topic!), I noticed my screen use creeping
up. Our kids notice our habits, and some kids have the self-awareness to moderate
themselves if they see it’s an issue for the family, while others will take the mile if

given an inch.

Lastly, age and maturity — not all teens are at the same developmental stage. A 13-
year-old is far less equipped to self-regulate than a 17-year-old (generally). I saw this
with my two boys; the older one naturally tapered his gaming as he got a driver’s
license and job — real-world rewards began to outweigh virtual ones. The younger
one, at 14, though, needed more external structure. Some individuals might inher-
ently have a stronger “braking system” in the brain, while others have a roaring

engine that’s harder to rein in.

The takeaway here is to know your kid. Observe where they thrive and where they
struggle. Are they more sensitive to peer feedback (watch their social media); are
they competitive achievers (watch those games with endless leaderboards)? Under-
standing their unique makeup will help you tailor your approach — whether it’s
stricter limits, special exceptions, or finding alternative activities that meet the same
needs.

And no matter the differences, one thing remains universally helpful: approaching
with empathy and guidance rather than judgment. This is where we, as caring adults,
make the biggest impact — not by being screen police, but by being mentors and
supporters. Let’s shift into that mode now.
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EMPATHY AND GUIDANCE FOR PARENTS

By now, we’ve journeyed through the science and stories of dopamine, teens, and
tech. If you're a parent reading this, you might feel a mix of concern, relief (maybe
realizing “okay, it's not just my kid!”), and a bit overwhelmed. I've been there.
Parenting in the digital world can feel like we're the first explorers in a wild new
frontier — no one gave us a map when we handed our middle-schooler their first
smartphone or watched our grade-schooler dive into online games. It often feels like
we're playing catch-up, reacting to issues as they arise. But with understanding in
hand, we can be more proactive and positive.

Empathy is your ace card. Remember that teen ignoring homework for TikTok? Try
to recall a time you were completely engrossed in something pleasurable — maybe a
novel you couldn’t put down, or a new TV series that made you binge late into the
night, or even the lure of work emails that you know you should shut off, but you
keep checking. As adults, we have our own mini-dopamine loops. Teens’ loops are
just supercharged and often tied to digital play. When I started responding to my
kids with empathy (“I get that it’s hard to log off, I really do. It's designed to be that
way.”) instead of pure anger (“Why can’t you just turn it off?!”), I saw them open up

more. They became less defensive because they felt understood, not attacked.

During my years in law enforcement, working with families, I observed a common
pattern: parents often blaming themselves. “Did I fail because I allowed them the
iPad at dinner when they were little?” or “I feel like I lost my son to that game —
where did I go wrong?” Please hear this: you are not a bad parent because your child
is drawn to these technologies. The cards are stacked in a way that challenges all of
us. The fact that you're reading this chapter, trying to guide your child, means you
are a caring, invested parent. Guilt is not helpful; knowledge and action are. Addi-
tionally, it's never too late to make positive changes. I've seen teens who seem
intractably addicted to screens make dramatic turnarounds when their family

approaches the issue together with determination and compassion.

One concept I promote is shifting from the role of “warden” to “coach.” It's tempting to
lay down the law with strict rules (and some rules are certainly necessary), but if it’s all
enforcement with no explanation or collaboration, teens either rebel or comply without
learning self-regulation, and may go wild once out of your sight. Instead, consider
yourself a coach or guide. Open up discussions about what they think and feel about
their screen use. Share some of the science you now know: teens often respond when
they learn, “Hey, did you know these apps are kind of like slot machines? That's why
it’s so hard to stop scrolling —it’s not that you're wealk, it’s that they’re designed to hook
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you.” I've had students come up to me after a class assembly to say, “Once I understood
the game was kind of playing me, I wanted to take more control.” Empower them with
knowledge so it becomes their goal too, not just yours, to have healthier habits.

Another piece of guidance: set clear boundaries and agreements together. In our
home, after lots of butting heads, we finally drafted a “family tech agreement.”
Instead of me just dictating (“phones off by 9 PM or else”), we sat down at a calm
time (not during an argument) and talked about what reasonable limits might look
like. My sons surprisingly contributed good ideas — like no phones at the dinner table
(they wanted no interruptions when they talked either), or a rule that if they were
gaming online, their homework must be done first. We wrote these down, and also
included some consequences (they helped decide those too) for breaking the rules.
Importantly, we parents also agreed to follow some rules, such as not using our
phones during family time, and we’d respect their screen-free time when they’re
doing homework by refraining from constant texting. This mutual respect goes a
long way. Kids have a keen fairness radar; if they feel the rules are just “to control
them,” but adults do whatever, resentment builds. You will find your Family Tech
Agreement in Chapter 10.

In terms of practical guidance, gradual changes beat abrupt ones. If your teen is
currently spending 6 hours a day on screens and you suddenly cut them to 1, expect
an explosion. A more empathetic approach is to reduce in steps and replace that time
with other appealing activities. Perhaps you could start by instituting a “no screens
after 10 PM” rule to protect sleep, which is critical for mental health. Then maybe a
“device-free Sunday morning” where the family does something together. Frame it
positively: “We're doing a family challenge to have Sunday mornings for hiking or
pancakes and board games, no devices — let’s see how it feels!” It helps if the alterna-
tive is fun or engaging. Over time, those experiences can rebalance the brain’s

rewards, so it’s not solely reliant on digital fun.

Modeling can’t be overstated. I struggled with this personally — my work often
meant emails at odd hours, and I love reading news on my phone. But I noticed my
younger son would call me out: “Dad, you tell me to get off YouTube, but you're
always on your phone checking something.” Ouch. They learn from what we do
more than what we say. So I made efforts to create my own boundaries — like putting
my phone on the charger in the kitchen during dinner, or reading a paperback book
at night instead of my Kindle app. When your kid sees you also wrestle and over-
come the pull of tech, it normalizes the effort. It goes from “My parents are just anti-
fun” to “Everyone has to work at this sometimes, even Mom and Dad. It's a family
effort.”
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Keep the dialogue open. Some of the best breakthroughs with my kids came when I
stopped lecturing and started listening. I'd ask genuine, open-ended questions:
“What do you enjoy most about that game? Like what makes it hard to put down?”
or “How does it make you feel when you see stuff on Instagram? Are there times it
makes you happy or times it makes you feel cruddy?” Such conversations can reveal
a lot. Maybe your child is seeking a sense of achievement online that they’re not
finding elsewhere — that’s a clue to find other ways for them to feel accomplished
(like joining a club or sport or building something tangible). Or maybe they feel a
social pressure to be online because “everyone is.” That opens a chance to talk about
the quality of friendships versus the quantity of likes, and maybe encourage more in-
person hangouts (which release plenty of dopamine and oxytocin in healthy ways!).

Above all, avoid the blame game — both toward your teen and yourself. Instead,
frame it as us versus the problem. I would literally tell my son, during our worst
gaming battles, “I'm not against you; I'm against this problem that’s hurting you.”
I'd remind him I'm on his team. When he saw I genuinely cared about his well-being
and wasn't just trying to control him for control’s sake, he slowly became more

receptive. It might take time; teens can be prickly. But those messages do sink in.

Empathy also means acknowledging their feelings. If a teen says, “You don’t get it,
gaming is the only thing I'm good at,” don’t dismiss that. That is a powerful self-
statement. Dig deeper: Why do they feel that way? How can you help them broaden
their identity? I once worked with a family whose teen boy said just that. It turns out
that he was struggling academically and socially, but in the game world, he was a
leader respected by his peers online. That was an important outlet for him. The solu-
tion wasn’t simply to cut gaming; it was to help him find mentorship in school (so he
could improve and feel competent there) and get him into a sport where his physical
prowess (he was strong and fast) could shine and be appreciated. As those areas
improved, his need to game every waking hour diminished — he had other wells of
confidence to drink from.

Finally, don’t be afraid to seek professional help if needed. Sometimes the compul-
sive use is a symptom of deeper issues like depression, anxiety disorders, or family
conflicts. Therapists (especially those experienced with adolescents and technology
issues) can work wonders. I've referred families to counseling where teens learned to
manage their tech use as part of managing their mental health overall. No shame in
that — if your child were struggling with any other health issue, you'd consult a
doctor, right? The brain and behavior are no different.

The journey of guiding our kids through the dopamine-filled minefield of social
media and gaming is challenging, no doubt. But it's also an opportunity to
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strengthen our relationship with them. By approaching with empathy, arming
ourselves with knowledge, setting smart boundaries, and working with our kids, we
can help them develop a healthy balance. They can learn to enjoy technology without
being controlled by it — a skill that will serve them for life, long after we're not there
to look over their shoulder.

In the end, the goal isn’t to eliminate dopamine (we all need joy!), but to teach our
teens how to get their highs in healthy, balanced ways. We want them to be savvy
consumers of tech, not slaves to it. I often reassure parents: we're all in this together.
This is the first generation of parents dealing with this specific challenge at this scale.
It's okay to make mistakes and adjust course. What matters is that we care and we
keep trying. With that spirit, let's wrap up this chapter with some actionable take-

aways, conversation starters, and steps you can put into practice right away.

KEY TAKEAWAYS

Teen Brains Love Rewards. The adolescent brain is like a sports car with
turbocharged dopamine and underdeveloped brakes. They physically crave rewards
and excitement more than adults.?® Think of it as a brain on “reward overdrive” — not

laziness or disobedience, but a Ferrari engine revving high with bicycle brakes.

Social Media = Dopamine Candy. Every like, comment, or snap is a sugary hit to the
brain’s reward center.?® Apps are designed like slot machines, giving unpredictable
rewards that keep teens coming back for “just one more scroll.”*’ It's not vanity — it's

brain chemistry making them feel compelled to check.

Gaming Feeds the Reward Circuit. Video games trigger floods of dopamine — one
study found a 100% spike, similar to the effect of sex.”® Achievements, points, and
“loot” are engineered to make players feel accomplished and hungry for more. Their
bodies even show arousal signs (sweaty palms, racing heart) as if on a thrilling roller

coaster.

Addiction-Like Signs are Real. What starts as harmless fun can become an addic-
tion-like cycle for some teens. Red flags: unable to cut back, neglecting school or
sleep, irritability without access, needing more and more time to feel satisfied. Brain
scans show heavy gaming can suppress self-control regions, mirroring drug
addiction.”’

Not All Doom and Gloom. It's not a tech apocalypse. Social media can make teens
feel connected (7 in 10 say it helps friendships) and lets them express creativity.*
When balanced, these activities can enrich rather than harm. Think of tech as a

powerful tool — capable of building or breaking, depending on how it’s used.
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Every Teen is Different. Just as some kids can inhale cookies while others get a sugar
rush, some teens handle screens with ease while others are quickly hooked. Girls
may face more social media stress (e.g., body image), and boys may be more vulner-
able to gaming overuse.>! ADHD brains, in particular, latch onto screen stimulation
because it delivers dopamine they naturally lack.*? Tailor your approach to your

child’s unique makeup.

Empathy Over Outrage. Your teen isn’t “choosing screens over life” to irk you — their
brain is drawing them toward the instant rewards. Approach the situation like a
coach, not a warden. Understanding their world (maybe even try their favorite game
or app) shows you're on their side. A little empathetic “I get why this is hard to put
down” can open the door to collaboration.

CONVERSATION STARTERS

“What do you enjoy most online?” An open invitation for your teen to share what
draws them in. You might learn they love the creativity of Minecraft or the humor on
TikTok. Understanding the why helps you talk about balance without dismissing
what they value.

“Ever notice how you feel after being on Instagram (or gaming) for a long time?”
Encourage them to reflect. Do they feel happy, inspired, stressed, or drained? This
non-judgmental question fosters self-awareness about the emotional impact of their

screen time.

“Do you think social media (or gaming) is harder for your generation than it was
for mine?” Acknowledge the generational gap. This can lead to insightful chats
about pressures they face, and it shows you respect their experience as something

new and challenging (and that you're willing to learn from them too).

“What’s something you wish I understood about your online life?” Hand them the
mic. Maybe they feel you don’t see that it’s how they socialize, or that it’s where they
relax. Their answer can guide you in supporting them better.

“How can we help each other unplug more without feeling upset?” Position it as a
team effort. Maybe they have ideas (like “let’s both put phones away at 9 PM” or
“let’s have a game night once a week”). This empowers them to be part of the solu-

tion and shows you’re willing to make changes too.
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ACTION STEPS

Family Tech Agreement. Create a simple written agreement together. Include device
curfews (e.g., all devices parked in the kitchen by 10 PM), no-phone zones (dinner
table, bedrooms at night), and allowances (like gaming only after homework).
Having it in writing makes expectations clear and easier to stick to. You can down-
load ours (as well as other helpful resources) at: https:/ / cybersafetycop.com/down
loads

Device-Free Buffers. Establish regular screen-free times that everyone honors. For
example, every evening from dinner until homework is done, or Saturday mornings
until noon. Use that time for family activities or encourage your teen to pursue an
offline hobby. Consistency is key — it might be hard at first, but over weeks it becomes

routine.

Alternative Dopamine Activities. Help your teen find other sources of excitement.
Maybe it’s joining a sports team, learning an instrument, doing art, or even volun-
teering (helping others can give a “helper’s high”). Schedule these into their week.
It's easier to reduce screen time if it's replaced with something fulfilling rather than
just a vacuum.

Tech Check-Ins. Designate one evening a week (or month) to casually talk about tech
use. No lectures — just check in: “How are you feeling about your game time lately?
Think it’s balanced or getting to be too much?” Share your own reflections too (“I
realized I was checking work email too much, so I'm trying to cut back.”). These talks

keep awareness up and allow for course corrections together.

Set Up for Success. Use practical tools to help. Install blue-light filters or night
modes on devices to reduce sleep disruption. Consider using parental control apps or
built-in screen time trackers with your teen’s knowledge and involvement — not as a
spying tool, but as a way to agree on limits (e.g., 2 hours/day on school nights) that
the tech can help enforce. It takes the willpower burden off them a bit, which is
helpful while they build habits.

Model & Mentor. Show them how you manage your own digital temptations. For
instance, announce, “I'm putting my phone in another room so I can focus on reading
— I get distracted otherwise.” This normalizes the struggle and demonstrates strate-
gies. You could even do a joint challenge, like both parent and teen leave phones in a
drawer for an hour each evening and later share how weird or nice it felt.

Celebrate Balance. Positive reinforcement goes a long way. Did your teen stick to the
agreed limits this week? Acknowledge it: “Hey, I noticed you logged off by 10
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without reminders — great self-control there, I'm proud of you.” If they choose to
shoot hoops or bake rather than watch extra screen time, praise that choice. When
they experience the rewards of balance (better mood, more sleep, fun with friends in
person), point it out. Help them connect those dots.

Master Communication Strategies. My book, Screen Time Standoff: Negotiation
Tactics to Unplug Your Kid, will teach you how to engage in productive conversa-
tions, set effective boundaries, and ensure your child’s online safety with proven
techniques drawn from two decades of experience. It is available in paperback,
eBook, audiobook, and as an online course at: https:/ / cybersafetycop.com/product/
screen-time-standoff

Remember, the goal isn’t to banish technology but to raise healthy, well-rounded
individuals who can navigate a digital world wisely. It's a journey of gradual
improvement, not overnight perfection. With patience, empathy, and these concrete
steps, you can help your teen find a healthy equilibrium — where dopamine-driven
tech fun is enjoyed in moderation, and real life’s rich rewards are never forgotten.

Together, we can guide our kids to understand that they are the boss of their brains —
dopamine included — and not the other way around. That lesson will empower them
far beyond any single app or game, setting them up for a balanced relationship with
technology throughout their lives. And perhaps, along the way, we adults will learn
to tame our own screen habits too, growing alongside our kids in this digital age
adventure. We've got this!



CHAPTER 5

BREAKING THE SILENCE
AND SHAME OF
SEXTORTION

Emily never imagined a quiet Tuesday night could spiral into her worst nightmare.
That evening, she knocked softly on her 14-year-old Ava's bedroom door to say
goodnight. Instead of the usual quick hug, Emily found her daughter curled up on
the bed, shoulders trembling. Ava's phone screen glowed beside her, lit up with a
barrage of messages. As Emily gently picked up the phone, her stomach dropped.
Threatening texts from an unknown Instagram account filled the screen — someone
was demanding money and more photos, or else they would share an intimate
picture of Ava with the world. In an instant, Emily's heart pounded in her ears. How
could this be happening to her child?

Ava broke down sobbing, finally blurting out the secret she had been carrying alone:
a stranger she met online had tricked her into sending a single photo of her naked
torso. Now that stranger was threatening to destroy Ava's life with it. Emily's mind
raced with fear and confusion. She felt anger at the faceless predator, but also a sting
of guilt — had she failed to protect her daughter? Pulling Ava into her arms, Emily
realized the gravity of the situation: they were in the throes of an online sextortion

Crisis.

She thought back to a parent safety night at Ava's high school just a few months
earlier. I had been the guest speaker. I talked about online predators, the dangers of
sextortion, and how these schemes were tricking even the savviest kids. I remember
looking out at that packed auditorium, watching parents scribble notes and nod with
growing concern. Afterward, Emily waited in line to buy my book and shook my
hand. She told me, “Thank you—this was terrifying, but so important.” I thanked her



160 CLAYTON CRANFORD

and gave her the same promise I give every parent who attends my talks, “If you

have any questions, don't hesitate to contact me.”

That night, as Ava disappeared upstairs, Emily picked up her phone and found her

notes from my workshop and my phone number.

When I answered, her voice cracked before she even got out the words. “Clayton...
Hi, my name is Emily. You spoke at Ava's... my daughter's school. I think she's in
trouble. I don't know what to do.”

As a retired law enforcement officer, I no longer wear a badge. But that night, I
stepped back into that role in a different way—as a guide, an advocate, and a fellow

parent. I asked Emily to take a deep breath and tell me what was happening.

Through tears, she told me everything about how Ava had started acting differently.
She barely slept, barely ate, and jumped whenever her phone went off. Finally, just
an hour earlier, Ava had broken down and told her mother the truth: someone online
—someone Ava thought was a peer—had manipulated her into sending a revealing
photo. Now that person was threatening to send it to everyone she knew unless she

complied with more demands.

I could feel the fear radiating through the phone. But more than fear, there was guilt.
Emily kept saying, “I should've seen it sooner. I should've stopped it.”

I told her the truth: “Emily, this isn't your fault. You did something incredibly brave
—you created an environment where your daughter felt safe enough to tell you.
That's everything. Most kids never do.”

We walked through the next steps together.

I told her, “The first thing you need to do is report this to your local police depart-
ment. Ask to speak directly to a detective who handles cybercrimes or child exploita-
tion. If you can, have them bring in a school resource officer—someone who
understands how to work with teens in crisis.”

Then I told her to preserve every shred of evidence.

“Don't delete the messages. Take screenshots of everything—the threats, the user-
names, the dates and times. If images are sent to or from Ava, save them on the orig-
inal device. It's hard, but that evidence is crucial to help law enforcement track this

predator and possibly connect them to other cases.”

We also discussed Ava's mental state. She was shaken—shame had wrapped itself
around her like a net. I told Emily what I've told countless parents: “She needs to
hear again and again that she's not to blame. And she needs to feel safe, not
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judged, not punished. If possible, get her connected with a therapist who has expe-
rience with trauma or online abuse. This is not just a tech issue. It's an emotional

”

one.

Finally, I walked Emily through the process of filing a report with the National
Center for Missing & Exploited Children's CyberTipline and the FBI's Internet Crime
Complaint Center (IC3). These tools help get cases into the hands of the right people
—fast.

By the end of our conversation, Emily's voice had steadied. Not because the crisis
had passed, but because she had a plan. And sometimes, having a plan is enough to

keep the fear from winning.
She said, “Clayton, thank you. I felt paralyzed. Now I feel like I can do something.”

The next morning, she followed through. The police opened a case. Investigators
began working with Ava's school and social media platforms to trace the suspect's
account. Ava started therapy. She began to sleep again. The buzzing of her phone no
longer carried the weight of terror.

THE TERRIFYING REALITY OF ONLINE SEXTORTION

As a law enforcement officer and a father, I've seen firsthand how a moment of
vulnerability can turn into a family's worst crisis. What happened to Ava is some-
thing thousands of families are grappling with right now. In fact, online sextortion —
where predators coerce minors into sending sexual images and then blackmail them
— has exploded in recent years. According to the FBI's Internet Crime Complaint
Center, reports of extortion and sextortion surged by 59% in 2024, reaching nearly
55,000 reported incidents. Staggeringly, over 7,400 of those reports came from victims
younger than 20. Each of those numbers is a real child like Ava, caught in a web of

fear and shame.

This crime is often financially motivated. Predators frequently pose as friendly peers
or even love interests to gain a young person's trust. Once a compromising photo or
video is obtained, the predator reveals their true intent: “Pay me, or everyone will see
this.” The National Center for Missing & Exploited Children (NCMEC) received
26,718 reports of financial sextortion in 2023 alone, up from just 10,731 the year
before.! Law enforcement has sounded the alarm that any child can be targeted.
Agents have seen victims as young as 9 years old being manipulated into sending
explicit images. The FBI tracked roughly 12,600 minor victims of sextortion in just an
18-month span (late 2021 through early 2023). Tragically, at least 20 of those children
ended their own lives because they felt trapped and terrorized by their blackmailers.>
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This is the horrifying reality Emily walked into that night — a reality more common

than most parents ever knew.

In Ava's case, the extortionist demanded money via a payment app, but sextortion
isn't only about money. Some perpetrators seek further sexual content or even phys-
ical encounters. Many times, they are part of organized criminal rings operating from
afar. (In recent FBI busts, agents uncovered rings overseas targeting American teens
in bulk.) Whether for profit or perversion, these predators have a chilling playbook:
befriend, exploit, then trap. They count on their young victims feeling too scared to

ask for help.

Emily was determined not to let that happen. Through her panic, she recalled an
internet safety seminar from school — and a particular piece of advice that stood out:
Don't face this alone. Taking a shaky breath, Emily knew their first step had to be

reaching out for help, no matter how embarrassing it felt.

Far too often, kids try to navigate sextortion alone, which is exactly what predators
prey on. Ava admitted she hadn't told anyone sooner because she felt ashamed and
was terrified of being punished. This stigma is tragically common — one study found
45% of young sextortion victims never breathed a word to family or friends because
of embarrassment and fear.? So the fact that Ava opened up to her mom was a crucial
turning point. I gently explained that she was not in trouble; the criminal who
exploited her was 100% at fault.

As a crisis negotiator, I've talked down teens on metaphorical (and literal) ledges.
Many times, just hearing “I'm on your side, you're not alone in this” can pull a child
back from the brink. I wanted Ava to feel that same sense of safety. We discussed a
plan: Ava would cease all contact with the predator — no more responses, no sending
money or anything else. Emily would save all the messages as evidence. We would
report the case to the FBI's Internet Crime Complaint Center (IC3) and NCMEC's
CyberTipline so specialists could investigate and track this predator.*And impor-
tantly, we reassured Ava that no matter what happened next, her life was not over.
The fear makes it hard for a teen to see beyond the moment, but I promised her: We
will get through this together.

INSIDE THE ADOLESCENT MIND: WHY GOOD KIDS GET
TRAPPED

It's easy for an adult to wonder, “Why didn't Ava just ignore that stranger?” or “Why
would she ever send a risky photo?” As someone who has worked with youth for

decades, and as a parent who watched his own boys grow up, I can tell you that a
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teen's decision-making is very different from an adult's. By around age 16, teens can
be as smart as adults in many ways — they can solve problems and understand conse-
quences in theory — but their emotional and impulse control lags behind.”> The parts
of the brain that rein in impulsive behavior and peer pressure aren't fully developed
until the mid-20s. That means even a “good kid” like Ava, who knows not to talk to

strangers online, can, in a moment of curiosity or flattery, make a lapse in judgment.

Predators are master manipulators of the adolescent mind. They know teens crave
social approval and friendship. A sweet comment at just the right insecure moment, a
fake profile posing as an attractive classmate, and a teen's guard can drop. Ava
confessed that the person who contacted her seemed to be a cute boy from out of
state who shared her interests. When he asked for an innocent selfie and then a more
intimate photo, she hesitated, but didn’t want to lose this new friend. This is textbook
grooming. And once that first explicit photo was sent, Ava's brain likely flipped into
panic mode. Psychology research shows that when teens feel cornered or over-
whelmed, their ability to think logically shuts down. They might freeze, deny, or hide
the problem rather than seek help, due to fear of shame or punishment.

On top of that, the shame victims feel is enormous. The blackmailer's threats make a
young person believe that if the secret gets out, their reputation will be ruined
forever. This is a terrifying thought for an adolescent. Their world revolves around
peer perception. I've heard teens in Ava's situation say things like, “My life is over.
Everyone will hate me.” In reality, nothing is worth your life or wellbeing, but a teen
under threat can't always see that. Emily had no idea that for weeks, Ava had been
suffering silently, losing sleep, struggling in school, under this crushing anxiety. Ava

felt trapped, exactly as her predator intended.

Let me share a real case that illustrates how quickly this can turn tragic. In early 2021,
a 15-year-old boy from Potsdam, New York, named Riley started chatting on Face-
book with someone he thought was a teenage girl his age. Riley was a responsible
kid — he wasn't even big on social media, but he had made a Facebook account to
look for a good deal on a snowmobile. Out of the blue, this “girl” messages him. She
was actually a scammer from overseas posing as a teen. They flirty-chatted, and at
some point, Riley sent intimate photos of himself, likely thinking he was bonding
with a new friend. The moment the scammer had those images, their tone flipped.
They demanded that Riley pay them $3,500 or else the photos would be sent to all his
family and friends.® Imagine the terror this boy felt — he was 15, they were asking for

an impossible sum of money, and threatening to ruin his life.

Within one and a half hours of the threats, Riley was so overwhelmed with shame
and fear that he took his own life. An hour and a half - that's how quickly a child's
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world can implode in a sextortion scenario. I get choked up thinking about it, not
only as a cop who has seen too many awful things, but as a father. Riley's parents had
no idea what was happening until it was too late. The FBI later traced the scam to
criminals in South Africa, but due to jurisdiction issues, no arrests were made.” Those
perpetrators are still out there targeting other kids. Riley's story is sadly not an
isolated incident; similar cases have been reported across the country. The FBI and
experts report that thousands of teens, especially teen boys, are being targeted by
financial sextortion schemes on social media.®Predators prey on the shame and
embarrassment to keep kids silent. Often, victims feel trapped and fear telling their
parents or authorities, which allows the extortion to continue unabated.

It's not just boys and not just overseas scammers, either. Girls have been victims of
sextortion where the perpetrator's goal was more sexually explicit material (like
demanding more images or even trying to meet up). Earlier this year, I met Kaylee,
and I had the honor of sharing the stage with her at a conference on online sexual
exploitation. This is her story:

At the age of 12, Kaylee was a joyful, spirited child who had a great relationship with
her mother, Angela. She enjoyed close friendships, excelled in school, and was part of
a supportive and nurturing community. Her life was full of promise and optimism
until a simple Christmas gift—a laptop—unknowingly became a gateway to years of
trauma and fear.

Kaylee’s experience began innocently enough. While visiting a friend, she was intro-
duced to a playful social media platform for sharing short videos. It felt fun, engag-
ing, and entirely safe. She never imagined that predators could lurk behind

seemingly harmless profiles.

An invitation soon arrived, appearing to come from other kids her age, to join an
online chat room. Trusting her peers and driven by curiosity, Kaylee accepted.
However, she soon found herself unknowingly communicating with adult predators
who were part of a carefully coordinated group known as the "Bored Group." This
group strategically targeted children, meticulously building trust over weeks and
months through acts of seemingly kind and deceptive behavior.

After three months of building trust and friendship, Kaylee made a spontaneous
decision to briefly flash the group, a choice she instantly regretted. These predators
immediately exploited her moment of vulnerability. Armed with captured screen-
shots, they began a relentless campaign of blackmail, threatening to publicly shame
her by sharing her image with her family, friends, and community.



PARENTING IN THE DIGITAL WORLD 165

These threats grew increasingly personal and invasive. The group possessed private
details about Kaylee, including her home address and family members' names,
amplifying her feelings of vulnerability and fear. Trapped by shame and isolation,
Kaylee felt forced into complying with their harmful demands.

Her mental health deteriorated as anxiety, fear, and despair took hold. Despite living
in a caring and supportive environment, Kaylee became increasingly withdrawn,
concealing her suffering. The isolation deepened her feelings of helplessness. The
group members weren't satisfied with her producing sexual material; they demanded
that she cut herself while on camera. The repeated demand for her to hurt herself

drove her into deeper despair and shame.

It wasn’t until she turned 16 that Kaylee found the courage to break away, shutting
her laptop and disconnecting from her tormentors. Yet, the emotional scars she
carried remained hidden for years, even from those closest to her. Only later, through
an FBI investigation, did the full scale of her trauma become known. The Bored
Group used deceptive tactics, blackmail, and technology to control and exploit
vulnerable young victims and violated their privacy through remote hacking of the

victims' computers.

Today, Kaylee bravely shares her story to raise awareness about the realities of online
sextortion. Her courage serves as an inspiration, underscoring the importance of
education, open communication, and proactive measures to safeguard children
online. Alongside her mother, Angela, Kaylee now advocates for stronger online
protections and supportive environments where children can openly seek help

without fear of judgment.

Understanding this teen mindset is critical for us as parents and educators. It
reminds us that our kids might not come to us when they're in trouble, unless we've
built a strong foundation of trust. They need to know we won't explode in anger or
heap blame on them for making a mistake. In sextortion cases, an initial mistake
(sending a photo) can make a child feel they've dug their own grave. We have to
emphatically reject that notion. As NCMEC emphasizes, the blackmailer is to blame,
not the child.” In our home, I've told my sons since they were little: “If you're in a
mess, even if you made a bad choice to get there, you can always call me. Always.”
I'd rather spend a night helping them deal with a bad choice than spend a lifetime
wishing I'd had the chance.
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A FATHER'S PERSPECTIVE: NAVIGATING THE DIGITAL
WILD WEST

When my boys, now in college, were in middle school, the smartphone era was
beginning to explode. Suddenly, every teen had a mini-computer in their pocket.
(Today, 95% of teens have access to a smartphone, and nearly half say they are online
almost constantly.)!” As a cop who had seen the dark side of the internet, I admit I
was a bit of a paranoid dad. My wife and I set clear rules: no tablets at night in the
bedroom, and devices stayed in common areas where we could casually check in.
They did not receive smartphones until they were in high school. Were my kids
thrilled about those rules? Not one bit! We had many eye-rolls and “but so-and-so's
parents don't do that!” arguments. I remember having a heart-to-heart with my
youngest after discovering he had been posting on a friend's Instagram account. I
could have grounded him for weeks. Instead, I took a page from my negotiator train-
ing: I stayed calm and listened first. I learned he only hid it because he feared I'd
never let him have one. That conversation ended not with punishment, but with a
new mutual agreement on how he could have social media under our guidance when

he was in high school, which was only a year away.

Being both a cop and a dad has taught me that communication beats surveillance. We
cannot possibly monitor every second of our kids' online lives. What we can do is
educate and empower them to make safer choices, and ensure they know we're here
to help when things go wrong. In our home, we treated internet use as a privilege
that expanded with demonstrated responsibility. Early on, we also talked openly (in
age-appropriate ways) about online dangers — not to scare the boys, but to make
them resilient. By the time they were in high school, they had heard enough “war
stories” from Dad about predators and scams that they actually started warning their

friends.

That's one reason I wrote this book: to share those experiences and lessons learned,
so other families can benefit. I've worn many hats — school resource officer, sergeant,
youth counselor, negotiator — but “Dad” is the title I cherish most. And I firmly
believe that parents don't need special training to protect their kids online; we just
need the willingness to engage, learn, and sometimes have uncomfortable conversa-
tions. Emily, for instance, admitted she wasn't very tech-savvy. She gave Ava a lot of
privacy because she didn't want to be the overbearing parent. After this incident, she

told me she wished she had known what signs to watch for.
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WARNING SIGNS AND OPEN EYES

In hindsight, Emily did notice some red flags, but they were easy to misinterpret. A
few weeks before that awful night, Ava had become unusually withdrawn. She, who
used to be bubbly, started coming home from school quietly and went straight to her
room. Emily noticed Ava was sleeping poorly and seemed on edge whenever her
phone buzzed. At the time, Emily thought it was just normal teenage moodiness or
stress about grades. It's hard to blame her — adolescence is practically synonymous

with rollercoaster emotions.

Now we know these were warning signs that something was very wrong online.
Sudden changes in a child's behavior — anxiety, secretiveness, mood swings,
declining school performance — can be cries for help. Often, kids under sextortion or
cyberbullying exhibit exactly these signs. If your child starts avoiding their devices
or, conversely, is desperately checking them and panicking, take note. These could be
indicators of digital distress.

So, what should a parent or educator do if they suspect a child is being victimized
online? First, find a private, calm moment to talk. Coming at a teen with anger or
accusations (“What did you do?!”) will only drive them deeper into silence. Instead,
express concern for their wellbeing. You might say, “I've noticed you seem upset
lately. I'm here to listen. Is there anything troubling you, maybe online?” They may
not open up immediately, but you've opened a door. In some cases I've handled, a
child only confessed after a parent said, “I won't get mad, no matter what, I promise I

just want to help.”

If a child does disclose that they're being threatened or blackmailed online, stay calm
and thank them for telling you. Your reaction will set the tone. Emily did this exactly
right with Ava — she swallowed her own panic to avoid further frightening her
daughter. Then, take immediate steps to stop the bleeding: have the child stop all
communication with the perpetrator (block them, but do not delete any messages or
profiles.!! Preserve all evidence — screenshots, usernames, and any details of the
threat. This evidence can be crucial for investigators later. It's important not to try to
take matters into your own hands by responding aggressively to the blackmailer or
paying them off; that can backfire. In fact, experts advise not to pay the demanded
money or comply with further requests, because it rarely makes the abuse stop; '? the

criminal often comes back for more.

Instead, report the situation to the proper authorities. This might feel daunting, but it
brings professionals into the fight who know how to handle these crimes. In the United
States, you can file a report online with the FBI's IC3 (Internet Crime Complaint Center)



168 CLAYTON CRANFORD

and NCMEC's CyberTipline.!* Provide them all the evidence you saved. If you feel the
child is in immediate danger or severe emotional crisis, don't hesitate to call your local
police or even 911. In Ava's case, by the next morning, our cybercrime unit was working
to trace the predator's account. We later learned the extorter had been targeting dozens

of kids, sending out mass friend requests on social media until someone took the bait.

HEALING AND HOPE

The weeks that followed were not easy for Ava, but they were transformative. With
the threat brought into the open, she no longer bore it alone. She started meeting
with a therapist who specialized in adolescent trauma and online abuse. In their
sessions, Ava learned to let go of the self-blame she'd been carrying. She began to
understand, truly, that she was the victim of a crime, not the perpetrator. With her

mother's unwavering support, Ava gradually emerged from her shell of shame.

I checked in with Emily and Ava regularly. One afternoon, a couple of months after
that fateful night, I got an update that made me smile. Ava had worked up the
courage to join her school's peer mentoring program, hoping to help other students
who might be struggling in silence. Emily told me, “She wants to turn this horrible
thing into something good.” I could hear the pride and relief in her voice. Their rela-
tionship, forged in crisis, had grown even stronger. They had been through the fire

together and come out the other side more connected than ever.

Their story is ultimately one of hope. Not every sextortion case ends this way, I know.
But Emily and Ava's journey shows that even this nightmare can be overcome when
we respond with compassion, knowledge, and swift action. As parents and educa-
tors, we might not prevent every online threat from reaching our kids, but we can
equip ourselves and our children with the tools to respond if it does. We can create

an environment where our kids feel safe to speak up.

Before we conclude this chapter, let's distill the main lessons from Emily and Ava's
story. In the next sections, you'll find key takeaways, conversation starters, and action

steps to help protect the young people in your life from online sextortion.

KEY TAKEAWAYS

Sextortion is more common than we think, and it's on the rise. Online blackmailers
target kids by exploiting their trust, then threatening to expose intimate images.
Reports of sextortion increased dramatically in the last two years — no community is

immune.
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Any child can be a victim — boys and girls, younger and older. Predators have
targeted victims as young as 9 years old, and while many recent scams focus on teen
boys for money, girls like Ava are also at high risk. No child is “too smart” or “too
safe” to be fooled in a vulnerable moment.

Victims often feel intense shame and fear. That's exactly what predators bank on.
Nearly half of young sextortion victims never seek help on their own. Many suffer
anxiety, depression, and even suicidal thoughts as the situation spirals. It's never the
child's fault — they need to hear that loud and clear.

The adolescent brain is still developing. Teens can be impulsive and shortsighted,
prone to risky decisions without grasping long-term consequences. This isn't due to
lack of intelligence or character - it's biology. Understanding this helps us respond

with empathy rather than judgment when they mess up.

Open communication is a powerful defense. Kids who feel safe talking to their
parents or a trusted adult are far more likely to escape these traps. Aim to build trust
before a crisis: regular, calm conversations about online life, no matter how awkward,

make a difference.

Act fast, but stay calm if sextortion strikes. Do not engage with or pay the black-
mailer. Save the evidence (don't delete accounts or messages). Get law enforcement
or cybercrime experts involved early — they know the best ways to stop the abuse
and track the perpetrator.

Healing is possible. With support, kids can and do recover from sextortion experi-
ences. Counseling, patience, and unconditional love go a long way. Many victims,
like Ava, come out the other side stronger and even motivated to help others, once

the immediate crisis passes.

CONVERSATION STARTERS

Talking about online exploitation can be tough. Here are some gentle conversation
prompts you can use with kids (over dinner, during a drive, or whenever they're
open to chat):

“What do you know about sextortion or online blackmail?” Start by gauging their
awareness. You might mention it's been in the news and ask if they've heard the
term.

“Why do you think someone might be afraid to tell their parents if they got into
trouble online?” This invites them to explore feelings of shame or fear hypotheti-
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cally. Listen to their thoughts; it can reassure them that you understand those

feelings.

“If a friend your age sent a private photo and someone threatened them, what
would you advise them to do?” Talking through a “friend's” scenario can make it
easier for a teen to engage. It lets them demonstrate problem-solving and reveals
their attitudes. You can gently reinforce the right actions (like telling an adult, not

giving in).

“What would you do if someone you only know online asked you for an inappro-
priate photo or money?” Encourage them to think of a plan. Praise good answers
(like blocking the person or telling a trusted adult). This reinforces that they can

come to you.

“Do you feel like you could talk to me if something did happen online that made
you uncomfortable or scared? What could I do to make it easier?” This direct ques-
tion gives your child a chance to tell you what they need. It also lets you reassure

them that you won't overreact or blame them.

Remember, the goal is not to interrogate, but to communicate. Stay calm and curious.
Even if your child is initially defensive or dismissive, these conversations plant seeds

that it's safe to come to you.

ACTION STEPS

Knowledge is only as good as what we do with it. Here are concrete steps you can
take right now to protect and empower the kids in your life regarding sextortion:

Educate Yourself and Your Child. Visit trusted resources like the FBI's Stop Sextor-
tion page'* or NCMEC's sextortion awareness guides. Watch a video or read an
article together with your child and discuss it. Knowledge can be a shield.

Set Digital Ground Rules. Establish family rules for device use that match your
child's age and maturity. For example, consider keeping smartphones and laptops
out of bedrooms at night and periodically reviewing privacy settings together. Make

a “technology contract” that everyone signs, so expectations are clear.

Build a Safety Plan. Talk through what your child should do if they ever receive an
inappropriate request or threat online. Who should they contact first? What steps
should they take (e.g., do not send more images, block the person, save evidence)?

Having a plan can make it easier for them to act under stress.
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Encourage Critical Thinking Online. Role-play scenarios of online interactions.
Teach kids to verify identities — that “14-year-old Jake from California” could really
be a 40-year-old in another country. Encourage a healthy skepticism about what

people claim online.

Strengthen Emotional Resilience. Remind your child regularly that nothing they do
online or off could ever make you stop loving them. Reinforce that if they make a
mistake, coming to you is always the best course. Knowing they won't be harshly
judged can empower them to seek help promptly.

Know the Reporting Channels. Save emergency numbers and websites. Program the
local police non-emergency number and keep the CyberTipline (report.cybertip.org)
handy. If something happens, you won't waste time figuring out where to report.
Reporting not only helps your child, but can save other children by helping authori-

ties track predators.

Connect with Your Child's School. Schools often have resources or presentations on
internet safety. Advocate for sextortion awareness to be included in the curriculum. A
School Resource Officer or counselor may be willing to host a workshop for parents

and students.

Stay Updated on Tech Trends. Apps and social platforms popular with teens change
frequently. Make it a habit to occasionally ask your child what apps they're into lately
and try them out yourself. The more you understand the digital playground, the
better you can guide your child within it.

Keep the Dialogue Going. Don't treat this as a one-and-done talk. Make online
safety a regular conversation, not a lecture. Check in periodically about your child's
digital life — the games they play, the apps they use, the friends they meet online.
Frequent, low-key chats send the message that you're always there, ready to listen
and help.

Taking these steps can significantly reduce the risk of your child falling victim to
online sextortion or ensure that if they do face an online threat, it doesn't stay hidden.
In this digital age, preparation and open communication are our best allies. Together,
like Emily and Ava, we can face the dangers head-on and come out stronger on the
other side.



CHAPTER 6

CYBERBULLYING AND
ONLINE THREATS

As I settled into my office early Monday morning, a familiar alert pinged on my
computer screen. It was an email from a concerned parent. The subject line read
simply, “Urgent: Need Your Help.” I opened the email and began reading, a sinking
feeling quickly forming in my chest.

The mother described her son, Daniel, a bright seventh-grader who had always been
cheerful, engaged, and sociable. But recently, Daniel had become withdrawn, often
isolating himself in his room. She mentioned his significant weight loss and chronic
exhaustion from sleepless nights. Disturbed by his drastic behavioral shift, she had
decided to look through his phone.

What she found was deeply unsettling. Screenshots of messages filled with harsh
insults, cruel jokes at Daniel's expense, and threats from classmates flooded the
screen. Daniel had responded minimally, clearly overwhelmed and unsure how to
handle the onslaught.

“Please,” the mother wrote, desperation evident in every word, “we don't know
what to do.”

As a former School Resource Officer and Threat Assessor, I knew exactly how severe
cyberbullying could become if left unchecked.

We scheduled a Zoom meeting and together, developed a comprehensive plan: coun-
seling support for Daniel, a strategy for engaging with the school administration to
bring a resolution to the bullying, parental controls, and a monitoring app for his
device.
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A few weeks later, Daniel's mom followed up with an email letting me know how he
was doing. She said he had been starting to show signs of improvement. His smile
was slowly returning along with his confidence. She thanked me and realized that

timely intervention made a tangible difference in his life.

When I started my law enforcement career, most bullying happened face-to-face. By
2012, the tipping point was reached when the majority of teens got smartphones' —
everything had changed. Conflicts that used to end with the final school bell were
now following kids home on their phones. I saw good kids make bad choices online,
while their parents had no idea what was going on. It was, unfortunately, a common
story. Technology has given bullies a new playground, one that's open 24/7 and far
beyond the watchful eyes of teachers or parents.

Cyberbullying is any form of bullying that takes place through digital devices like
phones, computers, game consoles, and tablets. It can be cruel messages via text, mean
comments on social media, embarrassing photos posted without consent, fake profiles
impersonating someone, or even direct threats of harm. Unlike old-school bullying,
which might involve a shove or a whispered insult in the hall, cyberbullying reaches an
unlimited audience in an instant and leaves a permanent record. A cruel joke in a group
chat can be screenshot and shared widely. A nasty comment on Instagram can attract a
pile-on of other hurtful remarks. And the bully never has to see the victim's face or reac-
tions, which means they don't witness the pain they're causing. This online disinhibition
— the lack of face-to-face feedback — often lowers the bully's sense of accountability.? In

other words, kids might say things online that they'd never say to someone in person.

From my perspective as both a cop and a dad, the rise of social media and smart-
phones has been a double-edged sword. On one hand, our kids have incredible tools
for learning and connecting. On the other hand, those same tools can be used to hurt,
harass, and threaten. I've sat with parents in tears, feeling utterly helpless because
their child was being tormented through a screen. I've also had to sit with kids who
made those hurtful posts, explaining to them the real consequences of their digital
actions. In both cases, I saw a lot of pain that might have been prevented with the
right guidance.

Nearly half of today's teens — about 46% — say they've experienced at least one form
of cyberbullying.? Think about that: almost one in two. The most common form is
name-calling or insulting language online (experienced by about a third of teens).
False rumors are another big one. I've investigated cases where students spread lies
about a classmate on social media, and the viral nature of the internet meant those

rumors reached everyone in the school within hours. Other troubling behaviors
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include sending unasked-for explicit images (yes, kids receive those) and constant
harassment like someone repeatedly demanding “Where are you? Who are you
with?” in a controlling way. In some cases, it even escalates to direct threats of phys-
ical harm. About 1 in 10 teens have been physically threatened online* — a message
like “I'm going to beat you up” sent over text or social media. As a threat assessment
professional, I take those seriously. Even if the person behind the screen is “just

trying to scare” someone, a threat is a threat. We can't assume it's a joke.

It's important to realize that online threats don't always come from anonymous
strangers or shady internet figures. Often, it's peers — kids from the same school, ex-
friends, or even current friends turned frenemies. Sometimes it's an extension of in-
school bullying: a fight at school becomes a feud on Snapchat that night. Other times,
it might be someone outside the immediate circle — perhaps a gamer met online or a
stranger on social media — who harasses or menaces a child. I worked a case where a
teen boy got into an argument in an online game, and the other player sent messages
like, “I know where you live and I'm going to find you.” That boy couldn't sleep for
days. His parents were shocked; they thought he was just “playing games,” not real-
izing the social features exposed him to random people's aggression.

PERSONAL PERSPECTIVES: A COP, A THREAT ASSESSOR, AND
A DAD

Over my 20-year law enforcement career, I've worn a few hats — but perhaps the most
challenging hat has been Dad. My wife and I are raising two boys who grew up
during the explosion of smartphones and social media. I often joke that our family
was a case study in “the rise of the digital natives.” My sons were eager to hop on
every new app and platform their friends were using. As a parent, I felt the same
worries many of you do: How do I keep them safe online? How do I make sure
they're not being bullied — or bullying others? And perhaps the most daunting: How
do I even begin to talk about all this?

In my police work, I dealt with cyberbullying and online threats after the fact,
picking up the pieces once damage was done. In my home, I tried to use those hard
lessons to prevent damage in the first place. Let me tell you, even with all my train-
ing, it wasn't easy. My boys would roll their eyes at Dad's “internet safety talks.”
They thought I was overprotective when I set rules like no smartphones until high
school and no devices in their bedrooms at night. (By the way, I still strongly recom-
mend those rules; we'll talk more about that later.) There were times I second-
guessed myself, wondering if I was being too strict. But then I'd recall the countless
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young teens I met who got into serious trouble online or were deeply hurt by some-
thing that happened on their phone.

One thing I learned both as an officer and a father is the importance of communica-
tion. Kids often fear telling their parents about online problems. They worry that
mom or dad will overreact or take away their phone. In fact, many teens suffer in
silence because they'd rather endure bullying than lose their internet access. I saw
this pattern over and over. A student would finally break down and tell us what they
were going through, and when I'd ask, “Have you told your parents?”, the answer
was frequently “No. I didn't want them to take my phone away.” It's heartbreaking —
the very tool that connects them with torment is also their lifeline to friends and

social life, so they're reluctant to give it up.

So, how do we as parents and educators walk that line? How do we let our kids reap
the benefits of the online world while minimizing the harm? How do we encourage
them to come to us when something is wrong, without them fearing punishment or
ridicule? Those are questions I wrestled with professionally and personally. What I
hope to do in this chapter is blend the insights from my law enforcement days, my
specialized training in threat assessment, and my own parenting journey to give you
practical guidance.

I truly believe that we can't make the internet 100% safe for our kids, but we can do a
lot to make it safer. We can't watch over their shoulder every second, nor should we
try. Instead, we need to equip them (and ourselves) with knowledge, tools, and an
open line of communication. Early in my career, I found myself consoling victims
and their families after a cyberbullying incident, thinking, “I wish I could have
helped before this happened.” That thought led me to create educational programs
for parents and write Parenting in the Digital World. My goal shifted from just
reacting to problems to proactively giving parents the tools to navigate this new
digital landscape.

In the sections that follow, we'll dive deeper into how cyberbullying affects kids, how
you can recognize warning signs, and most importantly, how to respond and help
your child cope in healthy ways. I'll share some stories (with changed names and
details) that illustrate common scenarios, and we'll look at what current research and
real-world experience say about handling these tough situations. Remember, you're
not alone in this. The fact that you're reading this chapter means you care, and that's
the most important starting point. Let's work together to understand the threats our
kids face online and discover how to meet those threats with wisdom, empathy, and
effective action.
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THE HIDDEN TOLL OF DIGITAL CRUELTY

One of the biggest misconceptions I see from adults is the idea that online cruelty is
somehow “less serious” than what happens in person. I've heard well-meaning
parents say things like, “Just block them,” or “Ignore it—it's not real life.” But here's
the hard truth: to a teenager, online life is real life.

The screen is not a shield from emotional harm. In fact, some research shows that the
emotional pain from cyberbullying can be even more intense than face-to-face bully-
ing. Why? Because it's inescapable. It follows them everywhere—in the car, at the
dinner table, under the covers at night. There's no safe haven when the hurt is deliv-

ered through a device that never leaves their hand.
Let me share a story that still hits me every time I think about it.

Her name was Olivia. Bright kid. Quiet but well-liked. I was called to her middle
school one morning because a teacher found her crying in the bathroom, refusing to
come out. When I sat down with her and the school counselor, we learned that
someone had made an Instagram account impersonating her. The posts were cruel
parodies—edited photos, fake confessions, and “confessions” about her classmates
meant to stir up drama. Her friends turned cold. Some even joined in, thinking it was
funny.

What stuck with me wasn't just the pain in Olivia's voice—it was the shame. She kept
whispering, “I didn't do anything wrong.” And she was right. She was the target, not
the cause. But like so many kids who are bullied online, she internalized it. She felt
broken and blamed herself.

What Olivia didn't know at the time—and what many parents don't either—is that
cyberbullying is strongly linked to anxiety, depression, low self-esteem, sleep disor-
ders, and even suicidal ideation. A 2022 study published in JAMA Network Open
found that adolescents who experienced cyberbullying were more than twice as
likely to report suicidal thoughts compared to peers who weren't targeted.’

As a Behavioral Threat Assessor, I know that we can't ignore those signals. Bullying
is not just a social conflict—it can be a serious safety issue. Especially when it goes
undetected for long periods. The digital nature of cyberbullying means adults often
don't see the damage until it's already deep. And by then, the child may have already
shut down emotionally or begun to believe the lies they're reading about themselves.

So, what do we do? How do we respond—not just as law enforcement or school staff,
but as parents and caregivers—to help a child reclaim their sense of safety and self-
worth?
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The first step is to shift how we talk about cyberbullying. Validation is critical. When
a child comes to you and says, “They're saying awful things about me online,” resist
the urge to jump straight into problem-solving. Start with: “That sounds really

painful. I'm so glad you told me.”

If you do nothing else, just that, your child will feel seen and supported. Because
here's the truth: kids don't want us to have all the answers. They want to know we're
in their corner. We don't need to fix everything immediately. We just need to
show up.

TEACHING RESILIENCE: HOW TEENS CAN RESPOND
EMOTIONALLY AND SAFELY

Now, let's talk about how teens can respond when cyberbullying or online threats
happen. This is where your influence as a parent, teacher, or mentor is gold. We want
to give kids tools—not just to survive these experiences, but to come through them

stronger.

Here are strategies I teach students in my school presentations and what I used with

my own sons:
1. Don't Respond—Document

Bullies thrive on attention and reaction. I tell students: If someone is trying to hurt
you online, silence is your superpower. Don't take the bait. Instead, take screenshots
of every message, post, comment, or image. Save the evidence. It's tempting to delete
painful messages, but if the situation escalates, having proof can make all the
difference.

Additionally, do not share these images with friends. Your child may be looking
for peer support, but what they may inadvertently be doing is pulling others into
the drama, escalating the situation when our goal is to avoid engaging with the
bully.

Tell your child: “You are not weak for not fighting back. You are wise for choosing
not to feed the fire.”

2. Block, Report, Repeat

Almost every app and platform has tools to block users and report abuse. Teach your
kids how to use them. Better yet, walk them through it before a problem arises. Make
it a normal part of their digital literacy: “Here's how we block. Here's how we report.
Here's who to come to if you need help.”
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Also, don't underestimate the power of reporting to the school. Even if the incident
happened “off campus,” schools are legally obligated to act when online behavior

spills into the classroom, which it almost always does.
3. Name the Emotions

This one might sound subtle, but it's actually powerful: Help your teen identify what
they're feeling. Hurt? Betrayed? Scared? Angry? When kids are bullied, they often
feel a storm of emotions and don't know how to process them. Helping them give

language to their inner world builds emotional intelligence and resilience.

I'd ask my sons, “What's the feeling under that anger?” Sometimes it was embarrass-

ment. Sometimes it was loneliness. Naming the emotion helped them begin to heal.
4. Challenge the Lies

Cyberbullying often works by repeating false narratives until the victim starts to
believe them. You're ugly. You're stupid. Nobody likes you. These words are like
psychological graffiti—hard to scrub off once they're in your mind.

So, we have to counter-program.

Help your child create a “truth list.” Who are they really? What are their strengths?
What do the people who love them say? Put this list on their wall, on their phone
background, or in their journal. Remind them: “What someone says in anger doesn't

define who you are.”
5. Find Safe Spaces

Finally, help your child reconnect with what makes them feel safe and grounded.
That might be a sport, a creative hobby, a faith community, or spending time with a
grandparent who always makes them feel loved. When kids are targeted online, they
feel isolated. Bringing them back to supportive environments is like giving their

nervous system a hug.

RED FLAGS: HOW TO KNOW WHEN SOMETHING'S WRONG

Let me tell you something I learned early on as a School Resource Officer: most kids
won't say they're being bullied, but their behavior will. As adults, we need to watch
for the whispers of distress before they become screams.

So what do these signs look like?

Sudden withdrawal from devices: This might surprise you, but if your teen
suddenly stops using their phone or deletes a favorite app, it could be a sign of
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something going wrong. I once worked with a boy named Marco who was
obsessed with a particular gaming app—until one week, he deleted it and never
looked back. When his mom asked why, he shrugged and said, “I got bored.”
However, later we discovered that he'd been relentlessly harassed in a group chat
during the game. He didn't tell anyone because he didn't want to be perceived as
weak.

Changes in mood or sleep: If your child seems more irritable, anxious, or quiet than
usual—or if they're having trouble sleeping—it's worth asking some gentle ques-
tions. Kids often experience a stress response to online attacks, but they don't always
connect their emotions to those digital interactions. That's where your guidance

matters.

Avoidance of school or certain peers: Bullying rarely stays confined to the screen. If
your child is suddenly dreading school or asking to be picked up early, consider
whether something online might be the root. The two worlds are deeply connected.

Overreaction to boundaries: If you ask to review your teen's messages or put down
a phone at dinner, and they respond with uncharacteristic rage or panic, don't
dismiss it. That level of emotion may suggest they're dealing with something painful

or secretive online.

Remember, you know your child best. If something feels off, trust your instincts and
stay curious, rather than accusatory. Say something like, “Hey, I've noticed you seem
a little down lately. Is there anything going on that you want to talk about? I'm here

to listen, not to judge.”

That simple invitation can be the bridge that helps your child walk out of the
shadows and into the light.

WHEN IT'S MORE THAN BULLYING: THREATS, SEXTORTION, AND
ESCALATION

Not all online harm comes from peers. Sometimes, it's something darker—what I call
predatory threats. In recent years, the law enforcement community has seen a rise in
something called sextortion, where a predator tricks or coerces a teen into sharing a
sexual image and then uses it to blackmail them. The blackmail could come in the
form of money, more sexual material, or in disturbing cases where the blackmailer is
demanding the child to injure themselves on camera or abuse a family pet or

younger sibling.

Predators often pose as other teens. They might flirt, gain trust, and request an
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image. Once they have it, the manipulation begins: “Send more or I'll post this every-
where.” Or worse: “Pay me or I'll ruin your life.”

It's devastating. I've worked with families who didn't even know their child had been
targeted until after a suicide attempt. That's how overwhelming the shame and fear

can be.

What's important to understand is that this kind of threat thrives on silence. The
predator counts on the child being too ashamed to tell anyone. That's why I always
say: the most important protection isn't technology—it's trust. Kids need to know,
“You can tell me anything. I will not freak out. I will help you.”

Here are a few other things you can do:

Start early conversations about body safety and online boundaries: Use age-appro-
priate language. Teach your child that no one has the right to ask for private photos,
and they can always come to you, even if they made a mistake.

Remind them it's never their fault if they've been tricked. Shame is a predator's most

powerful tool. We disarm it when we replace it with compassion.

Get law enforcement involved early: I know from experience that the sooner a case
is reported, the more we can do to help. Law enforcement can trace IP addresses and

subpoena account info and, in some cases, intervene before images spread.

I also want to be clear—while these stories are painful, they're not inevitable. Most
kids will never face this level of threat. But every child deserves to know how to

recognize danger and how to ask for help. That's empowerment.

PARTNERING WITH SCHOOLS AND LAW ENFORCEMENT

So, what happens when you do learn your child is being cyberbullied or threatened?
Don't go it alone.

Start by involving the school: Schools are required by law to investigate when
harassment affects a student's ability to learn, even if the harassment happens off-
campus or online. Bring them evidence—screenshots, usernames, anything that
documents the behavior.

Be calm but firm: “My child is being targeted. I'm concerned for their well-being.
What steps can we take together?”

Many schools now have dedicated staff who handle bullying prevention, and some
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have school resource officers like I was—sworn law enforcement with training in
youth safety. These partnerships work best when parents are informed and proactive.

Also, don't be afraid to contact the police, especially if:

« There are threats of violence
« Your child is being extorted for money or images
« Someone is impersonating your child online

« The bullying is repeated and causing significant distress

When I wore the badge, I wanted parents to call. I knew that by intervening early, we
could prevent deeper harm. Sometimes, that meant issuing a warning and having a
serious talk with the aggressor. Other times, it meant opening a formal investigation.

Either way, ignoring the situation was never the answer.

RAISING DIGITAL UPSTANDERS, NOT BYSTANDERS

Now let's talk about character. Yes, we want to protect our kids from harm, but we
also want them to be the kind of people who protect others.

When I speak at schools, I ask students, “What would it take for you to stand up
when someone is being hurt online?” The answers vary. Some say, “I don't want to
get involved.” Others say, “It depends on who it is.” But a few—just a few—say
something brave like, “I'd tell them to stop.” Those kids? They're digital upstanders.
And they are gold.

Here's how we can raise more of them:

Talk about empathy: Ask your child, “How would you feel if that were said about
you?” Help them consider the impact of words, not just their intent.

Celebrate kindness: When your teen does something thoughtful online—shares a
positive comment, checks in on a friend—praise it. Make compassion something
they're proud of.

Give them scripts: Many kids don't speak up because they don't know what to say.
Help them find words: “Hey, that's not cool.” or “That's not true—leave them alone.”
It doesn't take much to disrupt cruelty.

Remind them: silence is a choice. Not saying anything when someone is being hurt
online is a choice to let it continue. We want our kids to know they have power—and
a responsibility to use it well.
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“THE TALK": WHAT | TELL MY OWN KIDS

When my boys were entering middle school, I sat them down and said something
like this:

“Guys, the internet is a little like the wild west. There's amazing stuff out there—fun,
creative, smart people. But there are also people who want to tear others down,
spread lies, or get you to do things you'll regret. I can't follow you into every corner
of the internet. But I can promise you this: if something ever feels wrong—if you
receive a suspicious message, or someone is bullying you, or you make a mistake—
you can always come to me. You won't be in trouble. I'll help you. You're not alone in
this.”

And you know what? That conversation made all the difference. My boys didn't
always tell me everything (they're still teenagers, after all). But they knew the door

was open. They knew home was a safe place—even when the internet wasn't.

You can have that conversation, too. Don't wait until there's a crisis. Start now, even if
it feels awkward. Your kids may not say much at first, but they're listening. And
they'll remember that you cared enough to ask.

KEY TAKEAWAYS

Cyberbullying is real, and it hurts. This isn't just “kids being kids” or “drama
online.” Cyberbullying cuts deep—often deeper than what happens in person—
because it invades every space a teen occupies, even their bedroom. It's relentless and
amplified by likes, shares, and comments. Example: A teen humiliated by a peer at
school might recover after a few days. But if that humiliation is captured in a video,
uploaded to TikTok, and seen by hundreds, it becomes permanent and re-lived every
time someone views, comments, or shares it. Research shows that cyberbullying
victims are more likely to experience depression, anxiety, and even suicidal thoughts
(Khurana et al., 2022). These aren't rare, isolated incidents—they're heartbreakingly

common. And they deserve to be taken seriously.

The warning signs are often behavioral. Most kids don't tell us directly when some-
thing's wrong. Instead, we see the signs: irritability, mood swings, sleeping too much
(or not at all), dropping hobbies, declining grades, or an odd shift in their relation-
ship with their devices. Example: A child who once loved Snapchat suddenly deletes
the app or becomes unusually guarded with their phone. It's easy to dismiss this as
“teen moodiness,” but often, it's a quiet cry for help. These changes are red flags—not
proof of cyberbullying, but signals worth leaning into with empathy and curiosity.
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Teens need emotional tools. Knowing what to do internally when they're being
attacked online is just as important as what to do externally. Help them name what
they're feeling: “Are you embarrassed? Angry? Sad? Ashamed?” Then teach them to
challenge those emotions with truth. Example: If your daughter says, “Everyone at
school thinks I'm a loser,” help her question that belief: “Is that really true? Or did
one person say something cruel and loud?” Create space for her to see that not all
voices online are valid—or accurate. Boundary-setting is another essential tool:
blocking toxic people, setting app timers, or even deleting accounts when necessary.
These aren't signs of weakness—they're signs of strength and emotional health.

Trust is your best tool. More than filters, monitoring software, or GPS trackers—trust
is what keeps kids safe online. If your child fears your reaction, they'll hide things. If
they know you're a safe place to land, they'll bring you the hard stuff. Example: A
parent I coached had a 14-year-old son who received a threatening message during a
video game. Instead of hiding it, he brought it straight to his mom—because she'd
spent years reassuring him: “If something ever feels off, you can tell me. I won't freak
out. We'll handle it together.” That trust made all the difference. When trust exists,

kids come to us before things spiral—and that's when we can actually help.

Character counts. We're not just raising kids to survive the online world—we're
raising them to shape it. Teach them to be upstanders: to speak up, show support,
and call out cruelty when they see it. Example: One high school student told me that
when she saw a peer being bullied in a group chat, she replied with: “This isn't right.
We're better than this.” She didn't yell or shame anyone—she just set a tone. And it
worked. Others backed off. That's the power of one voice, rooted in integrity. Kind-
ness online isn't weakness—it's courage. And our kids need to know that they can be

both brave and compassionate.

CONVERSATION STARTERS

These aren't interrogations—they're invitations. Use them casually, during a car ride,
while making dinner, or while taking a walk. The goal isn't always to get deep
answers right away, but to open doors that say: “I'm interested. I'm listening. You

matter.”

“Have you ever seen someone get bullied online? What did you think or feel when
you saw it?” This helps you understand their digital environment without singling

them out.

“What would you do if someone sent you something creepy or threatening?”
Explore their instincts—and gently offer guidance if they're unsure.
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“What do you think makes people act differently online than they would in
person?” This question encourages critical thinking about online disinhibition and

peer pressure.

“How can we make sure our phones don't control our mood or self-worth?” Great

for reflecting on emotional regulation and the attention economy.

“Is there a time you felt proud of something you did or said online?” Celebrate

moments of digital character and build their confidence.

ACTION STEPS

Information without action is just noise. These steps are small but powerful, and they
work best when done with your child, not to them. Pick one or two to start, and build
from there.

Have the “Digital Safety Talk.” Do this sooner rather than later. Keep it age-appro-
priate and calm. Emphasize that no mistake is too big to bring to you. Scripts help:
“There's nothing you could tell me that would make me stop loving or helping you.”

Audit your child's privacy settings. Go through apps together. Set accounts to
private. Turn off geotagging. Review blocked users and teach them how to report
abuse. This also signals to your child: “I care enough to be involved.”

Schedule a screen-free family night. Phones go in a basket. TV stays off. Play a
game. Cook something new. Go for a walk. These moments reconnect your family in
ways that algorithms never can. Bonus: Let your child help plan the activity—give
them ownership of the fun.

Praise courage and kindness. If your child tells you they blocked a toxic friend,
stood up for someone online, or walked away from a drama-filled thread, praise
them. Make a big deal out of it. These are character wins. Say: “That took guts. I'm
really proud of you.”

Your job isn't to control every moment of your child's digital life. It's to build the kind
of relationship, character, and habits that guide them when you're not looking. With
trust, empathy, and consistency, you're not just keeping them safe—you're raising a
digital leader. The more we talk, the more we teach, and the more we show up with
love and wisdom, the safer our children will be—not just online, but in life. Remem-

ber, it's never too late to start the conversation.



CHAPTER 7

SEXTING AND SAFE
ONLINE RELATIONSHIPS

It was a quiet Wednesday morning when my phone buzzed with a call from a
number I didn't recognize. When I answered, a shaky voice immediately spoke: “Is
this Clayton Cranford? The Cyber Safety Cop? I need help.”

The young woman on the line, whom I'll call “Susan,” had recently graduated from
college with honors. She was bright, articulate, and ambitious—the ideal candidate
for any top employer. She explained how she'd landed an interview for her dream
job at a prestigious marketing firm, a position she'd been preparing for her entire

academic career.

“But yesterday,” Susan continued, her voice breaking, “they called me back. They
told me they'd conducted a routine online background check and found an inappro-

priate photo of me on an adult website. I didn't believe it until I saw it myself.”

As she spoke, I could feel her anguish. Susan described how, two years earlier, she'd
shared a private, intimate image with her college boyfriend. She loved him, trusted
him, and believed their relationship was safe. After their breakup, her ex-boyfriend
intentionally shared the image, leading to it being publicly accessible online and
impossible to hide.

Susan had reached out to the website, pleading for the removal of the image. Their
response? They would gladly take it down for a fee of $1,000. Desperate, she asked
me, “If I pay them, do you think they'll actually remove it?”

I sighed deeply, already knowing the harsh truth I had to deliver. “No, Susan, they
won't. Even if they take it off their site, they'll likely repost it elsewhere, asking for
more money. These websites prey on desperation.”
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“But can't the police help?” she asked.

I had to explain to her what I'd explained to so many others before—that the website
was hosted overseas, far beyond the jurisdiction of U.S. law enforcement, as the
servers hosting the content are located in countries without cooperative agreements
or enforceable treaties with the United States. Her voice grew softer, filled with
dread. Finally, she asked the question I'd been dreading most: “Is there anything at
all I can do?”

There was silence on the line as I chose my next words carefully, though they were
among the hardest I ever had to say. “No, Susan. There's not.” Just before she hung

up, in a quiet voice, she uttered, “Maybe I can change my name.”

This story isn't unique—it's becoming tragically common. A 2023 study by the
Journal of Adolescent Health found that nearly 1 in 7 teens have shared a sexually
explicit image of themselves.! I've heard too many variations of Susan's experience.
Teen sexting, despite being seen by many young people as harmless or private, can

leave lifelong scars and devastating consequences.

The digital age gives young people unprecedented connectivity, but also unprece-
dented vulnerability. This chapter will explore how parents can guide their teens
through the complex, high-stakes world of sexting, emphasizing prevention, aware-
ness, and safe digital practices, because as Susan's story reminds us, the internet

rarely offers second chances.

WHY DO TEENS SEXT?

First, let's demystify what sexting is and why teens do it. Sexting generally means
sending or receiving sexually suggestive or explicit texts, photos, or videos. For
teens, this often involves nude or semi-nude photos sent via texting, social media
DMs, or apps like Snapchat. It's easy to jump to conclusions — “My child knows
better!” or “Only 'bad' kids would do that.” — but the reality is more complex.

Research shows that while most teens are not sexting, a significant minority are. A
recent meta-analysis found that about 1 in 5 teens (19%) have sent a sext, and about 1
in 3 (35%) have received one.? These numbers have climbed over the years as smart-
phones and social media became ubiquitous. The same study noted roughly 14% of
teens have had a sext forwarded to others without consent. In other words, even if
your teen isn't sexting, they likely know someone who is, or they might have been on

the receiving end of such a message.
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Why would a young person voluntarily send an intimate photo of themselves? From
talking with students, I've learned there are a few common reasons. Some do it as a
way to flirt or show trust in a romantic relationship — a digital form of intimacy.
Others might do it to impress a crush or because “everyone is doing it” and they fear
being left out. Sometimes, teens think it's funny or “no big deal.” After all, they
might reason that the photo is just going to their boyfriend/girlfriend. On the more
troubling end, peer pressure and coercion play a big role. I've spoken to girls who felt
they had to send a photo or risk losing their relationship; their partner would say
things like, “If you love me, you'll prove it by sending a pic,” or threaten to break up
if they refused. As one resource notes, teens may sext to establish intimacy or because
they feel pressured by someone they care about.’

Let me share a quick anecdote: As a Juvenile Investigator, I once interviewed a 14-
year-old girl who sent a topless photo to a boy in her class because he asked nicely
and promised he wouldn't show anyone. She told me, through tears, that she “just
wanted him to like me”. This young lady was a straight-A student, from a loving
home, not the stereotypical “troubled teen.” Her case taught me that good kids can
make impulsive choices, especially when guided by adolescent emotions and a false
sense of security online. Teens often underestimate the risks and truly believe “it'll

just stay between us.”

THE DANGERS OF SEXTING AND ONLINE RELATIONSHIPS

Empathizing with why teens sext is important, but so is confronting the very real
dangers that can follow. In my career, I've seen how a single snap decision to send an
image can spiral into a nightmare. Let's break down the risks, from emotional fallout
at school to criminal predators and “sextortion” schemes.

The immediate danger of sexting is that once an image is sent, control is lost. Teens
trust that the recipient will keep it private, but sadly, that trust is often broken.
Phones get lost or stolen. Friends gossip. Relationships turn sour. I worked on a case
where a 16-year-old boy forwarded his ex-girlfriend's nude photo to a group chat out
of spite after a breakup. Within a day, that image had circulated to hundreds of
students at multiple schools. The girl was mortified and bullied relentlessly; she
ended up switching schools to escape the whispers and stares. Stories like hers are
far too common. Studies indicate that about 1 in 8 teens have had a sext forwarded
without their consent* — meaning a private moment can become public humiliation
in a heartbeat.

The emotional toll on a teen when a private photo goes public is devastating. They

may feel humiliation, shame, anxiety, and depression. Some fall into severe mental
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health crises. In extreme cases, victims of such betrayal have attempted or died by
suicide. As a parent, it's heart-wrenching to consider your child experiencing this
kind of pain. I've had to notify crying parents that intimate images of their child were
making the rounds on the internet. Imagine the shock and anguish — it's as if a part of

their child's innocence was stolen.

Even when images don't get spread around, the fear of exposure can become a source
of constant anxiety for a teen. They might be blackmailed by a peer — e.g., an ex-
boyfriend saying, “If you don't get back with me, I'll show everyone that pic”. In one
of my cases, a 15-year-old boy pressured his girlfriend to continue sending nudes by
threatening, “I still have the last ones — I'll leak them if you say no.” This is a form of
peer-to-peer sextortion or coercion. It often goes unreported because the victim feels
trapped by shame or still cares about the perpetrator. Teens struggle more to reject
sexual requests from people they know than from strangers, as researchers have
observed; familiarity makes it harder to say no.’

Additionally, there can be legal consequences even among known parties. In
many jurisdictions, possessing or sharing sexual images of a minor (even if
you are a minor) is illegal. I've seen teenagers face juvenile charges for distrib-
uting child pornography after forwarding a classmate's nude image. Schools
can also hand down punishments: suspensions, removal from sports teams,
etc., for those involved in spreading explicit material. The law and school poli-
cies are trying to catch up with this new reality, and often the outcomes are
harsh to send a message. The irony is that the original sender — the victim —
sometimes ends up punished or stigmatized as well, which adds insult to

injury.

The bottom line: A moment of teenage impulsivity can lead to lasting damage —
socially, emotionally, and even legally. I always tell teens: “You may think it's private,
but there's no such thing as a private digital image. Once it's out there, you can't get it
back.” And I tell parents: don't assume your child is immune. Many good kids have
found themselves in bad situations due to a lapse in judgment or a trusted friend's

betrayal.

WHEN ONLINE “FRIENDS” BECOME REAL-WORLD THREATS

So far, we've looked at how things can go wrong through screens, but sometimes, an
online interaction can lead to physical danger offline. This goes beyond sexting and
into the realm of online relationships with strangers. As a society, we used to warn
about “Internet predators” in chat rooms. Those predators haven't gone away;

they've just migrated to wherever our kids are now (Instagram, TikTok, Discord, etc.).
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Unlike the sextortion scams, which usually stay entirely online, some predators aim

to gain a child's trust and then meet them in person.

Consider a chilling example from 2023: A 13-year-old girl from Dallas, Texas, went
missing and was later found locked in a shed in North Carolina, over a thousand
miles from home. How did she end up there? A 34-year-old man contacted her
through a chat in an online video game, then continued talking to her on Discord (a
popular chat app). Over a period of months, he groomed her, which means he built
up trust, manipulated her emotions, and likely made her believe they were in some
kind of relationship. The content of their chats showed classic enticement and
grooming tactics. Eventually, he convinced this 13-year-old to sneak out of her house
to meet him, and he abducted her. She was found days later, traumatized but alive,
thanks to a tip and quick work by law enforcement. The man was arrested and

charged with multiple felonies, including kidnapping, rape, and human trafﬁcking.(’

Now, that is an extreme case — every parent's nightmare scenario. Thankfully, such
abductions are rarer than online sextortion scams. But they do happen, and stories
like this highlight the dangers of sharing personal information or trusting strangers
online. Predators may start by simply friending or following a young person, then
gradually elicit information like what school they attend, their hobbies, and their
feelings. They might send gifts or simply provide emotional support that the teen
feels they are lacking elsewhere. Not all will try an in-person meeting, but those who

do can cause irreparable harm.

Even if an online stranger doesn't abduct a child, they could be a sexual predator in
other ways. We've seen cases of adults tricking or coercing teens into sending explicit
videos live (like via video chat), or meeting up for what the teen thinks is a friendly
hangout, and then the adult exploits them. Sometimes, the predator is someone the
teen would consider a stranger, but with some mutual connection, like “a friend of a
friend” on social media, who seems legitimate. Teens often have hundreds or thou-
sands of “friends” or followers, and it's not uncommon that they don't personally
know all of them. One survey found that 68% of teens have accepted friend or follow
requests from strangers online.” (I've asked parents in my presentations: How many
of your kids have hundreds of Instagram followers? Nearly every hand goes up.
Then I ask the kids: Do you know every follower personally? Most admit they don't.)
When over two-thirds of teens are essentially letting strangers into their online
world, it's easy to see how predators can hide in plain sight. And 8% of teens accept
every friend request they get® — essentially, an open-door policy to anyone who asks.

Teens often face friend or follow requests from people they don't actually know.

Many young people struggle with the judgment to say “no” in the digital social
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context, not wanting to seem rude or lose a potential new “friend.” Educating them
that not everyone online is who they claim to be is critical. A friendly stranger's

request can mask dangerous intentions.

From my experience in law enforcement, I can tell you that predators exploit the gaps
in our children’s knowledge and awareness. Teens are naturally curious, sociable,
and eager for approval. Online, this can translate into risky decisions, such as
clicking links from strangers, chatting privately with someone they’ve just met, or
sharing personal details (like their favorite sport or when they'll be home alone). As
Clayton, the cop and the dad, my advice here is straightforward: teach your kids to
be extremely cautious about online friends. They should treat unknown online
contacts the same way they'd treat a stranger offering candy in the park. It may
sound old-fashioned, but the principle remains unchanged - it's just the delivery

method that's new.

Remind them that people can pretend to be someone else very easily online. The
profile picture of a cute teen could be a 40-year-old predator, as was the case with the
men who targeted boys in sextortion scams.” A person claiming to share your teen's
interests might just be using that as bait. And even if the person is exactly who they
say (say, a teen boy from another school), if your child doesn't truly know them, they
should still be careful.

To drive the point home, I often share in parent workshops: Would you let your 14-
year-old daughter hang out alone with a 17-year-old boy you've never met? Most
parents say no. Then why let her chat privately with “SkaterDudel7,” who DM'd
her? It's essentially the same risk. Safe online relationships should mirror the bound-

aries of safe offline relationships.

WHEN SHOULD | TALK TO MY CHILD ABOUT SEXTING?

The short answer? Earlier than you think. If you're wondering whether your child is
too young for “that conversation,” I want to encourage you to reframe the question
gently. It's not about whether they're ready for the full discussion of sexuality or
romantic relationships — it's about equipping them with safety tools before they

need them.

I recommend starting to talk about digital boundaries and respect for one's body and
privacy by the 4th or 5th grade, especially now that many children receive smart-
phones as early as age 10. The conversation should be age-appropriate and evolve
over time, just as you would discuss drugs or crossing the street safely. For younger
kids, it can sound like:
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“If anyone ever asks you to send a picture that makes you feel weird or uncomfort-
able — even if it's someone you like — it's okay to say no. You can always come talk

to me about anything.”
Then, as they enter middle school and high school, you can build on that foundation:

“Sometimes people ask for pictures that are private. If anyone ever pressures you —
even a boyfriend or girlfriend — that's not okay. You're never in trouble for telling

me. I'm here to help, not judge.”

The key is normalizing the conversation before there's a crisis. If you make it part of
everyday life, just like talking about homework or sports, it becomes easier for your

child to come to you if something goes wrong.

And don't worry if you haven't started yet. It's never too late to begin. Even if your
teen is already in high school, an honest, open conversation about sexting can still
make a difference. Start with a story in the news. Share a chapter like this one. Or

even say:

“Hey, I realized we've never really talked about how risky online relationships can
be, especially with how common it is for people to ask for pics. Can we talk about
that?”

Keep it judgment-free, ask questions, and — most importantly — listen.

IF MY CHILD HAS ALREADY MADE A MISTAKE

Here's the part that's often hardest for parents. What if your child has already sent an

intimate photo?

Let me tell you something, as both a former law enforcement officer and a dad: your
child's life is not over. This is not the end of their story.

And how you respond in that moment can make all the difference in whether they
feel safe enough to seek help, or feel so trapped and ashamed they think there's no

way out.

Some of the most heartbreaking moments in my career have been meeting families
after it was too late, after a child had taken their own life out of fear and despair. I'l
never forget one mother who, through tears, told me: “If he had just come to me, I
would've helped him. I would've done anything.” Her son had been sextorted and
never told a soul. He was 14.
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We must help our kids understand that they are not alone. That no mistake is too big
to bring to us. That even if they've done something impulsive or unsafe online, we
will still respond with love first, not rage, not shame.

Here's a phrase I encourage parents to rehearse and use:

“If something happens online that feels scary or confusing — even if you made a
mistake — you can come to me. You won't be in trouble. We'll figure it out together.”

This needs to be said clearly, and more than once. Children need to hear it and

believe it.

And if they do come to you with a confession like, “I sent a picture and now someone
is threatening me,” your response matters more than anything else in that moment.
Take a breath, stay calm, and say:

“Thank you for telling me. I'm proud of you. We're going to handle this together. You

are not alone.”

Then, take immediate protective steps, like collecting evidence (screenshots),
blocking the offender, and reporting the incident to law enforcement or a reporting
center like the National Center for Missing and Exploited Children's CyberTipline.

You should also know about a fantastic resource called “Take It Down.” It's a free
service provided by the National Center for Missing and Exploited Children that
helps remove sexually explicit images of children and teens from the internet, even if

those images were shared voluntarily at first.

Here's how it works: Teens (or their parents) can visit TakeItDown.NCMEC.org,10
upload a hash (an encoded version of the image — not the image itself), and the
system will work with platforms like Instagram, Facebook, OnlyFans, and others to
take down copies of that image wherever it appears. It's anonymous and safe.

It is not hopeless. The internet can feel vast and cruel, but we have tools — and we
have each other.

If you remember anything from this chapter, remember this: We don't want kids to
believe that the only way out is suicide. They must believe they are worthy of protec-
tion, even if they've made a mistake.

That message starts with us, the adults in their lives. We don't need to be perfect. We
just need to be present, patient, and full of love.
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BEING A PROACTIVE PARENT (AND EDUCATOR)

Reading all this, you might feel a bit overwhelmed. The digital world can seem like a
minefield of threats. But I want to assure you: there is hope, and there are effective
ways to protect and guide your kids. In my book “Parenting in a Digital World,” and
in many community presentations, I emphasize a proactive and positive approach.
This means educating yourself and your child, setting clear boundaries, and keeping
open lines of communication. It's not about spying on your kids or forbidding all
technology — that's neither practical nor helpful in building trust. Instead, it's about
mentorship in the online space, just as we guide them in the offline world.

Start the Conversation Early and Keep it Open. One of the most powerful tools you
have is a loving, honest conversation. Kids need to know they can come to you
without fear of an overreaction. I've had teens tell me, “I didn't tell my parents
because I was scared they'd take my phone away”. We never want the fear of punish-
ment to outweigh a child's fear of a real threat. So talk with your kids about sexting
and online strangers before something happens. Use news stories (like the ones in
this chapter) as teachable moments: “Hey, I read about this happening to a kid. What
do you know about stuff like this?” Keep your tone calm and non-judgmental. Make
sure they know you are on their team. In my home, I've told my sons: “If you ever
get in a situation online that feels bad or weird, I promise you won't get in trouble if
you tell us. We'll figure it out together.” That reassurance is huge.

Set Rules and Expectations. Just as we set curfews or require helmets when biking,
we need to set digital safety rules. These will vary by age and family, but some might
include: no devices behind closed doors or after a certain hour at night (many sexting
incidents happen late at night when supervision is low and judgment is impaired by
fatigue); only accepting friend requests or follows from people you've met in person;
never sharing passwords even with friends; and absolutely no sharing of personal
images or info with strangers. I advise parents to frame rules as protection, not
punishment. Explain the why behind each rule. For example: “I'm asking you not to
use your phone after 10 PM because I want you to get good sleep, and also because I
know how tempting it can be to get into chats that can lead to trouble late at night.
It's my job to help keep you safe and healthy.” When teens understand you're coming
from a place of care, they're more likely to comply (even if they roll their eyes).

Use Technology to Protect Technology. There's a degree of parental control and over-
sight that is not only acceptable but necessary, especially for younger teens. This isn't
about reading every message they send, but about setting up guardrails. Use the
privacy settings on social media apps — for instance, ensure their accounts are private

so only approved followers can see what they post. Go through their friend /follower
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lists together periodically and discuss who those people are. It can actually be an eye-
opener exercise: “You have 300 followers; do you really know all these people?”
Many teens will realize, hmm, maybe not. Encourage them to remove or block
contacts they don't truly know. Many phones and carriers offer parental controls that
can filter content or even flag certain risky behaviors (like explicit images). There are
also monitoring apps that can alert to potential sexting by recognizing nudity in
images. In my professional opinion, parents of younger adolescents (middle school-
ers) should have a good idea of what their kids are doing online. That might mean
having their passwords or being friended/following them on social media. As they
get older, you can grant more privacy as they demonstrate responsibility. It's a bit like
teaching a teen to drive: you start in the passenger seat guiding them, and gradually
give them more independence as their skills and judgment improve.

Partner with Schools and Community. Schools should be your ally in this. Many
schools now have digital citizenship programs or internet safety assemblies — if yours
doesn't, advocate for one. I've given school presentations where I speak to students at
assemblies about these very issues, and it's often effective because kids sometimes
listen to an outside expert or police officer more than their own parent (that old
“expert in your own town” syndrome). I use real stories (age-appropriate) to drive
the point home, and I see the lightbulbs go on in their heads. Ask your school if they
can host an Internet safety night for parents and students. Some schools even inte-
grate discussions about sexting and online behavior into health class or advisory
periods. The more this topic is discussed openly, the less stigma and mystery it holds.

As a community, we should also push for platform accountability. Social media
companies are trying (albeit slowly) to catch up to sextortion and abuse. In the mean-
time, law enforcement agencies like the FBI are actively investigating these crimes. If,
God forbid, something does happen, report it. Many parents hesitate, thinking “we
can handle this privately” or fearing police involvement might make things worse.
However, reporting does two crucial things: it may help stop the offender (prevent
other victims), and it opens up victim services. The FBI and other agencies have
victim support programs for sextortion cases, counseling, etc. Remember, if your
child is targeted, they are victims, not perpetrators. You can report sextortion and
exploitation to your local FBI field office or the National Center for Missing &
Exploited Children's CyberTipline.!! There are people who know how to handle
these cases sensitively. You don't have to go through it alone.

Foster Resilience and Critical Thinking. In addition to rules and tech tools, one of
the best defenses is actually inside your child's head. Helping teens build self-esteem
and critical thinking will make them less susceptible to manipulation. A teen who is

confident and knowledgeable is less likely to send a nude just to gain approval, or
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less likely to fall for a scam. Encourage them to pause and think before they share
anything online: “Would I be okay if this text or photo were on a billboard? If not, I
shouldn't send it.” Teach them that it's okay to say NO - to peers, to adults, to anyone
— if they feel pressured or uncomfortable. Role-play some scenarios: “What would
you do if someone you're dating asked for a nude?” or “How would you handle it if
a stranger messaged you and said they already have a compromising picture of
you?” By talking through these hypotheticals, your teen will be more prepared to act
if it happens in real life. They won't freeze in panic; they'll recall, “Right, mom and
dad told me this kind of thing can happen, and I should come to them or
report/block this person.”

Finally, let your child know that no mistake is irredeemable. I've encountered many
distraught teens who feared their lives were “over” because of a leaked photo. I've
sat with parents who blamed themselves for “letting it happen.” Shame can be para-
lyzing. As an authority figure who's seen the worst, I can say: there is a path forward,
and with support, kids can recover from these situations. Yes, prevention is best, but
if something does slip through, it's not the end. With love, counseling, and time,
wounds heal. Families sometimes come out stronger and closer after facing a crisis

together.

In summary, knowledge and communication are your best allies. You don't need to
be a tech expert or a psychic to keep your kids safe online. You just need to be
involved, informed, and compassionate. In the next sections, I'll boil down the key
points and provide some concrete takeaways, conversation starters, and action steps

you can use right away.

KEY TAKEAWAYS

Most teens aren't sexting, but many are exposed to it: About 1 in 5 teens have sent a
sext, and 1 in 3 have received one (Sexting). Even if your child isn't sending, they
could still be impacted by peers who do.

Once an image is sent, control is lost. Teens often trust the recipient, but roughly
14% of teens have had private images forwarded without consent. A single
forwarded photo can lead to widespread humiliation, bullying, and emotional

trauma for the victim.

Sextortion is a growing threat. Predators are contacting minors online, posing as
peers, to solicit explicit images and then blackmailing them. The FBI reports an
explosion of cases — thousands of victims in recent years — and at least a dozen U.S.

teens died by suicide in 2022 due to sextortion. Boys are especially targeted in finan-
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cial sextortion scams, but girls are targeted too, for both images and in-person

exploitation.

Predators aren't always “strangers” in the traditional sense. They often hide behind
fake profiles that look like another teen. Kids may feel like they know them. And
sometimes, the exploiter is someone the teen knows — a classmate, friend, or romantic
partner who betrays their trust. Teens may face pressure from a boyfriend / girlfriend
to send pics, or threats from an ex holding old photos. Exploitation can come from

people teens interact with daily, not just faceless internet trolls.

Accepting unknown friend requests is risky. A large majority of teens (well over
2/3) have accepted friend or follow requests from people they don’t know in real life,
greatly increasing their exposure to potential predators or fake accounts. Emphasize
to your teen that online “friends” should meet the same trust standard as offline
friends.

Consequences can be legal. In many places, explicit images of minors are illegal to
possess or share. Teens have been suspended, expelled, or even charged for distrib-

uting nudes of peers. It's a serious matter — not just “kids being kids.”

Shame and fear keep kids silent. Victims of sexting incidents or sextortion often
don't seek help because they fear punishment or embarrassment. Making sure your
child knows they can always come to you if they're in trouble — and that you will

support them — is crucial for breaking that silence.

CONVERSATION STARTERS

Opening a dialogue about sexting and online safety can be tough. Here are some
specific, non-judgmental questions you can ask to get the conversation going with
your child:

“What apps or sites are most popular in your grade right now?” Start broadly. Let
them teach you about their world. This can naturally lead to topics of what they see

on those apps.

“Have you ever heard of anyone at your school sending 'nudes' or being asked for
one?” Posing it as something you've “heard happens” elsewhere can make it less
accusatory. It gives them a chance to share gossip or stories they know, which can
segue into what they think about it.

“Do you know what you would do if someone — even a friend — asked you to send
a risky photo?” This is a hypothetical that helps them think through a response.
Listen to their answer calmly. If they're not sure, that's an opening to discuss strate-
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gies (like saying, “nah, my parents would kill me” as an excuse, or simply blocking
the person).

“What would you do if you received an inappropriate picture of someone you
know?” Another scenario to explore. Emphasize that forwarding it can harm that
person and possibly get them in trouble. See if they understand the importance of not
participating in the spread.

“Have you ever been contacted by someone online that you didn't know? How did
you handle it?” Many kids have normalized it by acknowledging it's common, then

stress safe handling (not responding, blocking, telling an adult if it was weird).

“Do you keep your accounts private? Who do you let follow you?” Rather than
telling them what to do, ask them their approach. If they admit to lots of strangers,

resist scolding; instead, discuss how some people aren't who they say they are.

“Why do you think some kids feel pressure to share stuff online? What would you
say to a friend who felt like they had to send a sext?” This invites them to
empathize with others and articulate advice, which in turn reinforces their own prin-
ciples. Sometimes kids give great advice to “a friend” that they need to take
themselves.

Remember to listen more than you speak during these talks. The goal is to get insight
into their perspective and to gently guide, not lecture. Stay calm, no matter what you
hear - if a teen confesses a close call or a mistake, thank them for being honest and

brave.

ACTION STEPS

Here are practical steps you can take immediately to help protect the young people in
your life online. These are aimed at parents, but educators can also adapt many of
these for school settings:

Check Privacy Settings Together. Sit down with your child and go through the
privacy settings on their apps and social media accounts. Make sure their profiles are
set to private, so only approved friends can see their content. Disable location sharing
on apps where it isn't necessary. This not only protects them from strangers seeing
their info, but it's a great opportunity to talk about why these settings matter.

Clean Up the “Friends” List. Challenge your teen to go through their friends/fol-
lowers and remove anyone they don't know well. It might be hard for them to delete
“followers” (social media popularity is a thing), so frame it like a quality-over-quan-

tity game. Maybe set a goal: remove 10 people whom you can't identify or haven't
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talked to in the last year. Emphasize that a smaller circle of real friends is safer and

ultimately more meaningful.

Use Parental Control Tools (Appropriately). Install or enable parental controls
appropriate to your child's age. For younger kids, you might use stricter filters and
monitoring. For teens, maybe you use a gentler approach, like getting alerts for
certain red-flag keywords or images, rather than reading everything. Be transparent
about it; tell your teen what you're monitoring and why. As they demonstrate
responsibility, you can ease up. It's not about spying — it's about safety nets.

Role-Play Responses. Practice with your child how to respond if someone crosses
the line online. It might feel silly, but it works. For example, have your teen practice
saying (or texting) something like, “I'm not comfortable with that, let's talk about
something else,” if a convo gets too sexual. Or role-play them coming to you with a
problem: “Mom/Dad, I need your help — I think I messed up.” Then you practice
staying calm and supportive. This can really make it easier for them to do it for real.

Know the Reporting Channels. Make a note of resources. If you ever suspect your
child is being exploited or extorted, you can report it to the CyberTipline (NCMEC)
or call law enforcement. Even if you just have a “bad feeling” about someone your
kid is talking to online, you can reach out to local police for advice. Save the FBI's
Internet Crime Complaint Center (IC3) or local field office number. It's better to
report early than to wait. Also, teach your teen how to use the block and report func-
tions on the apps they use. If someone sketchy contacts them, block first, then tell a
trusted adult.

Stay Informed & Involved. The internet isn't a set-and-forget thing. Apps update,
new platforms emerge. Make it a habit to occasionally read up on the latest popular
teen apps (today it might be Snapchat or TikTok, tomorrow something else). Attend
parent info nights if your school offers them. Engage in your child's digital life — not
as a tyrant, but as an interested participant. Maybe play the video game they love, or
watch some TikTok videos together (on their feed or a curated “safe” feed). Not only
will this give you insight into what they're seeing, but it also shows your child that
you respect their interests. Kids are more likely to listen to your guidance if they feel

you “get” their world, even a little.

For Educators. Incorporate digital safety into your curriculum or advisory programs.
Even a short monthly discussion or a bulletin board about online safety tips can rein-
force these messages. Invite experts (like school resource officers or cyber-safety
professionals) to speak to students and parents. Create a school culture where
students feel comfortable reporting concerns about classmates potentially being in

risky online situations. Sometimes peers know before adults do - if a student hears
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that someone is being blackmailed or harassed online, they should feel empowered
to tell a counselor or administrator, who can then involve parents and authorities.

By taking these steps, you're building a safer environment around your child. You're
showing them that while the online world has hazards, they are not alone in dealing
with them. Just as you taught them to look both ways before crossing the street,
you're teaching them how to navigate the information superhighway with caution
and confidence.

Sexting and online relationships are realities of today's teen experience. We can't put
the genie back in the bottle — technology is here to stay — but we can educate and
empower our kids to use it wisely. As a fellow parent, I urge you to keep learning,
keep talking, and keep the faith. Our kids are listening more than they let on, and
with our guidance, they can make smart choices even in a digital world full of temp-
tations. Stay vigilant, stay involved, and give yourself some grace, too — this is chal-
lenging terrain to parent through. Together, by fostering open communication and
clear boundaries, we can help ensure our children form safe, healthy online relation-
ships and know how to protect themselves from the dangers that lurk in the shadows
of the internet. They have a bright future ahead — let's help them shine online and off.



CHAPTER 8

ONLINE SEXUAL AND
VIOLENT CONTENT

I remember the call clearly. It was a typical weekday evening, around 7:30. I was
sitting at the kitchen table, helping my youngest son with his math homework, when
my phone lit up with a number I didn't recognize. I let it go to voicemail at first, but
something nudged me to listen a few minutes later. A woman's voice, shaky but

determined, filled my earbuds.

“Hi... um, my name is Danielle. You spoke at my daughter's school a couple of
months ago about online safety and screen time. I didn't know who else to call.

Something happened. Something awful. And I'just... I need help.”
I called her back immediately.

Danielle's daughter, Hannah, was twelve years old. Sweet, shy, bookish. One of those
kids who still played with LEGO and loved the Harry Potter series. She wasn't the
type of kid you'd expect to run into anything troubling online. But that's the thing

about the Internet—trouble doesn't care who your child is.

That week, Hannah had been using the family iPad to do a school project. She was
researching female inventors and typed “famous women in history” into the search
bar. One of the results was linked to a blog post, but when she clicked on it, it redi-
rected her to a site that displayed graphic, adult images. Hardcore stuff. She didn't
even understand what she was looking at. She dropped the iPad on the floor and ran

to her room.

Danielle didn't find out until the next day when she noticed Hannah wouldn't eat,
wouldn't talk, and was suddenly terrified of going back online. She finally broke
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down and told her mother what she had seen. “It was... people hurting each other.
Naked. I don't know what it was, but it made my stomach hurt,” she'd said, sobbing.

Danielle told me she'd tried to comfort her daughter, but Hannah was inconsolable
and full of shame. “She thinks she did something wrong,” Danielle told me through
tears. “I just want to undo it. I want to erase what she saw. Can you tell me how to fix
this?”

After two decades helping parents navigate their child’s digital world, I've
responded to countless situations involving kids and explicit content. But as a father
myself, I always feel the same ache in my chest when I hear a story like this. A child's

innocence isn't something you can reinstall like a corrupted app.

I told Danielle the first thing she needed to do was reassure Hannah that she wasn't
in trouble. “Let her know it's okay to feel scared. She didn't do anything wrong—this
is something that happened to her, not because of her.”

We walked through the next steps: validating Hannah's emotions, sitting with her as
she talked (if she wanted to), and keeping their time together calm and safe. I also
recommended keeping screens off for a couple of days, replacing them with
comforting routines, such as walks, card games, or whatever gave Hannah a sense of

normalcy. I could hear Danielle scribbling notes, nodding silently on the other end.

Then I gave her two more critical pieces of advice: First, take control of the iPad.
Install proper content filters, check search history, and create a safer browser environ-
ment. Second, keep this conversation going—not just for now, but as part of their
new family norm. “You've opened the door,” I told her. “Now leave it open. Don't
wait for her to come to you next time. Keep checking in. Make online life something

you talk about—not just monitor from a distance.”

We ended the call with a plan in place. She thanked me—sincerely, tearfully—and
promised to take the pressure off herself. “I know I can't protect her from every-

thing,” she said. “But I can be there. I can listen. And I can learn.”

That's what stuck with me: her willingness to learn. And it reminded me why I do
this work—not to preach or police, but to help parents stand beside their kids when
the world gets overwhelming. Danielle didn't just make a call that night. She took the
first step in reclaiming the conversation and building a safer, more connected rela-

tionship with her daughter.

Sometimes, the most powerful thing a parent can say isn't “Don't ever look at that

again.” It's, “I'm here. Let's figure this out together.”
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I've seen the Internet's promise and peril firsthand. I've watched kids accomplish
amazing things online — learning new skills, connecting with faraway friends, and
even using social media for good causes. But I've also seen the other side: curious
kids innocently stumbling onto explicit images or violent videos that they were never
meant to see. The Internet is truly a double-edged sword. On one hand, it's a
powerful educational and creative tool; on the other, it can easily expose a child to
sexual or violent content that can be confusing or even frightening. Studies confirm
this: for example, one analysis found that 93% of boys and 63% of girls report being
exposed to internet pornography by age 18.! It happens more often than most

parents realize.

This conversation matters because early exposure to adult material can have real
consequences on a child's development and worldview. Research shows that chil-
dren's brains are not equipped to process such adult experiences; early exposure to
pornography is linked to negative outcomes like accepting sexual harassment,
rigid gender roles, unrealistic expectations about sex, and even depression and
aggression later on.” Similarly, frequent exposure to violent media can dull
empathy and prime aggressive thoughts and behaviors. In one study of violent
media, even modest exposure was associated with more bullying and aggressive

behavior.?

Parents often feel powerless when hearing this. But you are not powerless. My goal
in this chapter is to provide you with practical, realistic guidance—backed by both
my on-the-ground experience and the latest scientific research—to turn the tide in
your home. We'll discuss exactly what kinds of content to watch for, how to talk to
kids of every age about it, how to set up a safe environment at home, and what to do
if your child has already seen something disturbing. By the end, you'll have specific
conversation scripts, tips, and actionable steps to protect your child and maintain
open communication channels. You are not alone in this, and you can make a
difference.

UNDERSTANDING THE RISKS
What Kind of Harmful Content Are We Talking About?

Not all screen time is equal. When we talk about adult or violent content, we mean

things that are not suitable for young minds. This includes:

Pornographic or sexually explicit material. Any images, videos, or apps showing
sexual acts or nudity intended to arouse. This can range from softcore erotic images

to hardcore pornography. For example, “internet pornography” (videos or images
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meant for sexual arousal) is ubiquitous; by high school, almost all boys and most

girls have seen it. That content can be as extreme as rape, incest or torture scenes.

Sexualized content with violence or minors. Even if labeled as pornographic, some
videos include sexual violence (rape, assault) or the exploitation of minors. This is

both illegal and highly disturbing.

Graphic violence: This includes movies or clips depicting shootings, murders,
terrorist acts, severe accidents, or animal cruelty. In today's media environment,

violent content can pop up in video games, TV, or even short videos on social apps.

Hate and extremist content. While our focus is on sex and violence, remember that
any content that dehumanizes or threatens (violent ideologies, hate speech) is also
harmful for kids.

Self-harm or other inappropriate content. Images or videos showing suicide, mutila-

tion, or extreme drug use can be very distressing to a child.

Grooming and explicit chat. Apps or messages where adults try to entice kids into
sexual talk or meetings. These often begin innocently and can escalate into something

more serious.

In short, inappropriate content covers any media that shows adult sexual behavior or
graphic violence. Internet security experts warn that it's never been easier for a
curious child to find these things. Research by the Internet Matters Foundation found
that as children become more active online, it's more likely they'll stumble across
inappropriate content — everything from violent videos to adult jokes or suggestive

images. In surveys of parents, 75% expressed concern about this exact threat.*

HOW KIDS ARE STUMBLING ON THESE SITES—EVEN WITHOUT
TRYING

You might wonder, “How would my kid ever get there?” The truth is, they often end
up exposed accidentally or through everyday use of technology. Here are some

common ways it happens:

Algorithms and autoplay on video platforms. Imagine a tween searching YouTube
for “Minecraft tips” or a funny cartoon. A recent study simulated kids' searches on
YouTube and found that even innocent queries often led to thumbnails or suggested
videos with violent or frightening images. Automated recommendation engines try
to keep kids watching, and sometimes that means clicking from a benign video into a
disturbing one. The Michigan Medicine study warned that kids spend lots of time on
video-sharing sites, and “platforms with billions of hours of content can't review
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everything,” so imperfect algorithms can feed them violence or graphic images.” In
my own home, I've seen it: my son will ask Alexa to play a cartoon, and a moment

later, I'm seeing an ad for a horror trailer.

Keyword or image search “accidents.” Children don't always type carefully. A
misspelling or typo (searching “piggys” instead of “Piggy” game) can redirect them
to unintended sites. Or a reverse image search for a meme can end up finding porno-
graphic matches without them realizing it. In one case on my watch, a 10-year-old
girl tried an innocent image search on Google and unwittingly got explicit thumb-
nails mixed in.

Apps and games with user-generated content. Platforms like Roblox, Minecraft, or
even virtual reality games often let users create their own mini-games or rooms.
Some of those user-made games contain sexual or violent themes. For example,
parents have reported kids stumbling into “adult” chat or hidden games on Roblox
with sexual content. As one guide bluntly warns, an open-world game like Roblox
(popular with ages 5-12) can contain profanity, sexual content, or simulated violence
made by other users.® Likewise, some mobile games or chat apps (like older
messaging apps or anonymous chat services) are essentially gateways to adult chat

rooms or illicit images.

Social media and hidden sharing. Kids today are savvy. They know that platforms
like Twitter or Tumblr aren't as closely monitored as, say, YouTube Kids. Some
teenagers use Twitter as a “private Google” for porn because it leaves less trace.
Others might get images or links in a group chat and think, “It must be okay if my
friend sent it.” Even hashtags or TikTok challenges can normalize sexual content (like
“#HumpingTikTok” or “#XboxSexChallenge”).

Clickbait and spam links. On any site — even child-friendly ones — pop-up ads or
“click here for a surprise” can redirect to porn or gore. I recall a middle-school
student who got a pop-up on a gaming site promising a cheat code; instead, it loaded
a lurid video.

Friends and classmates. Peer-to-peer sharing is a significant factor. A classmate
might show a graphic meme or dare someone to watch a viral video. In my School
Resource Officer role, I've spoken to kids who let their guard down at sleepovers or
while playing online games and suddenly saw something shocking on a friend's
phone.

In short, a child doesn't have to be searching for it to see it. Many kids “stumble into”
explicit content by accident, just as one mom who wrote about her child's porn expo-

sure noted.” This is why being proactive, rather than reactive, is so important.
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HOW EARLY EXPOSURE CAN AFFECT A DEVELOPING BRAIN

Children are not tiny adults. Their brains are still building the architecture that
controls impulse, empathy, and understanding of the world. When they're
confronted with adult sexual or violent scenarios, their developing brains can be
deeply impacted. Research from neuroscience underscores this danger. For example,
intense stimuli like pornography can rewire young brains' reward circuits. As one
expert explained, porn triggers abnormally high spikes in dopamine (the “reward
chemical”), which can damage the brain's reward system over time. In practical
terms, a child repeatedly watching pornographic images may find themselves
building a tolerance, needing more extreme content to feel the same “thrill,” and

potentially having difficulty feeling normal intimacy later on.®

Moreover, children up to about age 7 or 8 often cannot clearly distinguish fantasy
from reality. A young child might see actors in a sexual or violent scene and inter-
nalize it as real. Psychologists call this fantasy-reality confusion. For example, a first-
grader who sees a graphic cartoon might become convinced that it represents a truth
about his world. In one study, children under the age of seven were found to have
serious trouble differentiating between screen content and real life.” This confusion
can lead them to either imitate behaviors they saw or internalize fears and fantasies
that should be out of reach.

Exposure to graphic sexual content can also shape how a child sees relationships
and themselves. Research links early porn exposure with acceptance of sexual
aggression and negative attitudes toward women, because porn often portrays
harmful stereotypes. It also elevates risks of anxiety and depression — the younger
the exposure, the greater the likelihood of later mood disorders. One review noted
that first exposure to pornography is “especially detrimental to children,” leading
to higher acceptance of rape myths and sexual harassment, and setting the stage
for difficulties in intimate relationships and even problems like body dissatis-

faction.'?

Violent content similarly has measurable effects. A major scientific review just last
year found that screen violence (on TV, games, YouTube, etc.) is associated with
decreased empathy and increased aggressive thoughts and actions in children. Such
exposure can desensitize a child to suffering. The American Academy of Pediatrics
recognized this effect two decades ago, warning that media violence contributes to
aggressive behavior, nightmares, and fear of being harmed.!! With developmentally
immature brain circuits for emotion regulation, a child exposed to a sensational
shooting or torture scene might have nightmares or heightened anxiety about their

safety, even if it happened on a screen and far away.
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Exposing young brains to adult content is a risky experiment with long-lasting reper-
cussions. It's not just about what they know in the moment: it can change how they
process emotions, understand relationships, and behave socially. That is why preven-

tion and guidance are so crucial.

SEXUAL SCRIPT THEORY: LEARNING FROM MEDIA

Sexual script theory explains that people internalize “scripts” for how sexual encoun-
ters should unfold based on cultural influences and media examples.'? In simple
terms, children and adolescents learn what to expect and how to behave in sexual
situations by observing the cues around them, including what they see on screens.
When healthy guidance is absent, young people may turn to online media as a
default source of guidance. Unfortunately, pornography has become a primary
source of sexual education for many youth, and mainstream porn tends to revolve
around a narrow, often unhealthy script.!® These pornographic scripts convey
specific messages about roles (typically dominant men and submissive women),
what is “desirable” behavior, and how partners should act. Over time, repeated expo-
sure to these media scripts can embed them in a young viewer’s mind as the stan-
dard template for real-life sexual encounters.'* In short, what kids see in porn can

become the mental blueprint they carry into their expectations about sex.
Violent and Degrading Scripts in Online Porn

A disturbing hallmark of mainstream online pornography is its emphasis on coer-
cion, humiliation, and violence, especially toward women. Content analyses of
popular porn videos find high levels of aggression. One study of thousands of scenes
on major porn websites found that 35-45% of scenes contained at least one act of
physical aggression (such as spanking, choking, or slapping).'> In 97% of those
aggressive scenes, the target of the aggression was a woman, while men were usually
the aggressors.!® Another analysis of best-selling porn videos reported even higher
rates, with 88% of scenes containing physical violence and nearly 49% containing
verbal aggression (e.g. name-calling).!”"!8 Porn scripts rarely show any discussion of
consent or mutual agreement; instead, acts are initiated without discussion. Women
in these videos are generally portrayed as either welcoming or indifferent to the
aggression. Targets of pornographic violence most often appear to respond with plea-
sure or neutrality, and negative reactions are rare.!” Porn thereby sends the message
that sexual violence is a normal part of sexual pleasure.?’ There are typically no nega-
tive consequences or repercussions shown when someone is coerced or hurt in a
pornographic scene?! — the abusive behavior is depicted as acceptable and even

enjoyable. Over time, young viewers internalize these cues. They learn a distorted



PARENTING IN THE DIGITAL WORLD 207

script in which dominance, degradation (such as using slurs or rough treatment), and
ignoring a partner’s discomfort are portrayed as normative aspects of sex. This
stands in stark contrast to healthy sexual relationships, which center on mutual
respect, consent, and equality — elements virtually absent in mainstream porn’s

narrative.
Impact on Adolescents’ Attitudes and Beliefs

Exposure to porn’s aggressive scripts during formative years can profoundly skew
adolescents’ beliefs about sex, consent, and gender roles. Research shows that teens
often perceive porn as a template to imitate. In interviews, adolescents admit trying
to copy porn in their sexual encounters, and feeling pressure to re-enact the extreme
acts they see online.?? Such behavior reflects the power of sexual scripts: when porn
is their teacher, young people may assume that “everyone does it this way,” or a boy
might think, “this is what women want.” Consequently, youth with heavy porn
exposure tend to believe violence or coercion in sex is normal — or even that women
enjoy being dominated or hurt, because that is what porn routinely depicts. Studies
have repeatedly found that greater pornography consumption is associated with
more permissive attitudes toward sexual aggression and higher acceptance of “rape
myths” (false beliefs that, for example, women incite or secretly desire rape).* In one
survey, college-age individuals who watched porn daily were significantly less
comfortable with the idea of asking for or obtaining clear consent, whereas those
who did not watch porn held more positive, respectful attitudes about sexual
consent.?* Other research indicates that frequent porn users are more likely to objec-
tify women and trivialize the importance of consent.?> Alarmingly, some studies
report that young men who consume a lot of porn show a greater willingness to
coerce or force a partner if they believe they could get away with it.2® While not
every teen who watches porn will adopt these extreme views, the overall trend is
clear: pornography use correlates with attitudes that normalize sexual violence, enti-
tlement, and gender inequality.?” A comprehensive review of the literature concluded
there is “little doubt that, on average, individuals who consume pornography more
frequently are more likely to hold attitudes conducive to sexual aggression”.?® These
findings suggest that when adolescents learn about sex from porn, they may come to
accept harmful behaviors — like coercion, disrespect, and misogyny — as acceptable

parts of sexuality.
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Early Exposure: Shaping Intimacy, Power, and Gender

The younger a child is when exposed to pornography, the more deeply these
distorted scripts can take root before healthier perspectives have a chance to form.
Early and frequent exposure essentially primes a child’s developing mind with
pornographic notions of intimacy, power, and gender roles. Instead of seeing sex as a
loving, mutual exchange, children may begin to view sex as a performance or power
contest. For instance, pornography almost always casts men as the dominant actors
(actively pursuing, controlling the encounter) and women as the submissive recipi-
ents. This can teach boys that male sexual success means exerting power and
persuading or pressuring partners, and teach girls that their role is to please at all
costs and tolerate disrespect. Research has noted that pornography use is linked to
stronger gender-stereotypical sexual beliefs — for example, the idea that men are
naturally aggressive in sex while women are merely passive or objectified partici-
pants.”? Over time, children who repeatedly see such portrayals may internalize
these as normal gender norms. Moreover, early exposure to porn has been associated
with troubling attitudes later on; one study found that women who had been
exposed to pornography in childhood were significantly more likely to accept rape
myths and even fantasize about rape scenarios in adulthood.*® This suggests that the
lessons absorbed in youth can have long-term effects on one’s sexual mindset.

Pornography-fueled scripts also distort young people’s understanding of intimacy.
Porn seldom shows emotional connection, communication, or respect — it’s focused
on physical acts and domination. Children who rely on these scripts may struggle to
understand the real importance of trust, affection, and consent in relationships. A
study of young men found that.?! Those who habitually used porn were more likely
to measure sex by porn’s standards — leading them to fixate on performance and
mimicry of porn acts, sometimes even needing to mentally replay porn scenes to

maintain arousal.??

They also reported greater anxiety about their own sexual perfor-
mance and body image, likely because they were comparing themselves to porn
actors.’ In essence, when porn provides the script, it can crowd out the development
of a healthier internal model of sexuality — one based on mutual care, respect, and
realistic expectations. Instead, the child may come to equate sex with dominance,

exploitation, and impersonal gratification.
What Do You Want Your Child’s Template to Be?

As parents, we naturally want our children to grow up knowing what a healthy,
loving relationship looks like—one built on trust, empathy, and respect. Imagine
your child entering their first meaningful relationship, carrying a clear under-

standing of boundaries, consent, and genuine care. That vision is far removed from
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the distorted, often harmful picture presented by online pornography. By engaging
openly and honestly about sexuality, you have the power to shape your child’s
internal template for intimacy. It's not about frightening or shaming them, but rather
nurturing their ability to recognize kindness, mutual respect, and genuine affection.
Let your family values guide these conversations, so that when faced with confusing
or unhealthy messages, your child can confidently distinguish between fiction and
reality. Ultimately, your voice matters most; it can become the guiding script your

child turns to as they navigate relationships throughout life.

STARTING THE CONVERSATION

Talking to your child about sexual and violent content can feel awkward, but silence
can leave them dangerously uninformed. As a father and as a School Resource Offi-
cer, I know one thing: it's always better to have an open line of communication before

trouble arises.
When Should I Talk to My Child About This?

Start early, and talk often. Don't wait for “the right moment,” because that moment
usually passes quickly. By the time most parents think, “Oh, maybe I should talk
about porn and violence,” their kids may already be seeing it. Consider that in
surveys about pornography exposure, about 15% of kids reported seeing porn by age
11. Some sources even find that among 11-17 year olds, 20-38% have looked at porn
in the last year.** This means children are encountering sexual content before they
reach middle school. If we wait until a talk at age 13, we may have missed a whole

critical period.

Pediatricians and child experts advise having these conversations as soon as your
child begins to use the Internet independently. That can be around ages 8 to 10 for
many families. In our home, we started very simply when my boys were about 8: I
just said, “Hey, you know there are some pictures on the Internet that are only for
adults. If you ever see something like that — it might make you confused or uncom-
fortable — please come tell me, okay?” It was a short chat, but it set the stage. From
that point on, we had a rule: our phones and tablets stay in the living room when

they are in use, and I check in periodically.

As Sharon Richter, a pediatrician, advises: “It's up to you to decide what you want to
communicate to your children about sex and to start the dialogue early with ongoing
conversations throughout their development.”3> In other words, don't delay. Better to
plant the seed early and water it with periodic talks than scramble later to address
something that's already affected your child.
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WHAT SHOULD | SAY? SCRIPTS FOR EVERY AGE

Talking with teens about pornography can feel awkward or overwhelming. Parents
often start with a strict “just don't watch it” approach. Simply forbidding porn isn't
enough — kids need to understand why. Pornography isn't neutral; it actively affects
brains, relationships, and even fuels criminal exploitation. In a warm, honest conver-
sation, parents can explain the bigger picture, so teens have the knowledge and
values to make informed decisions on their own. The way you phrase things will
naturally depend on your child's age and maturity. Here are some examples of how
to approach different stages, always using simple, honest language and an empa-
thetic tone.

For elementary-aged children, aged 5 to 8 years old, keep it very basic. You might
say, “Sometimes on the Internet, there are pictures or videos that are meant only for
adults. These are things kids should not look at. If you ever see something like that
and it confuses or scares you, please come and tell me right away. No matter what, I
love you and I will help.” Emphasize that it's okay to come to you if they see some-
thing strange. You could add a little rule, like “If a video or game asks us to scroll

down or type in a password and it seems weird, ask me first.”

When our children enter the tween years, nine to twelve years old, you can be a bit
more specific. For example: “I know you're curious about many things, and the
Internet has lots of answers. But not everything online is real or good for kids. Some
websites have pictures or videos of people being nude or doing private things. If you
ever see anything like that, I want you to close it and tell me. Also remember that
real life is different from what you see on screen — love and sex in real life come later,
and sometimes the Internet lies about what love looks like.” Keep the tone calm and
non-judgmental. You could give them ways to respond: “If a friend shows you a
picture and you feel weird, it's okay to say ' don't want to see that' and tell me
later.”

Children in their teen years, thirteen years old and older, likely already know what
porn is or have heard about it. You can address it directly but respectfully. For exam-
ple: “By now, you might have heard about pornography — that's when people make
videos or pictures of sexual activities for adults. The thing is, pornography is not a
healthy or realistic guide to sex. I want you to know that some kids your age see
porn, and that's not okay because it can give you a lot of false ideas and even hurt
people in those videos. If you ever see something like that that bothers you, you
should talk to me or a trusted adult.”

Additionally, discuss consent and respect. “No matter what you see, always
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remember real relationships require respect and consent. And anything depicting

someone being hurt or forced is not love.”

The conversation about why we should say “no” to pornography is very similar to
the conversation we might have about drugs. It's natural for your child to be curious,
and frankly porn can be found nearly everywhere you go on the Internet. Having
this conversation will help them internalize the reasons for avoiding harmful online
content when you are not around or if it is being offered to them on a friend's device.
Below we explore four evidence-based harms of porn and give practical tips on

building refusal skills, critical thinking, and trust.

FRAMING THE CONVERSATION: BRAIN, WOMEN, FAMILIES &
HUMAN TRAFFICKING

Pornography has real impacts backed by research. It can hijack a teen's developing
brain, warp attitudes about women and consent, erode family intimacy and trust,
and even feed the global sex trafficking industry. It's vital to explain these harms
clearly:

Porn Harms the Brain

It's natural to wonder what happens inside your child's brain when they watch
pornography. In simple terms, porn is a very powerful stimulus for the brain's
reward system. When a teenager views explicit images or videos, their brain releases
a burst of dopamine — the same “feel-good” chemical that lights up when we eat
tasty food, play games, or have fun experiences.*® This surge of dopamine makes the
experience memorable and exciting. Think of it like the brain's way of saying, “Wow,

177

that felt good — do it again

Over time, however, something important happens: the novelty wears off, and the
brain's response can start to fade. The very first time your teen experiences some-
thing new, their brain stores that memory and signals, “Let's do that again!”
However, if they repeatedly watch similar material, the brain becomes accustomed to
it. Researchers explain that the brain builds a tolerance to the constant flood of
dopamine.?” In practical terms, this means your teen might find the same videos less
exciting than before. To chase that same thrill, they may feel drawn to watch more
frequently or seek out more intense or graphic scenes.’® This isn't about lack of
willpower — it's how the brain's learning and reward system works, almost like

needing a bigger push on a swing to reach the same height.

Unfortunately, the “more extreme” stuff teens might seek often involves scenes of

aggression or abuse. Many popular porn scenes include actions like coercion, slap-
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ping, or other rough behavior — usually with women being hurt or demeaned, even if
the videos portray them as enjoying it.>* Studies have found that the vast majority of
mainstream porn clips contain some verbal or physical aggression, often focused on
women. Seeing these scenes repeatedly can send a confusing message, as it starts to
normalize those behaviors. For example, acts like sexual choking or humiliation,
which can be dangerous and frightening in real life, are shown so often that some
young people might mistakenly think they're a regular part of sex. (In reality, things
like choking can cause serious injury and should always involve clear consent.*

This cycle - feeling a big dopamine rush, needing more to feel the same, and turning
to rougher content — can eventually become hard to break. Experts note that
teenagers' brains are especially vulnerable during this time. A teen's reward system is
more active, and their self-control parts are still developing, so they naturally seek
intense, new experiences.41 In other words, their brains are “learning machines” that
soak up rewarding experiences more intensely. That means if a habit of watching
porn takes hold, it can feel very compelling. Over weeks or months, what started as
curiosity can turn into a pattern of “problematic use” — basically, the brain getting
stuck chasing that dopamine again and again. This is not a moral failing at all, but
rather the brain's wiring at work.

The good news is that understanding this can help you talk with your teen in a
caring way. You might explain, for example: “Our brains really like reward and
novelty. Porn tricks the brain into thinking it got a huge reward, so it wants to chase
that feeling again. If it doesn't get the same hit, it will keep looking for it.” By being
honest and gentle, you can assure them that it's normal for the brain to react this way
— and that taking steps back or setting limits (such as taking breaks or avoiding very
graphic sites) can help their brain reset. Remember, you're not alone in worrying
about this. Many parents find it helpful to use these ideas as a conversation starter, so
teens feel understood rather than judged. With this understanding, you and your
teen can work together to build healthier habits around media and protect that devel-

oping brain.
Porn Harms Women (Objectification & Consent)

It may be hard to hear, but research shows that teens who watch a lot of pornography
often start to accept dangerous ideas about sex and consent. For example, a UK
survey of 16-21-year-olds found that almost half of young people believed girls
expect sex to involve physical aggression, and 42% believed girls enjoy it.*? This isn't
a coincidence. Mainstream porn almost always shows women being dominated or
hurt — in one extensive study, 97% of violent scenes had a woman as the target.*’ In

those scenes, the woman often reacts as if she's okay or even enjoying it. Over time,
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watching that can teach a teen that hurting a woman is “just how sex works,” blur-

ring the line between fantasy and reality.

These portrayals really do shape young people's beliefs. Reviews of the evidence find
a clear link between porn use and acceptance of violence against women. For exam-
ple, teens who watch porn two or more times a week were significantly more likely
to have been involved in a physically aggressive or degrading sex act — either as the
person doing it or the one being hurt. One survey of college men even found that the
more porn a young man watches, the more he will ask his partner to perform the acts
he saw on-screen. A meta-analysis of dozens of studies confirms this pattern: more
porn exposure creates an impersonal, objectifying view of sex that's strongly linked
to aggression.** In short, pornography doesn't just reflect a teen's attitudes — it can

actively shape them toward believing rough or coercive sex is normal or acceptable.

The rise of rough sex trends among young people illustrates the impact of these
messages. Sexual choking or strangulation — once very rare among teens — has
become alarmingly common. Surveys find that roughly half of college-aged women
(and many young men) report having been choked during sex. Dr. Debby Herbenick,
a prominent sexual health researcher, notes that choking “wormed its way” into
young people's sexual repertoire via pornography.*> In other words, teens see it in
porn or social media and start to think it's normal. Some even learn techniques from
online videos. The problem is, choking carries very real risks (from fainting and brain
injury up to, in rare cases, death). And unlike in porn, it's often not truly safe or
consensual in real life. Worryingly, only about a third of teens see any porn that even
shows someone asking permission before sex, so many young people aren't learning
about clear, enthusiastic consent at all — they're learning silence.

What Parents Can Do. These findings sound scary, but there is good news: you can
help counteract them by talking openly with your teen. Stay calm and curious. You
might start by asking what they've seen online and what they think is “normal” or
exciting in sex. Listen without accusing, then point out the differences between
reality and porn with empathy. Emphasize that porn is fantasy — actors are
performing for a camera, and scenes are carefully scripted for shock or drama. If a
porn actress is slapped or choked and doesn't push back, remind your child that in
real life no one should pretend to enjoy that. Most porn never shows a clear “yes” or
“no” - only about one-third of teens ever see a porn scene where someone asks for
permission. Contrast this with healthy intimacy, which always starts with both
people agreeing and feeling comfortable.

Explain reality vs. porn. Let your teen know that what looks sexy on video is usually

acting. If you see a porn scene where a woman is hurt or humiliated, she's almost
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certainly playing a role. In real relationships, people don't hurt each other for fun.
You could point out that one analysis of popular videos found nearly all aggressive
sexual acts were directed at women*® — that's a porn industry pattern, not a healthy

norm.

Talk about consent and respect. Ask how they'd feel if someone treated them
roughly without asking. Make it clear that in any genuine relationship, both people
must agree on what happens. Unlike porn, healthy partners check in: “Are you okay
with this?” “Do you want to keep going?” If a partner ever says “stop” or doesn't
seem into it, both people should stop immediately. Reinforce that kindness, not

dominance, is the foundation of real intimacy.

Model healthy attitudes. Share examples of loving, mutual affection. Remind your
child that mutual trust and care make sex enjoyable for everyone. Encourage them to
ask questions, set boundaries, and respect their partner’s boundaries as well. A good
rule of thumb is that thriving relationships are built on communication and comfort,

not on anyone feeling scared or hurt.

By talking honestly and supportively, you can give your teen the tools to question the
misleading messages in pornography. Remind them that nobody should ever feel
pressured to hurt or be hurt to be loved. With your guidance, they'll learn that
authentic relationships are about respect, consent and mutual enjoyment — the very
opposite of the coercion often shown in porn.*’ ** Your understanding and confi-
dence can help keep them safe and make sure they grow up believing that care and

kindness, not force, are what make love meaningful.
Porn Harms Families (Intimacy, Trust, Marriage)

When pornography enters a couple's life, it can quietly undermine trust and inti-
macy. Numerous studies have linked regular porn consumption to lower sexual and
relationship satisfaction. For example, a large-scale survey of adults found that
people who watch more porn report feeling less satisfied with their marriage or part-
nership. They may compare their spouse to the unrealistic actors on screen, or grow
frustrated when real life doesn't match up to porn's fantasies. Research also shows
higher porn use is associated with lower relationship stability: married couples who

view porn are more likely to consider divorce or report affairs.*’

Parents can explain to teens that intimacy in a real relationship is very different from
what porn portrays. Porn often creates unrealistic expectations (about bodies, sex
frequency, or performance). Over time, relying on porn can make a spouse feel
betrayed (if it's kept secret) or lead to communication breakdowns. The bottom line:

porn is linked with less affection, more secrecy, and more conflict in families.>?
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Emphasize that healthy relationships depend on mutual trust and real emotional

connection — things porn scenes gloss over.
Porn Fuels Human Trafficking and Exploitation

It's hard to hear, but many human traffickers actually force victims — sometimes even
children - to act in porn videos and then sell those videos online. Nonprofit research
shows the average age of minors trafficked into pornography is about 12.8 years old.
The U.S. National Human Trafficking Hotline reports that pornography is one of the
top forms of sex trafficking it sees.’! In other words, when your teen watches a porn
video, there's a chance that somewhere behind the scenes someone was hurt or
coerced. Pornography isn't just fantasy — it can involve very real people being
exploited.

This became painfully clear in late 2020 with the Pornhub case. After a New York
Times investigation exposed videos of abuse and underage performers on the site,
the company took down the vast majority of its content, roughly nine million videos,
that came from unverified users. (In Pornhub's own words, this was to ensure “every
piece of Pornhub content is from verified uploaders.” That means millions of videos,
some of which showed people who had not consented or were underage, were
removed. Even a series called Girls Do Porn was only taken down after multiple
women sued its owners for trafficking.’? In short, even videos that appear “official”

on major platforms can conceal abuse.

It's not only Pornhub. Journalists have documented cases where traffickers use main-
stream sites (like OnlyFans) to exploit women, keeping them captive and forcing
them to post explicit content.>® Police and victim advocates say these large platforms
have become new avenues for trafficking. Meanwhile, the demand for porn is huge —
for context, one report notes that the largest porn site in the U.S. got over 28 billion
visits last year and the industry makes over $13 billion annually.* That enormous
demand fuels the market for all kinds of content, including illegal or abusive videos.
Traffickers see that demand and look for ways to make money, often by hurting
others.

This can be an emotional conversation, so keep the tone caring and open. The goal
isn't to shame but to inform with empathy. You might explain that sometimes what
looks like “normal” porn involves very real people who were mistreated. For exam-
ple, say something like, “Did you know a big porn site once deleted about 9 million
videos because they discovered those videos showed people who didn't want to be
there or were underage?> It means not all porn online is safe or okay.” Make it clear
that anyone forced into pornography is a victim, never the viewer or the child

themselves.
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Focus on people, not guilt.: Emphasize that victims of trafficking are real people
who deserve our concern. You might say, “Some porn videos have been taken down
because the people in them were hurt or were children. Imagine how scared someone
would feel if they were forced into that. None of that is okay, and it's not your fault
that this exists.” This helps build empathy for victims.

Use facts gently. It can be helpful to mention actual cases or news (without sensa-
tionalizing them). For instance, “When people learned Pornhub had millions of
videos with abuse in them,® the company removed those videos. That shows even
big websites can have illegal stuff hidden.” This reassures them that problems have

been identified and actions taken.

Invite questions and feelings. Let your teen know they can always come to you if
something online upsets or confuses them. You might say, “If you ever see something
that makes you uncomfortable or you're not sure about, you can always talk to me.
We can figure it out together.” Avoid punishment or yelling; instead, thank them for

being honest and reassure them you love and support them.

Emphasize consent and respect. Teach that any sex content should involve people of
consenting age and fully willing participants. Encourage them to ask, “Would this be
okay if it were someone I care about?” If a porn scene looks extreme or non-consen-
sual, tell them that's a red flag. Explain that traffickers often look just like ordinary
people, so it's important to remember that behind each video is a human being with
rights.

Promote critical thinking. Help them see that porn is often staged or “for show” and
doesn't reflect healthy relationships. Encourage them to think, “Is this really
respectful or safe?” rather than take it at face value. You might say, “Just because

something is on a popular site doesn't mean it was made safely or ethically.”

Overall, keep the conversation calm and age-appropriate. Reinforce that porn is not
inherently their fault or theirs to manage — it's a complex industry. Your role is to
provide accurate information and support their feelings. By focusing on empathy for
victims and critical awareness of what they see, you help your teen understand the
larger picture without blaming them. The aim is to guide them toward respecting
themselves and others, recognizing that every person deserves dignity and consent,

even in the hidden corners of the Internet.

TIPS FOR OPEN, HONEST CONVERSATIONS

Knowing the facts is one thing; communicating them lovingly is another. Teens need

facts wrapped in empathy. Start by listening before lecturing: ask your teen what
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they've seen or heard about porn and how it makes them feel. Listen calmly, even if it
surprises or upsets you. Showing that you respect their feelings builds trust and

makes them more open.

Explain the Risks Clearly. Share the key points above in age-appropriate language.
For example, you might say, “When people watch porn, their brain gets a big jolt of
chemicals that can make them want even more porn later.’” It's like a video game
that keeps changing to harder levels, and it can be hard to stop.” Or: “A lot of women
in these videos are not consenting — many scenes show violence.® That's not how
people should be treated.” Using concrete examples (not scare tactics) helps teens

understand why porn is problematic.

Ask Questions and Encourage Critical Thinking. Encourage your teen to think like
a detective. Ask things like, “Do you think that scene looks like a real relationship?
Why or why not?” or “What do you think about how she (or he) is being treated in
that clip?” This helps them identify the fakery of porn. Emphasize that porn is a
performance, often scripted by people who don't care about anyone's feelings.
Remind them that true consent involves freely saying “yes” every step of the way —

something pornography rarely shows.

Relate to Values You Both Share. Everyone, including teens, has a moral compass.
Use the values your family holds dear— such as respect, kindness, and faith — as a
guide. For example, if your family believes in treating others with dignity, explain
that porn often violates that value. You could say, “We value honesty and respect,
right? But porn often shows the opposite. Does this make sense in terms of how we

want to treat people?”

Use “Teachable Moments.” If you encounter news or stories about exploitation, traf-
ficking, or even how porn affects the brain, use those as conversation starters. Movies
or TV shows that lightly touch on teen pressures can be a non-threatening way to ask
“What do you think about this?” without pointing to your teen's personal life.

Always keep the tone supportive, not shaming. Let them know that you bring up
these topics because you care, not because you're angry or scared of them. Encourage
questions and be prepared to admit if you don’t know the answer, offering to look it
up together.

HONING REFUSAL SKILLS: HELPING THEM SAY NO

It's one thing to understand why porn is bad; it's another to resist it when it's right
under a smartphone screen. Equipping teens with simple refusal skills and coping

strategies is key. Practice these tactics together so your teen feels ready:
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Pause and Assess. Teach your teen to stop and take a deep breath if something
sexual pops up unexpectedly online. Even a few seconds of pausing lets their
conscious brain catch up and think: “Do I really want to do this?” Encourage strate-
gies such as closing the app or taking a moment to walk away. This short break

breaks the automatic impulse.

Have a Script Ready. Role-play polite but firm responses. For instance, if a friend or
someone online pressures them to watch porn, they can say: “No thanks, that's not
for me,” or “I'm not interested.” Practicing these lines out loud together builds confi-
dence. Emphasize that they don't need to be rude - just firm and clear. Often, a
simple “Nah, I'm good” or “That's not my thing” is enough.

Offer a Distraction. Teach them to switch gears immediately. If a sexual image
appears, they could shout “Freeze!” (It works!), mute the sound, or say, “Yikes, I
gotta go,” and do something else. Having a non-embarrassing exit strategy ready,
such as getting a drink or starting a different app, can save face and boost willpower.
Suggest they keep a list of go-to activities (such as listening to music, texting a friend

about something else, grabbing a snack, or playing a game) to distract themselves.

Use Humor or an “Out.” For younger teens, especially, a bit of humor can defuse
pressure. If an ad pops up, they could jokingly say “Gross!” and switch it off. Or if
with peers, they might pretend they were looking for something else entirely:
“Wrong group, lol!” This buys time and lets them step away.

Build Confidence and Self-Worth. Continually reinforce that your teen has the right
to set boundaries. Praise them when they make a healthy choice (“I noticed you
turned off the screen when that video seemed weird. I'm proud of you.”). A teen who
feels respected and valued by parents is more likely to respect themselves and say no
to things that make them uncomfortable. Encourage hobbies, sports, or clubs that

boost their confidence and identity outside of sexuality.

Create a Family Signal. Some families use a private “code word” or gesture. For
example, a teenager could text a parent a specific emoji or say a pre-arranged phrase
if they feel stuck in a difficult situation. The parents' job is then to help out—no ques-

tions asked. This reminds the teen they aren't alone.

PROTECTING TEENS FROM ONLINE PORNOGRAPHY: VALUES
AND TOOLS

Technology can help — but it's not the only solution. Filters, parental controls, and
device rules can limit accidental exposure. For example, placing computers in shared

spaces, using safe-search tools, or setting curfews on devices can reduce temptation.
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However, it’s crucial to frame these as tools that support healthy habits, rather than
as a means of spying. Explain that the goal is to keep the online environment as safe
as possible until your teen feels confident to navigate it themselves.

More important is fostering an internal “filter” of values and critical thinking. Talk
about respect, consent, and real intimacy in everyday conversations (not just around
porn). Share stories or books with strong characters who treat others with care. High-
light media that models positive relationships. When they hear “Yes” from society to
healthy behavior and “No” to exploitation, they internalize those cues.

Keep communication lines open. Let your teen know they can always come to you if
they accidentally see something disturbing or if a friend pressures them. Thank them
for their honesty. Reassure them that everyone makes mistakes — what matters is
what they do next. For instance, a teen might admit, “I saw a nude picture I shouldn't
have.” Instead of reacting with rage, you might say, “I appreciate you telling me.
Let's talk about why it bothered you and what we can do.” This kind of response
builds trust and often makes it a valuable teaching moment, not a secret shame.

Finally, emphasize natural consequences and positive choices. A teen who misses
sleep, stares at a screen, or feels guilty about something they watched will soon
notice how it actually harms their well-being. Encourage them to see how they feel
after using media. Do they feel excited but then guilty or anxious? That self-aware-
ness is a powerful defense. By combining open dialogue, refusal practice, and values
education, parents give teens a strong foundation. When filters fail or peer pressure

mounts, a teen who values respect and safety will be able to say no on their own.

Together, these steps empower teens to resist online pornography. They learn that
porn isn't just “in the background” - it has real costs. And they see that their parents
aren't just watching their internet usage; they're helping them build confidence,
reason, and values. In the end, loving guidance and trusted conversation are the best
tools a parent can give a teen to say “no” and stay safe in the digital world.

Across all ages, the key is to keep it conversational. Use “I” statements: e.g., “I know
the internet has stuff meant only for adults, and it can be very confusing.” Include
their feelings: “I want to make sure you're never scared or confused by what you
see.” And always let them know you are on their side. A good scripted opening from
therapists is, “I'm so glad we have the chance to talk about this.” That simple line

sets a positive tone and encourages opermess.36
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HOW TO KEEP THE CONVERSATION ONGOING (NOT JUST ONE
TALK)

One-and-done talks rarely work. Think of this like brushing your teeth: something
you do regularly. Integrate online safety chats into everyday life. After a big movie
night, casually mention, “By the way, remember how that movie had a big fight
scene? Those were actors with special effects, not real. Just like movies have special
makeup, some online videos fake things.” Use current events: “Did you hear about
that shooter on TV? Scary stuff. It's normal to be upset.” Or talk while driving, cook-

ing, or walking — situational moments make conversations feel natural.

In practice, I often ask my kids questions like, “Did anything unusual appear on your
phone or YouTube today?” or “I noticed your friend was watching [XYZ]; have you
heard about that?” This invites them to share. If they know we'll bring it up casually,
they might pre-empt me with, “Yeah, I saw a creepy TikTok video.”

Research backs this approach. The American Academy of Pediatrics emphasizes a
“Family Media Plan” and ongoing dialogue, rather than just posting rules on the
fridge. Consultants like Sharon Richter point out that ongoing conversations
throughout development, rather than a single lecture, are the best way to express
your values and keep kids safe.’® Similarly, in one “how-to” guide for parents, the
author stresses that filters alone aren't enough — “the best line of offense and defense

is ongoing conversations” about media.®

So, put a recurring reminder in your calendar: once a week or so, ask about their
online world. Listen more than you lecture. Even if they shrug, you've planted seeds.
Over time, you'll notice your child feeling more comfortable sharing odd online

experiences because you've established a habit of open talk.

WHAT IF I'M TOO LATE? TALKING TO KIDS WHO'VE ALREADY
BEEN EXPOSED

It happens, you discover your child has already seen sexual or violent content. First,
take a deep breath. Panic and anger only make kids shut down. Remember: they
often didn't go looking for it; it likely found them. My advice is to view the incident

as a learning opportunity, rather than a punishment.

Start by reassuring them you are not upset with them for what they saw. One
parenting expert suggests even saying “thank you” so that they're talking to you
now,®! since too many kids would stay silent if they felt ashamed. You might begin

with something like, “I'm really glad you told me. It must have been confusing or
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scary, and I want to help you understand it.” Make eye contact, and keep your voice
calm.

Use gentle questions: “What exactly did you see?” “How did it make you feel?” This
shows that you care about their experience, not just the fact of exposure. Focus on
listening and validating: “I understand that might have been upsetting.” Emphasize
“the content was not okay for you, but seeing it is not your fault.” Kids need to know
they didn't do something “wrong” to deserve it — they need help processing it now.

If the child initiated the discussion, thank them again. If you discovered it, you might
say, “Thank you for showing me. This is why we needed to talk about these things —
so I could help.” This positions you as a team. In any case, avoid scolding, shaming,
or blaming. As one counselor bluntly advises: “Value your child. Avoid shaming or
blaming. Use appropriate body language.”%? Shame can make them fearful of sharing

future issues or even cause deep emotional scars.

From there, you can discuss what they saw in an age-appropriate manner (see below
for processing tips). The important part is that they feel safe with you. If they balk at
talking, you might bring it up gently another time or suggest talking with a profes-
sional if needed. But first and foremost, convey that you are on their side, and you

will get through this together.

PREVENTION BEGINS AT HOME

After talking comes action. You can't police the entire Internet, but you can shape

your home environment and your own behavior to help minimize risks.
The Golden Rule of Digital Parenting: Relationship First, Rules Second

Throughout my career, I've seen more compliance when kids trust their parents. If a
child feels heard and loved, they're more likely to follow rules. Start by building a
strong relationship: have regular one-on-one meetings, share offline hobbies, and
remind your child that you can handle tough conversations. In daily life, they show
an interest in their online world, including friends, games, and trends. That way,

when the time comes to set a boundary, they know it comes from caring.

As one parent resource puts it, children develop healthy screen habits when they see
you using technology in a balanced way.®® So model that balance. Always pair any
rule with love: “I want you to turn off your phone at dinner because I enjoy spending
time with you,” rather than “Put that thing away right now.” Kids can resist rules if
they feel mistrusted or shamed, but they'll cooperate if they know you're watching
out for them.
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Using Parental Controls and Filters (and Their Limitations)

Technology is not foolproof, but it can be a valuable aid. Nowadays, almost every
device has some form of content filter or parental control. You can set up SafeSearch
on Google, enable YouTube's Restricted Mode, and utilize built-in filters on devices
such as phones, tablets, game consoles, and routers. For instance, Apple's Screen
Time allows you to restrict adult content on an iPhone or iPad; Google Family Link
can do the same for Android devices.® Some TV services have children's profiles that
block mature channels. These are like seat belts for the Internet; important, but not

100% safe.® Kids sometimes find ways around them or use a friend's device.

A helpful approach is to have layers of filters. For example, install a filter on your
home Wi-Fi router (to block known porn or torrent sites) and secure each device.
There are apps and services, such as OpenDNS or CleanBrowsing, that block cate-
gories of websites. Your child's school or library computers will also have filtering
software installed. Be transparent about these controls. Tell your child why filters are
there (“they are just for content we agree is inappropriate for your age”), so they
understand it's not about hiding but about safety.

The key is to combine tech solutions with openness. For example, if a filter acciden-
tally blocks an educational video, let them know they can come ask you to unblock it.
And always explain that no filter is perfect. The Focus on Family guide notes:
“Pornography is easily accessible, and children can stumble onto it accidentally.
Filters are like seatbelts. They help keep us safe. However, they are not fool-
proof...” % That's why our best defense is still the ongoing talk. Don't rely on settings
alone.

The Role of Supervised Access and Co-Viewing

For younger children, especially, supervised access works wonders. This means
having kids use screens within sight. Let them pick videos or games, but sit with
them or within earshot occasionally. You'll catch problems sooner and also get to see
what interests them, which makes for great talking points later. Co-viewing can be
beneficial: it turns passive consumption into a chance for learning. If a scary image
appears on screen, you can immediately address it by saying, “Whoa, did you see
that? It looked very violent, didn't it?” This gives kids permission to react and ask
questions.

Even with older kids, try watching a TV show or browsing YouTube together occa-
sionally. For example, if your teenager is streaming a new horror movie or playing a

mature game, ask if you can watch a scene or two together. Make it a casual hangout
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activity. When they sense your involvement, they're more likely to show you unusual

things they come across.

(One caveat: be mindful of inadvertently normalizing everything. If you co-view
something, debrief it afterwards. If your son invites you to watch a prank video with
him, use it to talk about appropriate humor: “That was funny, but did you notice any
mean or hurtful parts? Let's be sure none of our own jokes ever hurt someone's feel-

ings.” This teaches critical thinking on the spot. More on that in the next section.)

TEACHING CRITICAL THINKING TO OUTSMART HARMFUL
CONTENT

No filter or parent can control 100% of the Internet. The other weapon we have is

education. Teach your child to be a savvy media user. For example:

Explain that not everything online is true. If they encounter a sensational image (such
as a CGI demon or a “prank” gone wrong), discuss it as soon as possible. Ask:
“Could this be fake? How would you check?” Even toddlers can learn that screens

sometimes lie.

Talk about creative commons and sharing: sometimes kids see videos or memes that
aren't meant for them. If something feels off (like it's too graphic or sexual), let them

trust their instincts to close it and tell an adult.

Discuss examples: If your child sees a cartoon character with ninja stars and blood,
ask, “Do ninjas in cartoons really fight like that, or did someone add the blood for
shock value?” Or if they see a sexual scene in a video game, pause and say, “Some
games include risque scenes that aren't real life. Remember, real relationships involve

respect.”

Use analogies: Tell them consuming violent media is like eating too much candy—

fun for a moment, but it can mess with their mind and feelings.

By encouraging them to question and reflect, you build their digital self-defense.
They'll start to realize, “This doesn't look right,” and come ask you, rather than

passively absorbing it.

Social Media and Peer Influence: A key aspect of growing up in the digital age is
navigating peer pressure online. Sexting challenges, shock memes, and dares (like
“Let's send each other something sexy!”) can make sexual or violent content seem

normal.
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How Sexting, Memes, and Dares Normalize Dangerous Material

Online social groups can sometimes act like fish bowls. For example, your child
might see a classmate post a crude sexual meme and then hear about it at lunch: “Did
you see what Alex did? I dare you to send a nude! #NoRegrets.” Even younger kids
might get exposed: there have been cases where elementary school groups circulated

porn links via group chats, just because a “friend” did it.

This normalization is dangerous. If everyone else is laughing at a raunchy joke, a
child might feel it's okay to watch or share it too. A lot of violent content also goes
viral as a form of “shock entertainment” (think jumping out of cars with toy guns or
doing dangerous stunts). Social approval cycles can push kids toward more extreme

content just to fit in.

Keep in mind that even if your own family has strict rules, peer groups have their

own culture. You need to equip your child to navigate that pressure.
How to Help Your Child Say “No” to Peer Pressure and Still Belong

This is one of the toughest balancing acts. You want your child to be part of their peer
group (belonging is psychologically crucial for kids), but not at the cost of consuming
harmful content.

Encourage your child with scripts and exits. For example:

If a peer asks them to view or send something inappropriate, teach them simple, safe
responses, such as “No thanks, I'm not comfortable with that” or even a light joke to
defuse the situation. Sometimes, a “My mom is acting like she's tracking my phone —

can we do something else?” can buy time.

Role-play scenarios at home. I once told my daughter, “Imagine a friend dares you to
watch a gross prank video. How would you say no and change the subject?” She

practiced replying: “Nah, that's creepy — let's watch that new cartoon instead.”

Reassure them: Real friends will accept a “no” without drama. If someone reacts by

bullying or excluding them, that friend might not be the best influence anyway.

Also, emphasize shared values. If you've built trust, your child might skip certain
apps or groups entirely because they know you care about their safety. For example,
if they are familiar with “family device rules,” they might join chats more selectively.
You can also suggest healthier alternatives for social connection, such as joining a
moderated online club or playing fun multiplayer games with voice chat, where you

can overhear conversations and engage with others.
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BUILDING YOUR CHILD'S "DIGITAL SELF-DEFENSE" MINDSET

Ultimately, empower your child to be their own guardian. Talk about boundaries: Yes,
sometimes kids share risqué jokes, but that doesn't mean your child has to. Teach them to
check in with their own comfort level. For instance: “If you watch or share something
and it leaves a weird feeling in your stomach, that's an important signal. Come talk to me
about it.” Frame it like personal safety: they wouldn't go into a stranger's house or take

an unknown pill; similarly, they shouldn't “swallow” random media without a check.

Encourage them to be the leader, not just a follower. If their friend wants to watch a
violent fight video, maybe they can suggest an alternative activity instead: “Hey, why
don't we play that new football game or make a silly TikTok about pets?” Giving

them replacements can defuse the lure of harmful content.

Praise them when they do the right thing. If your child resists a dare or tells a friend,
“That's not really my thing,” let them know you saw that as a really mature choice.

This reinforcement helps them feel proud of positive decisions.

By combining rules, open talks, and these practical skills, you arm your child to navi-

gate social media pressure.

IF YOUR CHILD HAS ALREADY SEEN ADULT OR VIOLENT
MATERIAL

Despite all precautions, sometimes kids do encounter upsetting content. If this
happens, how you handle it can make all the difference in helping them cope.

First, Breathe—Your Response Sets the Tone

When you learn that your child has seen something disturbing, the very first thing to
do is to stay calm. This is easier said than done. But your child will mirror your
emotional reaction. If you panic or yell, they will likely feel guilty or terrified of
punishment, and you'll lose trust. Instead, take a moment to breathe and compose
yourself. It's okay to say, “Wow, that must have been really hard to see. Thank you

for telling me,” rather than exploding in anger.

Studies on trauma in children advise: make your child feel safe and act calm, because
children pick up on your anxiety.®’ Even if you want to react strongly inside, put on a
calm voice and gentle expression. You might sit down with a cup of water, gather
your thoughts, and then invite your child to sit with you so you can talk. This low-

stress posture sends the message: we can handle this together.
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Questions That Show You're a Safe Person to Talk To

After taking that calming breath, engage your child in conversation gently. Use open-
ended, non-judgmental questions. For example:

“Can you tell me what you saw, in your own words? I want to understand.”
“How did that make you feel?”
“What were you thinking when you saw it?”

These questions serve two purposes: they gather important information, and they
demonstrate to your child that you care about their feelings. When they answer,
listen patiently and validate. You might say, “It makes sense you're feeling scared or
confused. What you saw is not okay for a kid, and it's normal to feel upset.”

Begin positively: Saying something like “I'm so glad we're talking about this” can
lower defenses.%® Then ask a few guiding questions. At all times, emphasize that they
haven't done anything wrong by seeing it. Your goal is to get them talking so you
know what you're dealing with. If the initial conversation feels too much, don't force

it — you can break it into two short talks.

One very helpful principle is to focus on the behavior or content, not the child. Make
it clear that you are concerned about the content, not accusing them of wrongdoing.
You might say: “What you watched was made by adults and was not meant for kids.
It's not something a child should see. But you are not a bad kid — you just had a really
tough experience, and we'll work through it.”

Processing the Experience: What Kids Need Emotionally and Mentally

Different age groups will process information differently, but all children need reas-
surance, support, and accurate facts after such an exposure. Here are the key things
they need:

Reassurance of Safety: Remind them they are safe now. For younger kids, hugging or
holding them can be very calming. Psychologists note that extra cuddling, hugs, or
just a reassuring pat helps a child feel secure after a frightening event.®” So don't shy

away from physical comfort if your child is open to it.

Emotion Validation: Tell them it's okay to feel upset, angry, or confused. Don't brush
off their feelings. You might say, “I can see this really shook you. It makes sense to
feel scared or upset.” By validating their emotions, you normalize them and make it

easier to talk.
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Act Calm: Keep your tone steady and avoid showing panic. The Child Mind Institute
advises that parents “act calm” after their child sees something scary, because kids
will read your tone.” If you appear frantic, the child may think it's as bad as it seems
or that they're in trouble. Instead, use a soft, low voice, even if your stomach is in
knots.

Information: Answer any direct questions they have as simply and honestly as possi-
ble, taking into account their age. If a child saw a violent scene, explain it in context:
e.g., “That was a movie scene. Those are actors. In real life, those situations are
dangerous and we don't face them at home.” If it was pornographic content, explain
that it was made for adults and often misrepresents reality. Keep it factual, not

moralizing.

Normalizing: Explain that they are not alone. Many kids have seen things that upset
them. You can say, “Some other children have seen scary or grown-up things online,
too. That's why I wanted us to talk about these things — so if it happens to you or a

friend, you know how to handle it.”

Distraction and Normal Routine: After you've talked and validated feelings, help
them return to normal activities gradually. Consider watching a light-hearted
cartoon, drawing a picture, or doing something soothing together. Maintaining

normal routines, such as meals and bedtime, provides comfort.

Follow-up: Check in over the next few days. A simple “Hey, how are you feeling
today?” can open further conversation. Keep an eye out for changes, such as night-
mares, regressions (where younger kids may act younger for a few days), or

increased clinging. All of these can be normal short-term trauma responses.

In essence, give your child a safe space. Remind them repeatedly: you are there for
them. This emotional processing is often as necessary as any “teaching moment” that
follows.

WHEN TO SEEK PROFESSIONAL HELP

Watch your child's reaction in the days and weeks ahead. Most kids will recover on
their own with your support. However, you should consider professional help if you
notice any of the following:

Persistent anxiety or fear: If your child continues to have intense nightmares, panic

attacks, or is constantly scared (far beyond a few days).

Significant behavioral changes: Sudden withdrawal, depression, or acting out (like
aggression toward others) that persists.
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Development of sexualized behaviors: For very young children (under 8), any
continued sexual play with themselves or others that seems explicit or obsessive can
be a red flag, as this is linked to trauma. (Consult a child psychologist in this case.)

Compulsive media habits: If an adolescent seems unable to stop seeking out similar
content, or is “addicted” to online sexual content, secretive about phones, up late

every night, etc.

Signs of trauma: The Child Mind Institute notes that after a truly traumatic expo-
sure, children may need extra support to “recover in a healthy way.” If your child (or
even you as a parent) feels you need help, don't hesitate to seek it. Experts say that if
you or your children “require assistance from a mental health professional, do not
hesitate to ask a doctor or other health care provider for a recommendation.””!
There's no shame in that; therapy or counseling can provide coping skills and reas-

surance beyond what you can do at home.

Remember: early professional intervention can prevent long-term issues. If in doubt,
consult your pediatrician or a child psychologist. They can determine whether what
your child is experiencing falls within the normal coping range or if more support is
needed.

Removing Harmful Content from Devices and Platforms

Finally, if you find the explicit or violent content on your devices, take immediate
practical steps:

Delete It Locally: Clear the browser history, cache, and downloads on the device. If
it's an app or video that was downloaded, uninstall or delete it. You may even
temporarily restrict internet access on that device while you process the situation. (Be
cautious: sometimes, well-meaning parents delete content without telling the child.
This can feel like erasing evidence. It's usually best to do the cleaning with the child

present, so they understand and can actually overcome any urge to retrieve it.)

Adjust Filters and Passwords: Use this as an opportunity to tighten controls. For
example, change any passcodes your child knows if you share a device with them.

Double-check that parental controls are still active and working.

Report Content: If the harmful content originated from a social media platform,
consider reporting it to the platform’s administrators. All major platforms have
“report” tools for pornographic or violent images, and they can remove them for
others (and possibly suspend accounts that break rules). Show your child how to use

the “flag” or “report” feature. For illegal content (like child sexual abuse images,
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which thankfully is rare, a child would see outside targeted exploitation), report it to

authorities (see Resources below).

Document and Preserve (if needed): In more serious cases (for example, if you
suspect your child was deliberately targeted or groomed with this content), don't just
delete the evidence. Consider documenting what happened (using screenshots with
timestamps) and reaching out to law enforcement or the CyberTipline. However, in
typical accidental exposure cases, simply clearing it and moving on is usually

sufficient.

Replace and Redirect: After removal, don't just hand the device back and say, “Don't
do it again.” Engage the child: “Let's set up your home screen now. What apps or
channels do you really like? Maybe I'll show you some safe, fun alternatives.”
Consider adding a parental-approved game or book to redirect their attention for the
next few minutes.

Limit access briefly: You might implement a short “cooling-off” period for unsuper-
vised browsing. For example, I might say, “Let's have Mom or Dad accompany you
online for a couple of days while we reset some rules.” This shouldn't be framed as
punishment, but rather as a way to ensure they don’t inadvertently come across more

distressing content before they're ready.

Throughout this process, keep your earlier conversation in mind: use the removal of
content as an educational step, not an act of censorship. Explain why you're doing
each step: “I'm deleting this now because it had inappropriate images, and I want to
make sure it can't pop up again,” and “I'm reinstalling a safe browser instead,” etc. In

short, make it transparent.

LONG-TERM HABITS FOR ONLINE RESILIENCE

Finally, protecting your child is an ongoing journey. Here are some long-term habits

to build into your family life and mindset:
Building Shame-Free Conversations About Sex, Violence, and Media

Maintain a no-shame policy around these topics. Shame only drives things under-
ground. Experts echo this: Dr. G stresses avoiding shame, because if a child feels
ashamed, “they are likely to feel that shame connected to any interest in intimacy for
years to come” and will hide everything from you.”? Instead, congratulate them for
coming to you and be matter-of-fact. If you act embarrassed, they will likely pick up
on it as well.
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Make discussions about sex and violence normal parts of family life. For example, if
news of a violent event is on TV, say, “This is awful, isn't it? Let's talk about what it
means.” If a teenager flirts or hears about porn from friends, respond with calm
curiosity: “I noticed you seemed upset when you mentioned that scene. Want to talk

about why?”

Keep bringing it up in everyday ways: share an article or a show (age-appropriate)
and ask for their take. Show them your values without preaching. Over time, this
builds trust. When they know any question is okay to ask, even if it's “Is that what
real sex is like?”, you've won a huge battle.

Creating a Family Media Plan That Evolves with Age

Consider drafting a Family Media Agreement together (we will cover this in Chapter
10. You can also download our agreement from our website, https:/ / cybersafetycop.
com/downloads. This is a simple contract that outlines media rules and privileges
for your household, including screen time limits, co-viewing rules, and guidelines for
handling inappropriate content. Even if you don't write a formal document, talk
through expectations: “We agree that no streaming violent movies when your
younger brother is around,” or “Phones off at 9 pm on school nights.” Include your
child in creating these rules, especially as they get older, so they feel a sense of
ownership and fairness. And plan to revisit it yearly. What's appropriate for a kinder-
gartner (like no screen time at all) is not appropriate for a high schooler (who uses
screens for homework). Adjust rules as they mature, and let them see that you trust

them more as they show responsibility.
Modeling Healthy Screen Use as an Adult

Children learn a lot by imitation. If you spend dinner scrolling on your phone, they'll
do the same. If you get angry every time you hear a beep, they'll hide their notifica-
tions. The Raising Children Network puts it clearly: “Children develop healthy

screen time habits when they see you using [tech] in healthy, balanced ways.””?

Be the role model you want them to be. Practice what you preach: turn off your
phone for family activities, and show them that you can enjoy life without constant
screen entertainment. For example, when talking with them or asking about their
day, put your device down and give them undivided attention.”® This reinforces that
people are more important than pixels. Also show them positive uses: let them see
you video-chat with relatives, use your device for learning new recipes, or read news
to stay informed. This helps them view technology as a tool, not a babysitter.”

If you slip up (we all do!), apologize and reset. “Mom was on her phone too much.
Let's have a no-phone game of cards instead.” That humility teaches even more.
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Partnering with Schools and Other Parents

You don't have to do this alone. Work with your child's school to reinforce these
messages. Many schools now incorporate digital citizenship into their curricula. Ask
if they have talks on internet safety. If not, maybe suggest bringing in a Cyber Safety
Cop to give a workshop (yes, shameless plug—seriously, these issues are becoming
so widespread that PTA groups are often eager for experts to visit). Even sharing a

brief at a parent-teacher meeting can raise awareness.

Digital citizenship education can —and should —be happening in your home. We
offer an online program for students in grades 1 through 3 (https:/ / cybersafetycop.
com/course/ digital-citizenship-1-3) and grades 4 through 8 (https:/ / cybersafetycop.
com/ course/ digital-citizenship-4-8). These are fun, informative online lessons that

you can do with your child.

Talk to other parents, too. Ask if their kids have seen certain apps or sites. If a
dangerous app is trending locally, share an article or warning in a parents' group.
Know the digital “hot spots” for your community. In my town, one viral game ended
up on the radar of half the middle schools; parents texting parents about it probably
stopped dozens of kids from stumbling into something awful.

Also, coordinate any tech rules with co-parents or caregivers. Inconsistent rules
(e.g., Mom’s house: no phones after 8; Grandma’s house: unlimited) can under-
mine your efforts. It's okay to express that you have specific limits for your child's
safety — good caregivers will understand and comply, or at least discuss a

compromise.

Finally, lean on resources. Many organizations offer guides: for example, your pedia-
trician, the school counselor, and even online groups (like Common Sense Media)
have up-to-date advice on monitoring apps or discussing pornography. The more we
all talk openly about these issues, the safer our children will be. Predators and
harmful content thrive on secrecy, but safety thrives on community and commu-

nication.

KEY TAKEAWAYS

Don't wait until “later.” Kids can encounter sexual or violent content as early as
elementary school. Start age-appropriate conversations before children are likely to

encounter these topics (aim for around 8-10 years old).

Be proactive and involved. Use parental controls and filters on all devices, and keep

computers and devices in common areas. Co-view and co-play games whenever



232 CLAYTON CRANFORD

possible. However, remember that technology isn’t foolproof, so maintaining open

lines of communication should be your primary strategy.

Keep talking. Make discussions about sex, violence, and media a normal, ongoing
part of family life. Use real-life events or age-appropriate media moments to bring it

up naturally. Listen more than lecture, and avoid punishing them for curiosity.

Respond calmly if exposure occurs. If your child sees something disturbing, stay
calm and reassure them that you are not mad at them. Ask gentle questions, validate
their feelings, and reassure them. Avoid shaming at all costs.

Know the risks. Research shows early exposure to porn or violent media can
increase aggression, depression, and distorted views of sex. Use this knowledge to
guide your talks; you can say, “Scientists have found that seeing these things at a
young age can really confuse kids” in a way they understand.

Model good behavior. Children often imitate the behavior of adults. Demonstrate
balanced tech use by establishing your own screen-free times and adopting respectful
media habits. Make family activities tech-free whenever possible to send the message
that human connection comes first.

CONVERSATION STARTERS

For Younger Kids: “Sometimes on the Internet, there are pictures meant only for
grown-ups. If you ever encounter something like that, it may feel uncomfortable
or confusing. Can you promise to tell me right away if you do?” This conversation
gently lets young kids know they might accidentally find things online meant for
adults. Asking them to promise to tell you immediately builds trust, making them

feel safe coming to you when something bothers them.

For Tweens: “You know how in some movies or games there are loud fight scenes?
Those are not for kids' eyes. Why do you think some people make those movies
for adults?” This question gets tweens thinking about why some media isn't suitable
for kids, helping them understand the importance of age restrictions. It encourages

them to use their own judgment and become smarter about their online choices.

For Teens: “I read that many teens your age see sexual content online. What's your
opinion on that? Have your friends ever talked about it? I'm always here if you
want to discuss it.” Talking openly like this shows teens you respect their growing
maturity and are aware of the challenges they might face online. It makes clear you're
approachable and ready to listen, encouraging honest conversations about tricky

topics.
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After exposure: “You looked upset when you told me about that video. Can you
describe what you saw and how it made you feel?” Asking kids to explain their
feelings after seeing something upsetting validates their experience and helps them
process their emotions. It reassures them that you're there for them, reinforcing your

role as a supportive and safe resource.

General: “Do you ever find stuff online that makes you uncomfortable or
confused? Please remember you can always tell me or Mom.” This question
reminds kids, at any age, that they can always reach out to you for help. It sets a tone
of openness and ongoing communication, making it easier for them to approach you

whenever they feel unsure or uneasy about what they see online.

These questions help signal safety and openness, rather than suspicion. They let the

child know you're approachable, not just a monitor.

ACTION STEPS

Set Up a Family Media Plan. Sit down and write (or download and customize) a
media plan or usage contract for your family. Include screen time limits, privacy
rules (e.g., passwords), and what to do if someone encounters bad content (reporting
it to you immediately). Post it somewhere everyone can see. Review it together every

few months.

Equip Yourself with Tools. Immediately implement parental controls on your Wi-Fi
router and each device (smartphone, tablet, gaming system). Use safe search and
mark adult content filters. Don't rely on just one tool — use multiple layers of protec-
tion. Remember, “filters are like seatbelts”: helpful but not a substitute for

conversation.

Schedule Regular Check-Ins. Set a reminder on your calendar for a tech talk. Maybe
Sunday family walks or after-dinner chats can include a question about online life.
Make it a habit like brushing your teeth. This keeps the lines open.

Create Safe Spaces. Designate certain areas and times as screen-free (e.g., dinner
table, bedtime hour). Encourage tech-free family activities. Show enthusiasm for

these times.

Learn the Signs. If your child's behavior suddenly changes (they become secretive
about screens, anxious, or overly aggressive), it could signal exposure to something
troubling. Note these changes and address them gently.

Be Prepared to Act. Keep a list of resources handy, including parental control guides,
child-friendly tech tools, and mental health contacts, to help you respond effectively.
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If something happens, you won't be searching frantically; you'll know where to turn
(see sidebar at end).

Collaborate with Others. Discuss these issues with your child’s teachers or the
school. Check if the school teaches digital citizenship or has a plan to discuss online

safety. Share tips with other parents, so you're all on the same page.

Each of these steps is doable and concrete. Remember: consistent small actions win
this battle. Even exhausted brains (like mine at the end of each long day) can set an
alarm, send a text to a friend, or write a quick note about a media contract. Over
time, these habits build a shield forged by love, awareness, and dialogue.



CHAPTER 9

HELPING YOUR CHILD
OUTSMART
MISINFORMATION,
PHISHING, AND ONLINE
SCAMS

I was sitting in my office one Wednesday afternoon when I received a notification
from Messenger, a message from a parent was waiting for me in my inbox. It simply
read, “Clay, I need your help. It's about my son.”

Within the hour, I was on a call with a panicked mother. Her 17-year-old son, Jason,
had fallen victim to a scam that siphoned away his entire savings—five thousand
dollars he had earned working part-time jobs last year. Jason had received a message
on Instagram from someone claiming to represent a remote job agency. The offer was
simple: he could earn money from home by completing small tasks in an app—liking
social media posts, watching videos, or generating phony sales orders. The account
looked legitimate. It had polished graphics, a few hundred followers, and testimo-

nials in the comments section.

At first, everything seemed above board. Jason downloaded the app and completed
his first few tasks. He saw what looked like money accumulating in his in-app wallet
with each task he finished. The catch came when he hit a limit: to unlock the next set
of 40 tasks—and supposedly earn even more—he needed to upgrade his account.

That required a small fee.

“Just $50 to get to the next tier,” the message read. Jason hesitated but figured he had
already earned a couple of hundred dollars. He didn't want to leave money on the
table. This is where the scam plays its cruelest card: the sunk cost fallacy. The sunk
cost fallacy is a psychological phenomenon where people continue investing time,
money, or effort into something, even when it's failing or no longer beneficial,
because they've already invested so much into it. In simple terms, it's the idea of “I've
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come this far, I can't quit now,” even when quitting would actually be the smarter
choice.

So Jason paid.

Then he paid again. And again. Each time, he was promised bigger earnings, just one
step away—if he could just get to the next level. By the time he realized it was a

scam, he had spent every penny he had worked so hard to save.

When his mom found out, she was heartbroken. “I just don't understand how this

could happen,” she told me. “He's a smart kid.”

And she was right. Jason is smart. But intelligence isn't a shield against psychological
manipulation. These scammers know how to engineer trust. They exploit human
tendencies, especially in young people who are naturally trusting and eager to prove
their independence. They play on urgency, reward systems, and that dangerous little

voice that says, “Just a little more, and it will all pay off.”

When I spoke to Jason, he was embarrassed and angry. He felt betrayed and foolish.
But I told him something I tell every young person who finds themselves in this situ-
ation: It's not your fault. But now it's your responsibility to learn and protect yourself

going forward.

Children today often fall asleep to the glow of a tablet or phone, trusting that what
they see is harmless.! But that innocent bedtime scroll can expose them to hidden
dangers: scammers spoofing emails by changing just one letter or symbol to mimic
someone trustworthy, or viral hoaxes on TikTok that seem too good (or too strange)
to be true. As a law enforcement officer and dad, I know we can't simply throw a
digital scarecrow on every corner of the internet — instead, experts urge parents to
equip kids with tools to think critically about what they see online.

In this chapter, I'll share real-life examples (including when my son Zachary showed
me a scare-em-up phishing email threatening to shut down his school account),
cutting-edge research, and practical steps to help your family turn these tricks into
teachable moments. We'll talk about how misinformation spreads on Instagram and
TikTok, how phishers bait their lines via email and texts, and how greedy “free
Robux” scams hunt on platforms like Roblox. With a little humor and lots of heart,
we'll make sure you have the confidence to guard your children's online world — and

maybe learn a trick or two yourselves.
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GHOSTS IN THE MACHINE: FIGHTING MISINFORMATION AND
RUMORS

Social media can feel like a haunted funhouse for young eyes. Today, teens spend
hours watching TikTok or Instagram Reels, where jumping from a dance trend to a
news byte happens in seconds. Unfortunately, not every short video is fact-checked.
A 2024 News Literacy Project survey found 81% of teens believe at least one
conspiracy theory, often after seeing it on social platforms. Half of those teens
reported seeing conspiracy videos or false news about once a week or more.® For
example, one national study noted that TikTok is a top source of news for people
under 30 — up 255% since 2020 — but this rise in TikTok-as-news “has led to concerns
around misinformation.”* Even well-meaning content creators can unintentionally
spread myths: I've heard of kids on TikTok championing bizarre health “hacks” or
false school rumors that start as jokes and spiral out of control.

The real-world stakes are serious. Endless fast-moving content can overwhelm young
minds. Researchers warn that this “information overload” can increase anxiety,
depression, and helplessness in young people. As one News Literacy Project expert
put it, social media is “home to harmful conspiracy theories,” and American teens
are “not exempt from being exposed to, or potentially even influenced by them.”> In
other words, our kids may happily scroll through a cute pet video, then unknow-

ingly absorb a scary-sounding claim about government or health.

But here's a hopeful finding from recent science: kids can learn to spot tricks. A 2024
Berkeley study found that children exposed to some false information, under guid-
ance, actually became more skeptical and better at fact-checking. Instead of trying to
shield kids from every tiny bit of falsehood (impossible on the internet), experts
suggest we give them “experience flexing these skepticism muscles.”® In practice,
that means gently showing your child how to verify a claim instead of just saying
“no” or shutting down the phone. For example, if a TikTok says, “You won't believe
this secret about your school lunch,” you can say, “Let's look that up on a science or
school website together,” modeling how to cross-check. By encouraging that kind of
smart curiosity, you turn every suspicious TikTok into a mini-lesson.

BAITED HOOKS AND PHISHING: WHEN EMAILS AND TEXTS
SPAM THE CANDY BOWL

Misinformation may show up subtly in your teen's social media feed, but phishing
strikes with urgency. My own son Zachary learned this the hard way. A few months
ago, he got an email from what looked like his college's IT department: “URGENT:



238 CLAYTON CRANFORD

Your school email will be shut down in 24 hours unless you verify your account!”
The message was insistent and scary, threatening to lose emails and grades. Zach,
thankfully, did not panic or click. He forwarded it to me late at night, and we exam-
ined it together.

We spotted the red flags quickly. The sender's address had a tiny typo (like “universi-
ty.edu” vs “unlversity.edu”), a classic spoof. The FBI cautions that scammers will
often “disguise an email address, sender name, or URL - often just by changing one
letter or symbol” — hoping users won't notice.” The email greeting was generic (“Dear
Student” instead of using his name). And the deadline (“act in 5 minutes or lose your
account”) tried to trigger panic. Armed with these clues, Zach simply did nothing.
He logged into the student portal through his browser (not the email link) and saw

no alert about any shutdown. Crisis averted.

His experience is surprisingly common. A 2023 Indonesian study of college students
found a small but significant number still fell for phishing tests and clicked links or
gave away passwords. Globally, phishing is everywhere — as of 2021, one security
report noted phishing was involved in 40% of major malware detections.® We also
see a surge in SMS (text message) phishing. In fact, researchers who set up disposable
phone numbers captured nearly 68,000 phishing texts in a year, across 600 scam
campaigns. The internet crime stats keep climbing — 2023 saw “more phishing attacks
than ever before,” according to Anti-Phishing Working Group data.” In plain terms: if

it can reach an adult, it can reach a kid.

The good news is that many signs are easy to teach. We use age-old logic: if some-
thing seems too threatening or too good, take a breath. As the FBI advises, “always
check the sender's email address”.!” (On Zach's email, the supposed IT address was
slightly off, and it wasn't even the official no-reply@university.com.) Talk with your
child about common tricks: urgent language (“Act now, limited time”) and scary
threats (“your account is locked!”) are classic lures. Phishers pose as trusted entities —

school, bank, or even Mom /Dad — to lower their guards.11 12

Besides email and text, beware of voice scams and QR codes. A recent study warns
that attackers “are increasingly leveraging multiple mobile-specific channels —
including SMS, email, QR codes, and voice”.!3 This “mobile-first” wave means if
your kid scans a suspicious QR code or answers a spoofed phone call from “Xbox

Support,” the same rules apply: question everything.

Tip: Practice makes perfect. Try a role-play: tell your kid, “Hey, check your email — I
just sent you a crazy urgent message,” then send a decoy phishing-style note you
design. When they (hopefully) spot it, praise and discuss. Repeated, safe “phishing
drills” keep them sharp without actual risk.
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GAME ON..OR NOT? SCAMS IN THE VIRTUAL PLAYGROUND

Free game currency is like candy on Halloween — it's tasty bait that often hides a
trick. Platforms like Roblox and Fortnite lure young players with virtual goodies,
and scammers are all too happy to exploit that. In recent years, Roblox has exploded
in popularity (over 207 million monthly users), and alarmingly, scams on Roblox
have skyrocketed 64% in just the past year. Cybersecurity researchers have even
found that thousands of legitimate websites (.gov, .edu, .org) were hijacked to adver-
tise fake Roblox or Fortnite offers. These “poison PDFs” sit on search results
promising free Fortnite skins or Robux but actually push kids toward malicious sites

and apps.'4 13

Scammers love dangling free in-game cash as bait. Here, a fake “Free Robux” site
asks kids for their Roblox username and promises 9,500 Robux — but it only leads to
trouble.!® In reality, clicking such offers can result in malware infections, stolen
credentials, or simply nothing but disappointment. A Wired investigation showed
these scam PDFs funnel children through multiple pages, eventually demanding kids
fill out surveys or download apps to get their “free coins,” which, spoiler, never
appear.!’

Common game scams to warn your child about include: fake “Robux generators,”
bait-and-switch trades, and impersonated giveaways.'8 For example, someone might
pose as a popular Roblox influencer, asking a child to trade a rare item for a “new
account” and then never send it, or promise a rare game skin for a password. The
signature move is asking for account info: a “phishing” email or website that looks
like Roblox's login page is a red flag. Roblox itself recently warned (April 2025) about
a scam email falsely claiming to be a “Security Alert,” which led to a fake password-

reset page asking for your old and new passwords. '’

How did my family handle this digital candy rush? We sat down with our younger
kids one evening and played a “freebie or fib” game. We showed them the screenshot
above of a “Free Robux” site. We asked: What seems wrong here? Immediately, they
pointed out: “Why would they need my password or username to give me free
money?” Then I mentioned the recent Roblox warning. By turning it into a detective
game, they understood the scam's anatomy. We also did basic tech hygiene: enabling
2FA on our accounts, checking that downloads come only from official app stores,
and only trading with confirmed friends.

For extra safety, parents should talk about in-game purchases, too. Remind kids that
legitimate Robux or V-Bucks come only through official channels (the game store, gift

cards) — any promise of “free” currency is almost always a trap.?’ Also, family
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controls should be set up on game platforms if available, and transactions should be
monitored.

In short: treat free game offers with the same suspicion you would a chain letter. If
your child gets an outlandish pop-up or message saying “Click here to get free
Robux,” pause the game and investigate together. It's better to be a spoilsport than a
victim of a stolen account or hidden malware. And keep the dialogue open: if a
friend shares a wild game tip, encourage your child to say, “Let me ask Mom or Dad
before I try that.”

BUILDING DIGITAL ARMOR: CRITICAL THINKING AND MEDIA
LITERACY

After all this, you might wonder, “What's the antidote?” The best defense is teaching
kids how to think, not just what to trust. Fortunately, we have evidence-based strate-
gies. Media literacy education isn't just jargon — studies show it really works. The
News Literacy Project's survey found that teens who received media literacy training
had healthier news habits and greater trust in legitimate news sources. In fact, 94% of
teens said they want media literacy taught in school,?! even though few currently

receive it. (Imagine that — they want homework on spotting fake news!)
Key skills to impart include:

Verify the Source: Teach children to look beyond flashy headlines or posts. Show
them how to search for an official report. If they see a sensational claim (like a TikTok
saying “Scientists say cats give 100 hours of energy”), encourage them to pause and
look for a credible source or context. A quick tip: if only one random account is

making the claim, treat it with suspicion.

Check Multiple Angles: Encourage kids to find at least two independent sources
before believing something alarming. For example, if a classmate texts, “Did you
hear the school's pizza ovens run out of cheese?” — maybe check the school cafeteria
menu or ask another teacher. Emphasize learning about confirmation bias: we
remember fake info if it's dramatic. Role-play can help: when we see a wild social
post, we might say, “Cool story, but I bet it's not true until I find another
confirmation.”

Think Like a Scientist: Remind them of basic logic: If the claim is extraordinary
(aliens in the cafeteria, ghost haunting the game), it requires extraordinary proof. One
of the Berkeley researchers put it well: give children guided experience spotting

errors so they build skepticism muscles.”? Even young kids can learn this skill by
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playing “spot the lie” with silly false facts. As they get older, that habit becomes a
shield.

Understand Digital Motives: Explain why scammers and misinformation spreaders
do what they do: to make money, get attention, or sow chaos. Sometimes kids think,
“Why would anyone lie?” explaining that online “influencers” can profit from clicks
and that some people prank for laughs helps demystify the motivations when kids
grasp the “why,” they are less likely to fall for the how.

We as parents model much of this. I admit, I've sometimes Googled a claim in front
of my kids (“Okay Google, do people really have 2,000 taste buds?”) to show it's
normal to question. We say things like, “Hmm, that video says candy cures home-
work...but remember how we fact-checked that rumor about eating carrots curing

17

colds — no science!” By turning every viral meme or TikTok into a shared curiosity,

we make fact-checking part of family culture.

Evidence in Action: A community library I worked with runs “news scavenger
hunts,” where teens have to debunk a widely shared hoax. They actually have fun
outsmarting fake stories and earn bragging rights. Schools that include a bit of news
literacy or even a once-a-week discussion about “weird news of the week” see
students become vocal fact-checkers. The payoff is huge: kids not only avoid traps

themselves, but they correct peers instead of spreading them.

TALK IT OUT: FAMILY STRATEGIES AND TECH TOOLS

At the end of the day, the strongest “filter” for your child isn't an app; it's you. Open,
empathetic conversations make a world of difference. For example, when Zach found
that phishing email, the first question I asked was, “Did it scare you?” (Yes, of course
it did.) Then I shared my own detective steps. We kept it light-hearted: I joked that
maybe I need to give a short quiz to his dorm mates now. By staying calm and
inquisitive rather than angry or dismissive, I turned a scary email into a teaching

moment.
Here are some practical family moves:

Set Clear Rules, But Stay Flexible: Agree on some ground rules, like “Don't open
emails from unknown senders” or “Ask permission before downloading.” But also
make sure your kids feel safe telling you if they messed up or clicked something. If a
child thinks they'll get grounded for a mistake, they might hide it, which is exactly
what we want to avoid. We have a family motto: “Tell and teach,” not “Freeze and
fire.”
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Routine Check-Ins: Make tech talk a regular, casual topic. Over dinner or on car
rides (the classic dad territory), you could ask, “What's the weirdest thing you saw
online today?” or “Did any app ask you for your password?” Use our Conversation
Starters below to spark those chats. You'd be surprised how much kids will share if
you genuinely listen. In my house, we have a Saturday “digital myth quiz” where
each kid brings one viral claim and we Google it. It's become a competition to see
who can debunk the fastest.

Use Built-In Tools: Take advantage of parental controls thoughtfully. For example,
most devices let you turn on spam filters or block suspicious sites. We set up our
home network to flag known phishing domains. Email systems often have “report
phishing” options — use them together so kids see how to do it. Encourage kids to use
privacy settings: on TikTok or Instagram, they can choose who comments or shares
their posts, reducing exposure to random strangers. However, don't rely solely on
tech fences. Filters can slow down traps, but curiosity finds a way, so balance tech

rules with smart habits.

Empower Them to Verify: Teach simple verification tactics. For instance, show your
child how to hover over a link (on a computer) or press-and-hold (on mobile) to see
the actual URL before clicking. Use examples from real emails or texts (maybe even
the one Zach got, blurred of course) to demonstrate “safe preview.” Let them prac-
tice: if they get a friend request on social media from a stranger, coach them to check
if that friend has mutual friends, a history, etc. Making kids the gatekeepers of their

own information is empowering.

Keep Learning: No parent can know everything about tech. Stay curious, too. Read
articles (like this one!), join a parent tech group, or even take a free online course in
digital literacy. I once attended a free webinar on “Scam Trends of 2025” — and I share
highlights with my kids (“Guess what new phishers are doing this year!”), which

shows them we're all learning together.

The goal is not to make tech sound scary, but to make your family street smart in the
digital world. With empathy, humor, and a bit of detective work, parents and kids

can build a partnership that outsmarts even the cleverest tricksters.

KEY TAKEAWAYS

Trust but Verify. Kids often believe what they see online. Studies show most teens
have fallen for at least one viral hoax. Teach them to question outrageous claims by
checking facts.
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Look for Clues. Phishing emails and scam messages have giveaways (misspellings,
fake domains, urgent tone). The FBI warns that scammers “change one letter” to
impersonate trusted sources. If a link or sender looks odd, don't click.

Scams Disguised as Fun. Free in-game loot or exclusive offers on Roblox / TikTok
may be traps. Encourage skepticism of “too good to be true” deals, even if they

promise fun stuff.

Media Literacy Works. Studies find that teaching teens to think critically leads to
healthier news habits and less belief in fake stories. When shown how, children actu-

ally learn to flex their “skepticism muscles.”

Open Communication is Crucial. Encourage questions. When kids feel comfortable
coming to you about a suspicious text or post, they're far more likely to stay safe.

Make digital dialogue a regular, judgment-free part of family life.

CONVERSATION STARTERS

“What's the craziest thing you saw online this week? How do you know if it’s
real?” This opener invites your child to describe eye-catching content and, in the
same breath, practice the habit of pausing to verify sources, images, and links before
believing or sharing. It gently reinforces that surprise or shock value is often a hall-

mark of scams and misinformation.

“Did anyone send you something that seemed too urgent or weird (like a time-
limited email)? What did you do?” By focusing on urgency, you spotlight the classic
scam tactic of creating pressure to act fast. Discussing their response helps normalize
taking a breath, checking in with a trusted adult, and resisting the urge to click

impulsively.

“I read something strange today about [a trending topic] — have you heard of it?
Should we look it up together?” Modeling curiosity and joint fact-checking shows
kids that even adults verify unusual claims. Searching together teaches practical
research steps, such as cross-referencing reputable sources and identifying potential

red flags, while fostering a sense of bonding over shared discoveries.

“If a social media ad promised you free gaming stuff or money, how would you
check if it’s legit?” This scenario taps into a common lure for young users and
invites them to outline their own safety checklist (looking for reviews, HTTPS,
company reputation). It reinforces that “free” offers often come with hidden costs
like stolen data or malware.
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“Tell me about a post or video you liked recently. Did it make you think about the
world differently?” Asking about positive content encourages reflection on credi-
bility and influence, not just danger. It helps children recognize persuasive tech-
niques—such as sponsorships, influencer bias, and emotional storytelling—and

distinguishes between engaging and manipulative media.

“Imagine you got a text from me saying I need your password to solve a problem —
what would you do?” Role-playing a trusted-sender scam underscores that even
familiar names can be spoofed. It empowers kids to protect personal information by

verifying requests through a separate, known-good channel before taking any action.

ACTION STEPS

Practice Checking. Together with your child, try verifying one news story or viral
video each week. Use trusted sources (news sites, official pages) to confirm or
debunk.

Inspect Phishes. Show your kids a few examples of scam emails or texts (plenty are
online). Teach them to hover over links or inspect sender addresses. Consider
sending a harmless “test email” (like an April Fool's phish you craft) and then review

it as a family.

Use Privacy Settings. Review device and app settings as a family. Turn on spam
filters, restrict unknown senders, and enable two-factor authentication on accounts

(an extra passcode) for email and games.

Create a Safe Word. Establish a family “password” or code word for urgent requests.
For example, if a text from “Mom” seems off, your child can ask you that code word
before taking action. This helps confirm identity.

Stay Informed. Subscribe to our membership program at: https:/ /cybersafetycop.
com/membership/ for the latest scams. Sharing bite-sized tips from these with your
child can keep you both sharp.

Lead by Example. When you see a suspicious claim or email, verbalize your process
out loud (“Hmm, this says I won money, but there's no bank logo, I'll check with the
bank's website”). Let your kids see you pausing and double-checking. It normalizes
healthy doubt.

Every small step helps transform the digital woods from a haunted house back into a
fun playground. With these strategies, you're not just putting up fences — you're
teaching your kids to carry a flashlight of critical thinking wherever they go online.
Safe surfing and happy exploring!



CHAPTER 10

SCREENSHOTS ARE
FOREVER: DIGITAL
REPUTATION AND THE
LONG GAME

It was a quiet Thursday late afternoon—one of those rare lulls where nothing urgent
was demanding my attention—when my phone buzzed. The name on the screen
read: Principal Morris, Sunridge High School.

“Clayton,” he said, skipping formalities, his voice tight with concern, “we've got a

situation brewing, and it could spiral fast.”

I've worked on enough threat assessments to know when someone's scared. The
principal continued, “There's a photo making the rounds on Instagram—James
Carter, one of our students, is holding what looks like a gun in a classroom. It's
already gone viral. Parents are calling. District's freaking out. Can you help us sort

out what's going on?”

“Of course,” I replied. My phone buzzed with a text message. “I just texted you the
image and Carter's home address,” Principal Morris said. “I have to go and deal with
all the calls I'm getting from parents. They're all calling their kid out sick for tomor-

row. They're scared.”

I looked down at the image Principal Morris sent me. It was a teenage boy with his
back to the camera holding a black handgun behind his back. I pinch-zoomed in on
the gun. It looked real enough, no red tip, but without holding it in my hands, there
was no way to know for sure. This could be a prank, a bad joke, or a legitimate
threat. A single image, stripped of context, can ignite fear, and how devastating the

consequences can be when we get it wrong, or worse, don't act at all.

I've seen it too many times—misunderstandings, cruel jokes, and sometimes, real

threats. I once responded to a lockdown triggered by a prank text. It turned out to be
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a student trying to impress a girl with a fake warning message. He didn't think it
would lead to police officers swarming the campus. That day taught me that we can't
afford to dismiss anything. But we also can't afford to overreact. The stakes are too
high in both directions.

So, I got in my car and drove to James Carter's home.

A short time later, I was sitting in the Carters' living room. James was slouched in the
corner of the couch, eyes fixed on the glass of water trembling slightly in his hand.
His parents sat on either side of him, worry written in every furrowed brow and tight

jawline.

I showed James' parents the Instagram image of their son. James' mom gasped, and
his dad groaned while massaging his forehead. There he was—James—in a class-

room, holding what looked like a handgun. No caption. No context. Just that image.

I looked at him. “James,” I said, calm but direct, “walk me through why you posted
this.”

He hesitated. I've been in enough of these interviews to recognize the signs—regret,

fear, shame—all hitting at once.

“It wasn't supposed to be a big deal,” he said quietly. “It's just an airsoft gun. My
buddy and I were going to mess around with it after school, and we thought it'd be
funny to take a picture in the classroom. I didn't think...it was just a joke... I mean, I
didn't realize it would blow up like this.”

That's the line that sticks with me: “I didn't think — it was just a joke.” That's the
refrain of so many good kids who make bad decisions. Not malicious. Just
thoughtless.

I leaned forward slightly. “Did it cross your mind that this might scare people? That
someone could interpret this as a real threat?”

His voice cracked. “No, sir. I swear. I didn't mean to scare anyone. I just... thought it

was funny.”

His parents exchanged a glance, their eyes asking the same question: How did this
happen?

I could feel the weight of the moment on James. The guilt. The fear. The dawning
realization that something meant as a joke could now cost him everything he had

worked for.
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After my interview was completed, I called Principal Morris to let him know that the
“threat” was only a bad joke. He thanked me, relieved that the immediate crisis was
over; now he had to figure out how to manage all the fear in his community because
of a bad joke. “Clayton, I'm so glad to hear that. I still can't believe James Carter
would have done this. He's the star of the varsity soccer team. All-conference athlete.
His coach once told me he was the most disciplined kid he'd ever worked with. The
kind of kid every parent wants their own child to be friends with. On top of it all,
he's had D1 schools looking at him for a soccer scholarship. The District is going to
expel him.”

My heart sank. I've been a part of several expulsion hearings in the past. They were
gut-wrenching. I knew the District's expulsion policy for student athletes. If you get
expelled, you are disqualified from competing in sports the following year, James'
senior year. If James were expelled, not only would his senior year of soccer be gone,
but so would his D1 scholarship dreams.

A week later, we were all in a school board conference room for James's expulsion

hearing.

It was tense—the air was thick with dread. His soccer coach sat in the front row, arms
folded tightly, his expression locked in concern. School administrators whispered in
the corner, casting sidelong glances at James and his family. Even the overhead lights

felt harsh, as if amplifying every anxious breath and shuffled paper.

James's parents sat stiffly, holding hands. I could see it in their eyes—they were
scared, not just for him, but for what it might mean for any of them. A single mistake,

a single post, and your future could evaporate.

When it was my turn, I laid out the facts as I'd found them. The object in the photo
was confirmed to be an airsoft replica. No ammunition, no real weapon. No other
threatening behavior, no manifesto, no warning signs. Just a dumb photo with no

caption, no context, and no thought behind it.
It wasn't a threat. It was a mistake. A serious one.

Then James had his turn to speak. “I've worked so hard for everything I have,” he
said, his voice trembling. “I made a stupid mistake, and I wish I could take it back.

Please... don't take soccer away from me. It's my future.”

He turned to me, eyes full of hope. “Please, Mr. Cranford. Can't you help me?” When
I looked at James, I saw one of my boys sitting there. When I looked at the parents, I
thought that could me and my wife. In that moment, my heart broke for him. But the
truth was, I already had helped him the only way I could—by investigating thor-



248 CLAYTON CRANFORD

oughly, by vouching for his intent, by standing in that room and telling the truth. But

the policy didn't leave room for nuance. No gray area. Just a rule.
The board voted to expel him.

Weeks passed. I moved on to the next case, another school, another student in trou-
ble. That's the nature of this work—there's always another young person on the edge
of a bad decision. But I never forgot James. His story haunted me. Then, months later,
I got an email. I saw the name James Carter in the subject line, and my chest tight-
ened. This could go either way, I thought. I clicked.

“Mr. Cranford,” it began. “I wanted to thank you for treating me fairly, even though
things didn't turn out the way I hoped. I've started at a new school, and while I can't
play soccer anymore, I'm trying to focus on rebuilding my future. I've learned how
much one choice can affect everything, and I won't make the same mistake again.

Thank you for listening to me when no one else would.”

I sat back in my chair and stared at the screen. That email—short, simple, sincere—
meant everything. James made a poor choice, but he chose growth. That's what we

hope for, every time. Screenshots may be forever, but so is redemption.

THE DIGITAL REPUTATION

I've been both a law-enforcement officer and a dad of two boys through these last
teens-and-tweens years of social media. One thing I've learned is that nothing we
post online truly goes away — every message, photo, or comment leaves a trace, a
kind of digital shadow. In fact, security experts call this our “digital footprint” or
even “digital shadow,” meaning the trail of data we leave whenever we go online.!
Every like, share, or video chat adds to that trail. As a parent, I have to remind myself
that I'm walking the same path: I wouldn't share something I'd be ashamed of with
my own mother, so why would I let my kids do it online without thinking?

And here's why it matters: everyone watches these shadows. Colleges and employers
nowadays check social media as a matter of course. A recent career article even notes
that “just one negative impression from your social media profile could disqualify
you from a [job] position.”? I can't tell you how many young adults have come to me
after a college interview or job meeting and grimaced, “Well, they did Google me...
and I think they saw something on my Facebook.” We used to tell kids “don't put
that on the internet”, and it's no joke: admissions officers, coaches, bosses — all of
them can easily Google someone's posts, pictures, or tweets. In one recent case, ten
incoming Harvard students had their acceptances rescinded after administrators

discovered a private Facebook chat filled with vile memes. Another high school
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athlete lost not just a college offer but a sports scholarship over an offhand online
joke.> Even if your kid's not famous, the stranger sitting next to them on the
bleachers at a game or the community leader making hiring decisions can discover

that post of a house party or a political rant.

We have to explain to our kids that their online actions stick around. Texts disappear,
but a screenshot doesn't. “Ephemeral” messaging apps may pride themselves on
vanishing content, but that security is an illusion. In fact, the FTC fined Snapchat for
promising that Snaps would “disappear forever,” only to find that third-party tools
and sneaky screenshot tricks actually let people save those images.* So, even a
Snapchat story or an Instagram Live post can be captured by someone else and
shared later. As an officer, I've responded to “just kidding” threats that turned into
real investigations. In one incident, a student laughed off a bomb joke online — until
police showed up at school the next morning to investigate. It was only a bit of
bravado on social media, but someone took it seriously. If strangers, schools, and law
enforcement can scroll through a kid's post and hold it against them, then parents

and kids need to understand that nothing truly vanishes online.

Digital reputation is, in short, the sum of those footprints. I tell parents that it's as real
as any reputation in real life, and often more visible. When I grew up, a bad reputa-
tion might stay in town gossip or old yearbook clippings; now, one embarrassing
video or meme can ripple around the world. Every time a coach or hiring manager
looks up a teen, they see that lasting trail. As Kaspersky's security guides remind us,
an online trail can be used to track your activities and devices.® So even if your child

thinks their social media is just between friends, others can easily find it.

Schools and even sports teams have started to treat bad online behavior as seriously
as off-campus actions. In Education Week, a roundup of recent incidents showed
students facing suspensions, expulsions, arrests, and lawsuits for social-media posts.
One headline read: “Instagram post referencing a school shooting led to criminal
charges.”® In another case, a teenager was suspended for liking a violent meme about
his own high school. Parents sometimes wonder if schools are overstepping, but from
their perspective the message is clear: “be responsible or face real-world conse-
quences.” The takeaway is that digital behavior is not a private “teen world” loop-

hole — everyone might judge it.

To make this real for our kids, I often share true stories (anonymized, of course). I've
seen classmates who laughed off a drunken party Snap, then got denied entrance to
college. I've talked with teens whose hearts sank when their college recommendation
checks found old posts: one kid was asked point-blank about “all the clubbing
pictures” on his profile during a college interview. Another was stunned when, the
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day after getting her acceptance, a university called to tell her the offer was revoked
because of a racist meme she'd shared in high school.” These are not “gotcha” tales —

they're examples of life proving that screenshots do last.

Even coaches or mentors may search online. The reality is that the person deciding
on a scholarship or opportunity might put you on Google. Parents need to assume
strangers will form opinions based on those digital shadows. In my talks, I often say:
act like anyone could see your post — because they can. We want our kids to inter-
nalize that their digital reputation is real. Every swipe, comment, and photo is part of
their story, and adults, schools, employers, even future in-laws, might read it. It's not

fearmongering — it's being prepared.

HOW KIDS SHAPE—AND SOMETIMES SABOTAGE—THEIR OWN
IMAGE

Teens often don't set out to build their digital legacy — they just live it. But brain
science tells us why the mistakes happen. I remember my own teenage boys posting
impulsively, so I understand it's not just teenage drama; it's developmental. In
adolescents, the prefrontal cortex (the “brakes” of the brain that govern self-control)
isn't fully developed yet. In plain terms, it means it's harder for teens to stop them-
selves from acting on impulse. They feel things intensely (especially social rewards
and fears), and yet their ability to regulate or think through consequences is still
catching up. In one quote, a pediatrician called it: “the teen's brain fails to slam on the
brakes” when they're dared or provoked online.® And that's exactly how you get kids
doing Twitter challenges or posting wild dares: they're chasing a social reward at the

moment, and brain-wise, they're wired to do it.

Peer approval is a huge driver. As Mayo Clinic experts note, teens crave approval —
fitting in and avoiding sticking out is a “dominant theme” in adolescence.” In prac-
tical terms, that can mean kids post whatever they think will earn likes or followers,
even if it's not wise. I've had parents tell me their kids got into a nasty comment
thread or started a feud because someone “liked” or commented on it, and then
everyone jumped on board. Or they've seen viral challenges where teenagers film
themselves doing risky stunts (like the infamous Tide Pod Challenge) for laughs and
clout. The immediate dopamine hit of being seen or validated is powerful. In fact,
social media likes activate the same “reward center” of the brain (the ventral stria-
tum) as eating or other fun activities, and they release dopamine.!? In other words,
kids can get a little buzz from a notification, and that pushes them to seek more,

sometimes without weighing the outcomes.
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This can lead to shockingly risky posts. Some kids post semi-naked photos thinking
it's cool or flirty. Others jump into “jokes” about school or teachers, not realizing
administrators might prosecute them for threats. Online arguments can escalate
quickly — a mean meme or smear campaign might seem funny to teens, but teachers
see it as harassment. Even removing an old post isn't a magic eraser: anything posted
can be screenshot and reshared. One counselor memorably said that students always
imagine deleted posts as being gone for good, “but all [those posts] leave a trail, even

when ‘permanently deleted.”"!

There's also the subtle pressure of curated personas. It's not just overtly bad posts —
it's the pressure to look perfect. Girls, especially, can feel tortured by Instagram's
unrealistic images. Studies show that when teens endlessly scroll through the perfect
lives of friends or influencers, their body image and self-esteem can tank. They know
those images are polished, but still end up comparing: “Why don't I look that way?
Why wasn't I invited there?” That's FOMO in action. Kids will spend hours thinking,
“What would it take for my photo or comment to get hundreds of likes?” They might
photoshop a selfie or write a flashy caption not for themselves, but for friends' praise.
In one interview with experts, a psychologist noted: “Kids spend so much time on
social media trying to post what they think the world will think is a perfect life...
They're afraid of being rejected.”!? It's heartbreaking, but we have to talk about it

openly: the constant “like-or-die” chase is mentally exhausting for teens.

The dark side is clout chasing and oversharing. I remind my kids that their self-
worth isn't the tally of hearts on a screen. Yet so many teens measure popularity that
way. Researchers confirm: many users (especially teens) see likes as a gauge of popu-
larity and acceptance, and this can send self-esteem on a rollercoaster.'* If a post gets
tons of likes, their confidence soars — if it flops or they don't get invited to a party,
they feel crushed. The safe brain isn't built for that kind of emotional swing, and it

can lead to anxiety or depression.

Then there's the very real specter of “cancel culture.” As teenagers mature, they're still
figuring out their identity and beliefs. Getting “canceled” online can feel like losing your
entire peer tribe overnight. One teen mental-health resource bluntly points out: for
teens, “getting canceled is the worst punishment imaginable. Rejection by their peer
group is their biggest fear.”* A silly or cruel post today can quickly snowball into public
shaming tomorrow. We've all heard cases where a single nasty comment or an off-color
joke led to the author being isolated by classmates. We must teach our kids that
everyone messes up, but also how the internet can amplify mistakes. A harmless remark
to a friend can be amplified by screenshots, reshared, and blown into something huge.
Once it happens, it can dominate a teen's digital record unless they handle it carefully.
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To sum up, tweens and teens naturally act first and think later, especially online. The
promise of peer approval and fear of rejection drives them to push boundaries.
Combined with curated feeds and the dopamine of likes, it's easy for a simple post to
spiral out of control. That's why this conversation is so important: understanding
why they post impulsively or chase likes helps us address it with empathy rather
than anger. We can guide them on the long game — that while a post may win short-

term clout, it can haunt them later if it's the wrong move.

HELPING YOUR CHILD THINK BEFORE THEY POST

Given all that, how do we help kids pump the brakes? As a parent and former cop,
I've learned that lecturing “Don't post dumb stuff!” isn't enough. We need practical
tools and open conversation. One easy rule I teach (and use with my own boys) is the
“Grandma Test.” Before posting anything, ask: “Would I be okay with Grandma
seeing this?” If the answer is no — if it's embarrassing, too personal, or mean — then it
probably shouldn't go online. Counselors even tell students: “Ask yourself, what will
Grandma think if she saw your post?”15 If it might make Grandma, Mom, or Dad
uncomfortable, it might make colleges or future bosses uncomfortable, too. This
simple question can trigger the prefrontal cortex we talked about, making them
pause and evaluate. I've seen teens groan at the “Grandma test,” but it works: it

forces them to consider real-world eyes on their screen.

We also use the classic four-question litmus test (which some teach in schools): Is it
True? Is it Kind? Is it Necessary? Will I be Proud of this later? These aren't from a
study; they're life wisdom. I tell my sons to hold up any post to that standard. “If you
can't confidently check those boxes, maybe hit 'draft’ instead of 'post’.” Many times,
kids post to entertain or vent — but if it fails those questions, we encourage them to
talk offline first. For example, if someone's mad and wants to tweet a rant, we
suggest calling a friend or writing in a private journal instead. Not everything needs

to go online. We stress thoughtful posting over impulsive posting.

We also warn about clout chasing and oversharing. I sit down with my boys and say,
“You're awesome, and you're so much more than your likes. But every time you feel
a rush from getting a hundred likes, remember your brain is releasing a hit of
dopamine. It's literally making you a little addicted.” Studies back this up —
receiving likes lights up the reward center of the brain.'® So it's normal to want more,
but it also makes us sensitive to rejection. One missing like can feel like a punch.
When kids realize that, they sometimes catch themselves posting just for that hit. I
advise them to question it: “Are you sharing this because it's meaningful, or just to

see that number go up?” Turning it into a teachable moment instead of a punish-
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ment, we discuss how to detach self-worth from that social media feedback. We also
talk about oversharing: personal family drama, breakups, or jokes about friends
shouldn't become public affairs. I remind them that what seems like a good story to
an online crowd might really be a private matter. Too much personal info (or any
content done for clout) only makes the “digital you” look shallow or reckless.

Importantly, parents should listen and coach rather than spy. Some parents think,
“Well, I have access to their phone, I'll just watch everything.” However, research
shows that heavy-handed monitoring can backfire — kids just hide accounts or lie.
Instead, I encourage using social-media moments as teachable opportunities. For
instance, if you see a questionable post in your teen's feed, don't freak out and
demand passwords. Instead, ask gently: “Hey, I saw this on your Instagram. Can you
tell me more about it?” This opens a dialogue. Pediatricians find that parental
involvement helps mitigate risky behaviors. The study notes that involvement (not
secret surveillance) can reduce cyberbullying and other dangers.!” Make it about
care, not control. If a child messes up, stay calm and connect with them. I often say: I
have your back even when you make mistakes, because mistakes happen. This way,

they come to you when something goes wrong rather than disappearing into fear.

To sum up this section, we give tools like the Grandma Test and kind/necessary
checks, stress that likes aren't lifetime currency, and keep communication open. It's
not about prying eyes — it's about teaching self-editing and empathy. When kids

start asking, “Am I sure [ want everyone to see this?”, that's half the battle won.

REPAIRING REPUTATION AND BOUNCING BACK FROM
MISTAKES

Kids will slip up — it's inevitable. What matters is how they recover. Suppose, despite
all warnings, your teen posts something they regret. Here's how to handle it: stay
calm and connect. Kids know we're disappointed when we scold or yell, which
might make them hide the problem instead of fixing it. I've learned (both from
parenting and police work) that when trouble happens, a calm conversation is key:
reassure them that one mistake isn't the end of the world, that you will help them
sort it out. That builds trust. Remind them that everyone makes mistakes, but we can
take responsibility.

Next, talk about accountability. If a post was hurtful or wrong, the child should own
up. This might mean deleting it, apologizing to those affected, or even posting a clear
apology if it's public enough. (I don't mean blasting a major confession on every plat-
form; something genuine and simple is enough.) We discuss this as a growth oppor-

tunity. For example: “If you posted an angry comment about a classmate, maybe we
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can send them a private message to say sorry. Then we can use this to decide to be
kinder online.” It's important they see this as learning rather than permanent
damage. Developmentally, teens need to make amends to rebuild trust.

If it's serious (like online bullying or something illegal), outside help might be
needed. Sometimes, a school counselor or even a youth therapist can help a teen
talk through a major cyber-incident. In law enforcement, we're required to report
certain threats; in families, we need honest experts if our kid is truly in over their
head. But for most missteps, the solution is simple steps: Delete what can be
deleted. If something embarrassing went viral, sometimes letting it die out and
focusing on moving forward is wiser than overreacting. We frame it as: “This is
not about erasing your past, it's about cleaning it up and doing better from
now on.”

A key mindset here is digital resilience. I explain to my boys that resilience isn't about
being perfect, it's about recovering. In fact, experts say digital resilience is knowing
online risks and then bouncing back with confidence.!® It means learning from each
mistake and feeling capable of moving forward. Building resilience with a teen
involves praising them for facing up to a mistake. If they calmly say, “I'm sorry, I
won't do it again,” acknowledge that courage instead of just punishing. Maybe even
role-play: “If I were your friend and you did this to me online, what would I want
you to do?” Such exercises can give them scripts for apologies and ways to make
amends.

We also encourage turning things around positively: after a misstep, what can we do
to boost their reputation online rather than hurt it more? Maybe it's posting about
something they're proud of — like volunteer work, a new hobby, or a community
project. Parents and teens can brainstorm tech-for-good ideas together: could your
child start a blog about their favorite cause? Join a youth advocacy campaign online?
Even simple things like thanking others or posting positive messages can redirect
their digital narrative. By focusing on values (kindness, respect, creativity) and
showing those on social media, kids can rebuild their online image. For example, I
remind my son that if he loves art, he could share his drawings online or join a youth
art forum. That way, when someone Googles his name, they see a talented artist who

cares about issues, not just one silly mistake.

The critical message for kids is: perfection isn't the goal, growth is. We let them know
it's okay not to be perfect, but it's not okay to repeat harmful behavior. Each step of
accountability they take strengthens their resilience. Over time, they'll learn that true
self-respect and others' respect come from handling failures well, not from never

failing.
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BUILDING A FUTURE-FOCUSED ONLINE IDENTITY

Finally, we shift to long-term thinking: help your child own their narrative. In our
family, I tell my boys that their online identity is partly up to them. Right now, their
digital footprint might feel random — one picture with friends, one event post — but
they can also consciously shape it. I encourage them to think: “Who do I want to be
seen as online?” Maybe a creative student, a caring friend, an activist for something
they believe in. There's plenty of good they can highlight. For example, teenagers
today are amazing at digital activism: my kids have followed friends who started
online fundraisers, or joined TikTok campaigns for climate awareness and social
justice. Social media can be a force for positive activism. I remind them of teens
leading protests via hashtags (like the Sunrise climate movement or Black Lives
Matter, largely youth-driven).!” By promoting what they care about, kids not only do

good but also let future schools and employers see a positive side of them.

We give concrete ideas: if your child is passionate about animals, maybe they can
post a photo volunteering at a shelter. If they like coding or science, have them share
a cool project or idea on a blog or LinkedIn. Turning tech skills toward community
projects, school club highlights, even just a genuine review of a good book online —
these things add up. Parents should cheer on any endeavor where kids use social
media to showcase positive interests. That way, their digital reputation starts to

reflect character and contribution, not just teenage antics.

We also teach practical steps: set up professional-looking profiles for the future. One
tip I always give is to Google yourself together. Have your teen search their own
name and see what comes up. This is something adults do all the time. You might
find an old username, a random forum comment, or something on Google images.
Norton's cybersecurity guide recommends this exact first step: “Search your name on
Google to uncover lost posts and forgotten social media accounts.”?’ We'll sit down
and do it, revealing what strangers might see. If there's embarrassing content, we talk
about whether and how to remove it or explain it. (Sometimes the best move is to
“wash out” old stuff by creating fresh, positive content. You can't always delete

everything, so adding new stuff pushes the old stuff down in searches.)

As kids approach adulthood, we get them into LinkedIn basics: even though it
sounds early for a teenager, a simple profile with their interests, clubs, and volunteer
work can be a starting resume online. We explain how grown-ups network and offer
an example: “Someday, a college coach might look at your LinkedIn, or a scholarship
committee might appreciate seeing you've been learning about biology online or
helping younger kids.” We also discuss email and online etiquette: choosing an

appropriate username for an email address, for instance. Even things like being
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careful what they post on Twitter or TikTok, parents can help them think, “Could this

post come up when I'm 30, looking for a job?”

All of these steps are about moving forward with intention. In the end, children have
a lot of control over their digital identity — more than they might think. By steering it
toward their values (creativity, kindness, persistence), they effectively build an online
reputation that will serve them in college apps, job interviews, or life in general. And
by cleaning up old mistakes (deleting old accounts, setting private profiles if needed,
and keeping personal info minimal), they are consciously taking care of their future.
Norton's guide even outlines such steps as a routine part of good cyber-hygiene.?!
We make it a family project: “Let's scrub that old MySpace page together,” or “Let's

look up your email addresses.” That way, teens learn lifelong habits of self-audit.

Above all, we tell them: own your story. They get to decide how the world sees them.
We remind them that social media is a tool — it can harm if misused, but it can also
help them stand out in the best way. By staying true to themselves and planning
ahead, they can ensure that when the time comes to make big life steps, their online

shadow shines a positive light, not a dark mark.

KEY TAKEAWAYS

Your child's online actions last. Every post, even a “Snap” or Story, can be screen-
shotted or archived. Encourage them to imagine their digital shadow being seen by

anyone (coaches, teachers, employers).

Digital reputation matters. Surveys show over a third of college admissions officers
and employers do check social media and base impressions on it. One bad post can

cost an acceptance or a job interview.

Adolescents are impulsive by nature. Their brains are developmentally primed for
peer approval, not planning. This means they often post before thinking. We can help

by teaching the “Grandma Test” and other filters, so they remember to pause.

Peer pressure and likes are powerful. Teens can become trapped chasing “likes” — it
literally triggers reward centers in the brain. When teaching healthy habits, explain
that likes and followers shouldn't define self-worth.

Be proactive and positive. Instead of just scouring for mistakes, use teachable
moments. If a misstep happens, respond calmly and guide them on accountability.

Emphasize digital resilience — learning from errors and moving forward positively.

Build a positive online identity. Encourage kids to own their narrative: share their

skills, volunteer work, and passions. Youth activism and civic engagement online can
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boost a child's image. Have them Google themselves and clean up old content (Nor-
ton's guide is a good starting point).?? Help them get ready for adulthood with basic
LinkedIn and email professionalism.

CONVERSATION STARTERS

“If one of your teachers or Grandma saw that post right now, what do you think
they would say?” The “Grandma Test” encourages kids to envision a trusted authori-
ty’s reaction, prompting them to consider tone, language, and appropriateness before
pressing “post,” and reminding them that online audiences can quickly become
broader than intended.

“What was going through your mind when you decided to upload that
picture/comment? Would you post it if the principal or coach could see it?” This
question slows the impulse loop, encouraging self-reflection on motivations and
consequences and reinforcing that today’s casual share might become tomorrow’s

disciplinary or reputational issue.

“Can you think of a time you deleted a post? Why did you decide to do that? How
did it feel afterward?” Exploring a real-life “delete-and-regret” moment makes the
concept of digital permanence tangible, showing that even “undoing” a post can
leave footprints and emotional residue—valuable cues for pausing before posting
next time.

“Have you ever felt really good or really bad because of a social media post? What
made you feel that way? Why?” Linking emotions to specific online interactions
helps kids recognize how likes, comments, or criticism can amplify mood, strength-

ening their ability to manage emotional triggers and practice healthier online habits.

“Let’s pretend a college scout or future boss Googles you—what kind of posts do
you want them to find?” Projecting into a future opportunity reframes social feeds as
a living résumé, motivating kids to curate content that showcases character, skills,

and passions rather than impulsive moments.

“Has anything online ever started as a joke or a vent and then turned into a bigger
problem?” Deconstructing real or observed incidents highlights how sarcasm,
rumors, or heated rants can escalate, teaching kids to identify early warning signs

and course-correct before situations spiral out of control.

“What's something positive or useful you could post about—maybe a hobby, an
accomplishment, or something you care about?” Ending on a constructive note

shifts focus from restriction to empowerment, encouraging children to build a
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purposeful digital footprint that reflects their best selves and benefits their
community.

ACTION STEPS

Audit Together. Schedule a time with your child to Google them. Use Norton's tip:
search their full name and usernames to find old accounts or posts. Discuss anything
concerning and decide together whether to delete or address it.

Set Posting Guidelines. Agree on a “pause and review” rule (like the Grandma Test).
Before hitting send, your child can quickly ask those true/kind/ necessary/ proud

questions to themselves. Practice this rule as a game or challenge for a week.

Model the Behavior. Show your own steps — clean up a personal social media
account or demonstrate how you think before posting a comment. Kids mimic
parents. Explain aloud what you think before you post.

Encourage Positive Content. Help your child start one tech-for-good project. It could
involve sharing talents (posting a science project, art piece, or blog entry), following a
constructive hashtag, or joining a safe online community focused on a good cause.
Point out examples of youth-led campaigns on Instagram/TikTok (e.g., climate
awareness hashtags) to inspire them.

Role-Play Recovery. If they make a mistake online, rehearse calm responses. For
instance, practice saying out loud, “Hey, I'm sorry I posted that. I didn't mean to hurt
anyone,” or “I see this caused a problem, and I'm working on fixing it.” Emphasize
action (deleting the post, apologizing privately) over panic.

Build Future Profiles. Create or polish a LinkedIn or portfolio page together, even if
they're young. Draft an email signature with their real name and a standard address
(nothing silly!). Teach them what to do (and what not to do) as formal online citizens:
no adult humor or slurs, and always double-check grammar and tone.

Keep Talkingv Make online reputation an ongoing dialogue, not a one-time talk.
Regularly ask about their social media life without judgment. Praise them for
sensible posts and good decisions. When news about college rescinds or viral inci-
dents pops up, discuss it as a “current events” lesson.

By using these strategies, parents can help kids see the long game: an online footprint
is not erased by deleting an app, but can be shaped for the better. Together, you'll
guide your child toward a digital reputation that's thoughtful, resilient, and filled
with their true character — because screenshots may be forever, but so can the pride of

a job well done.



CHAPTER 11

FAMILY TECH RULES THAT
WORK (WITHOUT THE
DRAMA)

It's 8:30 PM on a school night. You call out that it's time to shut down the video game
and start getting ready for bed. Within seconds, it feels like you've stepped onto a
battlefield. Your teen explodes: “Just five more minutes! You never let me do
anything!” What was supposed to be a simple request spirals into an argument
complete with door slamming and tears (maybe from both sides). Sound familiar?

As a parent who's been there — and as a law enforcement officer who's witnessed
countless families waging war over Wi-Fi — I understand how managing screen time

can feel like defusing a bomb. The drama is real, and it's exhausting.

I remember a night from my own household: I thought I'd laid down a reasonable
rule about no phones after 9 PM. But I hadn't involved my son in setting that rule; I
just announced it. The result? A stealthy late-night texting session under the covers
and a very tense next morning for us both. I approached that situation like a sheriff

enforcing a curfew, not like a dad teaching a life lesson.

I learned the hard way that family tech rules handed down like laws from on high
often backfire. What I needed was a new approach — one that set boundaries

without turning our home into a warzone.

Over years of parenting and working in law enforcement, I've discovered that tech
rules work best when they're built on trust, communication, and consistency, rather
than fear, control, and snap punishments. In this chapter, I'll share how my wife and I
eventually found a balance that ended the nightly battles with our two boys. It
wasn't magic, and it definitely wasn't by giving in to every demand. It was by
creating Family Tech Rules That Actually Work (Without the Drama).
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We'll talk about how to involve your kids in setting boundaries (yes, with their
input!), how to do structured check-ins that keep everyone on track, and how to use
rewards and consequences in a way that teaches responsibility instead of breeding
resentment. These strategies blend my personal anecdotes from the field — whether
it's patrolling online safety as the “Cyber Safety Cop” or navigating Fortnite phases
as a dad — with solid research and proven techniques from my books Parenting in
the Digital World and Screen Time Standoff. By the end of this chapter, you'll have a
roadmap for tech rules that stick, and maybe even a more peaceful household come
8:30 PM on a Tuesday.

START WITH OPEN COMMUNICATION

Every successful family tech plan starts with a single step: a conversation, not a
confrontation. Before you grab your child's phone or lay down a list of rules, hit the

pause button and just talk with your child.

The goal is to make sure your child doesn't immediately go on the defensive or
worry that any honest answer will get their devices confiscated. I often begin these
conversations with a reassurance, something like: “Hey, I want to talk about our
screen time habits, and I promise this isn't about punishing or taking anything away
right now. I just want to understand what's going on in your world.” Setting that
stage can remove the prize factor — that feeling kids get that the whole talk is just a
sneaky way to restrict their gaming time.! Once they know you're not about to drop
the hammer, they'll be far more likely to open up.

Pick the right moment. Timing and setting can make or break these discussions. I've
had the best heart-to-hearts with my sons in the car on the way to get ice cream, or
during a quiet walk with the dog. There's something about not sitting face-to-face
across a table that makes kids (especially teens) loosen up. I learned this during my
years as a School Resource Officer, too; some of the deepest conversations with
students happened when we weren't directly staring each other down in an interro-
gation-style setting. A private, relaxed environment — like a drive to grab a milkshake

— can turn a dreaded “talk” into a casual chat where your child feels safe to share.

When I asked my son if he'd join me for a late-night ice cream run, he always said yes
(who wouldn't?). On those drives or at a table enjoying a cone, I could gently ask him
how he felt about his new game or what was going on in his online circles. There

were no lectures, no gotcha moments — just listening.

Listen more than you talk. This part is hard, I get it. As parents, the urge to immedi-

ately correct or lay out our perspective is strong. But trust me, the fastest way to
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shut down honest communication is to interrupt with, “Well, back in my day...” or
“You should know better.” Instead, practice active listening. Nod, say “I see” or
“tell me more about that”, and really absorb what your child is saying. Are they
feeling that the rules are too strict? Are they anxious they'll miss out on social
connections if they're off their phone? These insights are pure gold. They'll guide
you in creating rules that address real concerns rather than just imposing our adult
logic.

And here's a pro tip from the field: sometimes your kid might reveal something
completely unrelated to screen time. Be prepared for that. I've had a digital safety
presentation turn into a student confiding in me about bullying. Similarly, your
conversation might meander into school stress or friend drama. That's okay — it's
more than okay, it's wonderful. It means your child is trusting you with the real stuff.
That trust is the foundation upon which you can build all your tech rules. If you
show them you're willing to listen without immediately lowering the boom, they'll

be more receptive when it is time to discuss boundaries.

Finally, before you end the conversation, summarize and validate. Try saying, “I hear
you feel it's unfair that you have to log off by 9 PM when some of your friends stay
up later. I can understand why you'd feel left out.” This doesn't mean you are going
to change the rule right away, but it shows you genuinely listened. It's a powerful
way to show respect. Only once you've had this empathetic dialogue should you

transition into actually setting the rules.

Oh, and one more crucial piece — take a look in the mirror (figuratively speaking)
before and during these talks. Ask yourself: Am I modeling the screen habits I'm
asking for? If I'm preaching about putting phones away at dinner but sneaking
glances at my work email under the table, my message loses all credibility. Our kids
are like tiny hypocrisy radar machines; they'll spot a double-standard in a second. So,
part of open communication is admitting where you might need to change. I've
straight-up told my kids, “I realize I check my work email too much in the evenings.
I'm going to work on that.” That vulnerability shows you're in this together, not just
dictating behavior.

SETTING BOUNDARIES TOGETHER: COLLABORATIVE RULE-
MAKING

Now that the communication lines are open and judgment-free, it's time to set some
actual tech boundaries. But here's the twist: we're going to do it together. Gone are
the days of Mom or Dad writing up the “House Rules for Internet Use” on a parch-
ment (or sticky note) and slapping it on the fridge without input. If we want the rules
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to stick (and avoid nightly debates worthy of a courtroom drama), our kids need to
have a hand in creating them.

I vividly recall one Saturday morning when I sat down at the kitchen table with my
oldest son, a notebook, and a cup of coffee (for me, not him!). He was about 13, and
the night before, we had one of those blowouts about screen time. Both of us were
fed up. I said, “Alright, buddy, let's figure this out together.” He looked at me like I
had grown a second head. Collaboration wasn't exactly what he expected from his
rule-enforcing dad. But as we started listing out what both of us wanted, the mood
shifted.

I learned he wasn't trying to be defiant just for kicks — he just really valued playing
online with his friends after homework as his way to unwind. And he learned that I
wasn't randomly trying to ruin his fun — I was worried about him staying up too late
and struggling in morning classes. Together, we drafted what we eventually called
our Family Tech Agreement. It covered the basics: how much recreational screen time
he could have on school nights versus weekends, what times devices needed to be off
(we negotiated a 9 PM shutdown on weekdays, 10:30 PM on Fridays and Saturdays),
and where devices would charge overnight (our solution: a charging station in the
kitchen, not in bedrooms). We even put in a rule about no phones during family
dinner, which he surprisingly suggested after I pointed out how I missed talking
with him at the table. By the end of that hour, we had the bones of a plan, and
because he helped create it, he was invested in it. It wasn't perfect, and we tweaked it

over time, but it was ours, not just mine.

This collaborative approach is backed up by research and plenty of real-world
parenting experiences. When kids have a voice in setting the rules, they have owner-
ship over them. Think about it — if your boss at work involves you in creating your
work schedule or project plan, you're more committed to making it succeed, right?
Same with our children.

It doesn't mean they get everything they want (my son would have had 5 hours of
Fortnite a night if he wrote the rules solo), but it means they feel heard and take the
rules seriously. In fact, one of the additional tips I share with families is to involve
your child in every step of creating tech boundaries; the more ownership they take,
the more likely they are to respect the boundaries.

Be specific and clear. In our agreement, we wrote down concrete rules like “No
gaming until homework and chores are completed” and “Screens off by 9 PM on
school nights.” We avoided vague language like “don't use too much” — kids excel at
finding loopholes in vagueness (future lawyers in the making, I tell ya). If the rule is
“30 minutes of YouTube after dinner,” spell that out. If it's “phones stay out of
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bedrooms after 9 PM,” put it in writing. Having it in black and white (even if it's just
a bulleted note in your phone or a handwritten poster you make together) helps

prevent the “But I thought...” or “You never said...” arguments later.

ADDRESS THE BIG THREE: TIME, PLACE, AND CONTENT

Time: how long or when devices can be used (for example, “no screens before

school,” or “2 hours max of TV on weekdays”).

Place: where devices are allowed or not allowed (“no phones at the dinner table,”

“computer stays in the living room, not in the bedroom late at night”).

Content: what is okay or not okay to do/watch (“only age-appropriate games,”

“parent approves new app downloads,” or “no social media until 16”).

Make sure your family rules touch on each other and are tailored to your child's age
and values. For instance, with younger kids, content and time limits will be tighter;
with older teens, you might focus more on time management and trust them a bit

more with content (while still discussing what's appropriate).

Anticipate challenges together. As you're setting these rules, brainstorm a few “what
ifs.” What if homework isn't done by 9 PM — does that push screen time later, or does
screen time get skipped that day? What if a friend calls at 9:30 PM with a crisis — is
that an exception to the no-phone rule? What if the new season of their favorite show
drops and they want a little binge on a weekend? By discussing scenarios ahead of
time, you show your child that you're not out to trap them; you recognize life isn't
black-and-white. In Chapter 10 of Screen Time Standoff, I talk about identifying
obstacles and solutions as part of a family media plan.? For example, one family real-
ized that a big obstacle to “no screens before homework” was extracurriculars eating
up the afternoon. The teen felt there was literally no free time to relax. Their solution
was to set a homework routine right after school and then allow a bit of gaming time
before dinner as a reward for getting homework done. They also agreed on a reward
system for staying on track — if the teen followed the plan all week, he earned extra
game time on Saturday.® By involving your child in troubleshooting like this, you
underscore that you're a team working towards a common goal (healthy tech habits),

not adversaries in a tug-of-war.

Once your family tech rules are written out, take a moment to appreciate what
you've done together. It's not easy to negotiate rules with a tween or teen (they can be
shrewd negotiators when they want to be!). But you've achieved something power-
ful: you've shown them respect by hearing their input, and you've set the expectation

that these boundaries are family agreements, not arbitrary edicts.
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STRUCTURED CHECK-INS: KEEPING THE PLAN ON TRACK

So you've got a shiny new set of family tech rules — high five! Now comes the part
that many parents (myself included) often forget in the busy day-to-day: following
up. Creating rules without following up is like planting a garden and never watering
it; great plan, no growth. To make sure those rules actually work and continue work-
ing, build in structured check-ins with your child.

What do I mean by a check-in? Think of it as a regular, scheduled chat (not a surprise
ambush) where you and your kid review how the whole tech plan is going. This is
not a gotcha moment or only a disciplinary meeting; it's a two-way conversation by
design. In our house, we set Sunday evenings after dinner as our weekly check-in

time. It was literally on the family calendar.

Why schedule it? Because if we didn't, it would either never happen, or it would only
happen when something went wrong. (Likewise, like we said earlier, after an argu-
ment is the worst time to hash out rules.) During these meetings, it's much easier to
have a level-headed discussion.

During a check-in, start with positives. Ask your child how they feel about the past
week. You might be surprised — one week, my son told me, “I actually slept better
this week because I wasn't on YouTube so late.” Internally, I was doing a victory
dance, but I kept my cool and said, “Oh yeah? That's great to hear.” Let them share
wins like, “I finished my homework early three days this week, so I got my full game
time.” Acknowledge these successes: “I noticed that, and I'm proud of how you
managed your time.” This reinforces that the rules are helping them, not just pleasing

you.

Next, gently bring up any issues. Because it's a routine meeting, you can address
things calmly that might have been points of friction. “I saw we struggled a bit on
Tuesday with the no-phone-after-9 rule. Let's talk about that. What made it hard?”
Maybe they had a group project chat that ran late. Maybe they lost track of time.
Hear them out and then, together, revisit the plan.

Do we need to adjust something? Or do we need to remember why the rule is there?
Sometimes, just re-emphasizing the why (“Remember, shutting down by 9 PM helps
you wind down for sleep, and you said you feel better in the mornings when you do
that”) is enough. Other times, a tweak might be in order. If every Tuesday night
there's a study group online, perhaps Tuesday has a slightly later cutoff with the
understanding that it's for homework use only. Flexibility like this, decided during a

calm check-in, can prevent blowups later.
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Crucially, keep these check-ins consistent. Consistency is the secret sauce in parenting
(for pretty much everything). If you aim to check in weekly, stick to it. Treat it like an
important appointment. In our family, there were weeks we were tempted to skip
because things seemed fine. But we learned that even a quick 10-minute chat to say
“all good this week” kept the momentum and showed our kids that this tech plan
wasn't just a phase or only Daddy's concern; it was a standing family priority. If you
absolutely can't do a week due to travel or something, reschedule it, don't cancel.

One more benefit of regular check-ins: they reduce sneaky behavior. When kids know
they'll be talking to you about their screen use, it kind of naturally holds them
accountable. It's similar to how having a trainer at the gym makes you more likely to
actually show up and exercise, because you know someone will ask you about it.
These meetings create a thythm of accountability.

If things have been going well, they can evolve into more of a proud report-out
session where your child is excited to tell you, “Hey, I stuck to the plan!” Possibly
they might even start to self-report slip-ups (“I did go 15 minutes over time on Satur-
day, but I stopped myself and put the phone away.”). That honesty is golden, and
you'll want to praise it like crazy, because that's them taking responsibility.

Lastly, use check-ins to celebrate. Did your child manage to stick to the rules for a
whole month? Maybe that's milkshake night or a movie outing to celebrate (what-
ever small treat fits your family). In Chapter 8, I emphasize adjusting goals or
rewards as necessary.* If the current plan is too easy, you might raise the bar a bit or
let your child propose a new, more challenging goal. If it's too hard and they're strug-
gling despite best efforts, maybe split a big goal into smaller ones so they can taste
success sooner, or offer smaller, more frequent rewards to keep them motivated. The
check-in is your opportunity to fine-tune the balance between challenging and

achievable.

THE POWER OF POSITIVE REINFORCEMENT: REWARD SYSTEMS
THAT MOTIVATE

When it comes to influencing a child's behavior, there's an age-old question: carrot or
stick? (Translation: Do we reward good behavior, or punish bad behavior?) Realisti-
cally, a solid parenting plan uses a bit of both. We set consequences for broken rules
(we'll get to that soon), but we should also shine a big spotlight on the good stuff.
Positive reinforcement isn't about bribing your kids to behave; it's about recognizing

and rewarding their efforts to follow the plan, which encourages them to keep it up.
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I'll admit, as a cop, my default mindset used to be all about enforcement — catch the
bad guy in the act, hand out the ticket, case closed. Early in parenting, I took a similar
tack: I was quicker to notice when a rule was broken than when it was followed. If
my son played for only his allowed hour, I didn't think to mention it — but if he went
30 minutes over, I was on him immediately.

Over time, and especially through researching for Screen Time Standoff, I learned
that kids are a lot like the rest of us: we all respond well to a pat on the back for a job
well done. It feels good to be recognized, and it makes us want to do that behavior

again.

So, how can you integrate rewards into your family tech rules in a meaningful way?
First, make the rewards appropriate and not counterproductive. What do I mean by
counterproductive? Well, if you're trying to reduce screen time, rewarding a child
with more screen time for good behavior is a bit ironic (and can send mixed signals).
Instead, choose rewards that are meaningful to the child but do not inadvertently
reinforce the behavior you're trying to limit. In other words, meaningful, non-digital
rewards.’> Maybe your child earns a special outing of their choice, a new book they've
been wanting to read, or some cool supplies for their hobby (art materials, sports
gear, a musical instrument accessory — whatever they're into). These kinds of rewards
have a double benefit: they're fun for your child, and often they encourage offline

activities.

Let's say one of your tech rules is that your middle-schooler must finish all home-
work and chores before any TV or gaming. A possible reward system could be: if
they manage this every day for two weeks, they get to pick a weekend activity for the
family, like going bowling or to the trampoline park. Now, the real reward here is
partly the activity, but it's also the sense of accomplishment your child feels. They
met a goal and got recognized for it. Keep the reward tied to the effort level. If the
goal was tough (like maintaining straight B's or higher and following all tech rules
for an entire grading period), a bigger reward might be in order — perhaps those new
sneakers they've been eyeing or a trip to the amusement park with a friend. For more
day-to-day or week-to-week goals, keep rewards small but meaningful: an extra half
hour of movie night with Mom and Dad, choosing what's for dinner one night, or
earning points toward a larger reward.

Crucially, involve your child in picking rewards (there's that ownership again). Ask
them, “What is something you'd really enjoy as a treat if you stick to these rules for
[timeframe]?” Their answer might surprise you. One teen I worked with as part of a
family coaching session said he wanted a new video game as a reward for improving

his grades and following his screen time limits for a quarter. That opened up a great
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conversation: his parents said, “Okay, a new game — that's a big reward. What would
we need to see from you for you to earn that?” They collectively decided that if he
could bring his math grade up by one letter and consistently adhere to the no-phone-
during-homework rule for the whole quarter, the new game would be earned. It was
tough, but he did it. The key was that the reward was clear, agreed-upon, and

connected to specific goals.®

A quick guideline on rewards: Consistency and immediacy help when you're starting
out. Younger kids especially benefit from more immediate rewards (like a sticker
chart that leads to a prize once filled, or a weekly treat). Teens can handle longer-term
goals, but might still appreciate small interim incentives. And don't underestimate
the power of praise as a reward. A sincere, “I noticed you stuck to our agreement this
week, and I'm really proud of you,” can light up your child's face, even if they roll
their eyes and mutter, “Mooom, stooop.” Deep down, it matters. I've had gruff high
schoolers admit in private that a compliment from their usually critical parent made

them feel on top of the world.

Finally, ensure rewards don't become bribes. You're not saying, “If you stop
screaming at me, I'll buy you a toy.” Instead, you're setting a structure where positive
behavior leads to positive outcomes that were defined ahead of time. The difference
is subtle but important. One reinforces good habits; the other can accidentally teach
kids that causing a fuss is how to get goodies (definitely not what we want). When
done right, reward systems can transform the whole tone of your family's approach

to tech rules — from a tug-of-war to a team effort.

MEANINGFUL CONSEQUENCES (WITHOUT THE ANGER)

Alright, we've covered communication, collaboration, check-ins, and rewards — all
the proactive, feel-good stuff. But let's address the elephant in the room: what do we
do when the rules are broken? Because even with the best plan and intentions, rules
will get broken. Your child is human (surprise!), and so are you. There will be days
when the Xbox doesn't go off at the agreed time, or a sneaky TikTok session happens
during homework. Consequences are a necessary part of any boundary system. The
trick is to make them meaningful and pre-agreed so that they teach rather than just
punish.

First, ditch the notion that consequences are about us asserting power or venting
frustration. Consequences are about the child learning that actions have outcomes. In
fact, I prefer using the term “consequence” over “punishment” because it under-
scores that what happens is a direct result of their choice, not just parental wrath.

Think of it this way: in the adult world, if I speed on my way to work, I might get a
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ticket. That's a consequence. It's not because the traffic cop hates me or wants to ruin
my day; it's the preset outcome for that behavior, known to me in advance (theoreti-
cally!). Similarly, if your teen knows that staying past curfew will result in a loss of
weekend car privileges, then when it happens, it's not about you being mean — it's
about the understood outcome of that action.

Set consequences ahead of time: As you form your family tech rules, discuss and
agree on the consequences for breaking each rule. Write them next to the rule in your
agreement. This way, there's no guessing game when a violation occurs. You can both
simply look at the agreement and see, “Oh, you exceeded your screen time limit
today, so the consequence we agreed on is no video games tomorrow.” This removes
a lot of drama. It's not a personal attack, it's just following the plan. In our house, one
rule-consequence pair was: If you take your device into your room overnight
(breaking the no devices at night rule), then you lose device privileges for the next 24
hours. My son tested that exactly once. The next day, when he didn't have his phone,
he was upset — but there wasn't a huge fight about it because he knew the conse-
quence beforehand, and he had agreed to it when we set the rules. It still stung, but it

was a learning moment.

Make the consequence fit the crime: Ideally, the consequence is logically connected
to the misbehavior. If the issue was too much screen time, the consequence might be
a temporary reduction in screen time allowance. If the issue was inappropriate
content, the consequence might be loss of access to that app or platform for a while.
Some examples that have worked for families I've coached (and in my own home)
include:

Reduced Screen Time: If your child exceeds their screen time limits or fails to
complete their responsibilities, reducing their allowed gaming or phone time can be a
natural consequence. For instance, going over the limit today might mean no gaming
tomorrow. This measure reinforces the idea that screen time is a privilege that must

be earned.

Restrictions on Specific Devices or Apps: If a particular device or app was misused
(say they were watching YouTube instead of doing homework), limit access to that
specific thing for a period. For example, no YouTube for a week, or the gaming
console is off-limits for two days. If social media is consuming too much time or
causing issues, temporarily removing that app can redirect focus to more productive
activities.

Additional Responsibilities: Assigning extra chores as a consequence can help instill

a sense of responsibility. This serves as a deterrent and encourages children to
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contribute more actively to household tasks. For example, if a rule is broken, they

might have to wash the car or do their sibling's chores that weekend.

Social Limitations: Limiting participation in fun social activities, such as sleepovers
or outings with friends, can be a powerful consequence for not adhering to rules.
This one is best reserved for more serious or repeated violations (like consistently
breaking the tech curfew), and it underscores the point that meeting responsibilities

comes before enjoying privileges.

Downgrading Tech: In extreme cases of repeated or serious rule-breaking, you might
temporarily downgrade their tech access. I know parents who, after multiple infrac-
tions, replaced a teen's smartphone with a basic flip phone for a week. The teen hated
it, of course, but it was an effective reminder that having a powerful device is a privi-
lege, not a right. When he earned the smartphone back, he was much more careful to
stick to the rules — he didn't want to go back to the stone age phone!

Whatever consequences you choose, enforce them calmly and consistently. When a
rule is broken, take a breath before reacting. Remind yourself (maybe even out loud):
“We knew this might happen, and we already decided what we'd do.” Then do it.
You might say, “I'm sorry you broke the rule. We need to follow through with the
consequence we talked about.” You can absolutely express disappointment — that's a
natural emotional response — but avoid doing the “I told you so” dance or piling
additional punishments on top of the agreed consequence out of anger. Stick to what
was agreed. This shows your child that your word means something (both the good
and the tough parts of your word).

Also, be sure to reset afterward. Consequences are not grudges. If they lost gaming privi-
leges for 24 hours, don't continue lecturing them throughout that day or bring it up a
week later. They paid their fine, so to speak. Give them a clean slate to try again. This is
how they learn trust and redemption. If you implement a consequence and then later that
day see them reading a book or kicking a soccer ball around out of boredom, resist the
urge to rub it in or say “See, isn't this better than video games?”. Instead, maybe join them
or just acknowledge, “Looks like you found something fun to do, that's great.” It helps

them see life doesn't end without the device, and you're not dwelling on their mistake.

One more note on parental unity and consistency: if you have a partner or co-parent,
make sure you're on the same page with consequences. If Mom says “no Xbox for
two days,” but Dad caves after one day because the kid promises to be good, the
system breaks down. The child learns that rules are negotiable depending on which
parent they're dealing with, and trust me, they will exploit that chink in the armor

(not because they're devious, but because any of us would prefer the easier route).
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Present a united front. If you disagree about a consequence, discuss it privately away
from the child, so they don't see you undermining each other. Consistency between
parents provides the clarity and stability your child needs to take the rules seriously.

THE FAMILY TECH AGREEMENT

So let's talk about one of my favorite proactive tools: the Family Tech Agreement.
This isn't just another rule sheet to slap on the fridge — it's a conversation and an
agreement that every family member, kids and adults alike, gets to shape. In my
experience, effective digital parenting is less about strict commands and more about
open communication.” A Family Tech Agreement creates that communication chan-
nel. It sets everyone's expectations clearly (for example, when and where devices can
be used, what's off-limits, and what the consequences are), but it does so with your
child's input. When kids help craft the rules, they're not only more likely to follow
them, but they also understand why those rules exist. The goal here isn't to police our
kids; it's to mentor them. By working together on a tech agreement, you're sending a
powerful message: I trust you enough to involve you in this, and we're both account-
able. In the end, what we're really doing is equipping our children with the values

and know-how to navigate the digital world long after they've left our homes.®

Why does setting up a Family Tech Contract matter so much? Here's what I've seen it
accomplish, time and again, in my own home and in countless families I've coached:

Building Trust: An agreement shows your kids that this isn't about “catching” them
doing something wrong. It's about transparency and working as a team. When chil-
dren feel trusted and included, they're more likely to come to you when something

doesn't feel right online.

Establishing Boundaries: Every child (whether they admit it or not) thrives with
clear boundaries. A tech agreement lays out the ground rules of device use — from
screen time limits to privacy settings — in black and white. That clarity reduces argu-
ments and anxiety because everyone knows what's expected. It's a lot easier to
enforce rules you've all agreed on beforehand, rather than reacting in the heat of the

moment.

Empowering Healthy Habits: Perhaps most importantly, this process helps your
kids build lifelong digital habits. You're coaching them on how to balance screen time
with school, sleep, and face-to-face family time. Over time, they learn to self-regulate
and make good choices online, even when you're not looking. That's the long-term
win for all of us.



You can create your own tech agreement based on our Family Tech Agreement
below, or you can download our agreement from our website, print it out, and you

and your family are on your way to tech bliss (no guarantees @ ). https:/ / cybersafe
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tycop.com/downloads.

FAMILY TECH AGREEMENT

A respectful agreement between parents and children to use technology wisely and

stay connected as a family.

Our Family Values

Open communication: We promise to talk to each other about tech use,
without yelling or shame. If something needs to change, we'll discuss it
respectfully.

Mutual respect: Everyone's voice matters. Kids and parents will both help
shape the rules.

Balance over perfection: Screens aren't the enemy—but they shouldn't take
over our lives. We'll aim for balance.

Trust and safety: We all want to be safe online. Parents will help guide
choices, and kids will bring up problems when they arise.

If I make a mistake, I will tell my parent or a trusted adult as soon as
possible. My parent will listen without yelling, blaming, or shaming. They
will help and support me. If possible, they will not take away my device.

Social Media Rules

I will not join a new social media platform until we talk about it and my
parent approve.

My accounts will be private, and I won't share personal information like my
location, school, or phone number.

I'll only friend people I know in real life.

If I see something upsetting or someone contacts me in a weird way, I'll tell a
trusted adult right away.
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Gaming Rules

« School days: I can play games after homework and chores are done for up to
___hour(s).

« Weekends: I can have more time (up to __ hours), depending on our family
schedule.

« I'll take breaks every hour and avoid rage-quitting or trash-talking.

« Il play games that are age-appropriate and approved by my parents.

« If a game makes me feel upset, anxious, or angry, I'll walk away.

Screen Time Guidelines

« Tagree to limit recreational screen time to __ hour(s) on weekdays, and __
hours on weekends.

« We'll use timers or screen management tools to help stick to these limits
without arguments.

« I'will take breaks every hour and spend time doing something offline:
playing outside, reading, hobbies, etc.

+ Devices will be off or put away during meals and family time.

« No screen use during the hour before bed. My device will charge outside my
bedroom at night.

School & Homework Time

« During school or homework time, my device will be used for learning only.
« Entertainment apps and games will be turned off while I'm studying.

« If I need help focusing, I'll ask for tools or apps to block distractions.

« I'will be honest if I'm falling behind and ask for help when I need it.

Family Time & Bedtime

« Devices will be off and away during family meals, movie nights, or when
we're spending time together.

« All screens will be put away at least 1 hour before bedtime.

« Devices will charge outside bedrooms at night to protect sleep.

« We'll use this time to unwind as a family—talking, reading, or just being
together.
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Digital Wellness

« I'll be mindful of how tech affects my mood and energy. If I feel anxious or
irritable, I'll take a break.

« I'll balance screens with physical activity every day—even if it's just a walk or
a quick workout.

« If I make a mistake online, I promise to be honest about it. I won't be
punished for coming to my parents with a problem. We'll work it out
together.

« Parents agree to lead by example and follow these tech rules, too.
Flexibility & Reviews

« We will revisit this agreement together every month or so.

« If something isn't working, we'll talk about it and make changes.

« If either side feels a rule is unfair, we promise to listen with an open mind
and find a better solution together.

Consequences

« First violation:
« Second violation:

Rewards

o Reward #1:
o Reward#2:

This contract is a promise, not of perfection, but of effort, honesty, and respect.

The Family Tech Agreement is more than a document - it starts an ongoing dialogue.
Sure, on the surface, it's about which apps are okay, how long homework gets done
before gaming, or what happens if rules get broken. But at its heart, a tech contract is
about strengthening the relationship between you and your child. It's a tool that
helped me personally as a dad, even with all my professional training. My hope is
that it will do the same for you. By setting this agreement, you show your kids that
you're their partner in this digital journey. You're establishing that home is a safe
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place to talk about online life — the good, the bad, and the just plain confusing. That

sense of safety and openness is something they'll carry with them into adulthood.

TRUST, OWNERSHIP, AND CONSISTENCY: THE LONG GAME

By now, you might be thinking this is a lot of work. You're right — it is. Establishing
and maintaining family tech rules is an investment of time and energy, especially
upfront. But oh boy, is it worth it. What you're really doing is teaching your child
how to manage technology responsibly, a skill that will serve them their entire life.

And in the process, you're strengthening your relationship.

Let's circle back to the big themes: trust, ownership, and consistency. These aren't just
buzzwords; they're the glue holding all the pieces of this plan together.

Trust is both a goal and a byproduct of everything we've discussed. In the beginning,
you, the parent, are extending trust by involving your child in rule-making and by
believing they can rise to the occasion. You're also asking them to trust that you have
their best interests at heart with these rules (not just trying to ruin their fun). When
rules are followed and check-ins are productive, that mutual trust grows. Over time,
you'll likely find you can give more trust (like maybe not having to check their screen
time report every day or not hovering during homework time) because they've
shown they can handle it. And if they slip up, trust might dip, but it isn't shattered —
because your approach is “Let's fix this” rather than “You're grounded for life”. I've
seen teens absolutely flourish when their parents show them a little trust. Instead of
sneaking, they start self-policing. Instead of lying, they come forward and admit
when they made a mistake because they trust you to be fair. That's huge.

One story that sticks with me is from my law enforcement days. A 15-year-old boy
was brought into our juvenile diversion program for harassing a classmate on social
media. In talking with him and his parents, it came out that he had been given a
smartphone at 12 with zero guidelines. His parents figured he was a good kid, so
he'd be fine. When minor issues came up, they'd yank the phone abruptly as punish-
ment, then give it back weeks later with, again, no discussion of rules. This cycle
repeated until one day, the consequence became serious — police involvement. In our
sessions, the boy said something so honest it startled me: “I wish my parents had just
set some rules from the start...and actually stuck to them. I think they only cared
when things got bad.”

That was an eye-opener for those parents, and for me. It affirmed that kids need and

secretly appreciate boundaries. Boundaries show that we care. Trust isn't about
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giving free rein; it's about guiding them and gradually loosening the reins as they

prove ready.

Ownership ties directly into that. All the collaborative methods we used — getting
your child's input on rules, involving them in choosing rewards, and discussing
consequences — those give them a sense of ownership. The tech plan is not just your
plan for them; it's their plan too. I've had parents tell me that a turning point was
when their child said, “Hey Mom, can we add a rule about me not checking my
phone during homework? I think it's distracting me.” Nearly fell out of their chairs
hearing their kid suggest a rule on themselves!

But it happens when kids truly take the concept to heart. Don't expect that overnight,
of course, but do look for little signs of ownership. Maybe your son reminds you that,
“Hey, it's 9:00, I'm turning my phone in now,” or your daughter proudly shows you
her screen time report for the week, and it's within the limit you both set. When they
take responsibility for their part of the deal, celebrate it. This is what we've been

working toward — them internalizing healthy habits.

Consistency is what makes trust and ownership possible. If there's one thing you
take away from all my ramblings, let it be this: be consistent. Consistency doesn't
mean rigidity; it means reliability. It means your kids know you are going to do what
you said you'd do. You'll hold the line on the rules, and you'll also keep your
promises about rewards and fun stuff. You'll check in when you say you will. This
gives them a stable framework in which to operate. Kids, especially teens, will never
openly admit it, but they find a lot of security in a consistent structure. It tells them
the world makes sense (at least at home), and that even when they test boundaries
(which they inevitably will, it's their job as growing humans), there is a net that will
catch them and guide them back.

Consistency also means applying the rules fairly to everyone in the family, including
us parents when applicable. That could mean everyone puts phones away at dinner,
not just the kids. Maybe it means you also commit to no social media after a certain
hour, so you can model good unwinding habits. Showing consistency in your own
behavior gives you the moral authority when you need to enforce something with
them. I've had to check myself multiple times on this — like, I can't say no screens on
Sunday afternoon for everyone if I'm sneaking off to answer work emails. Either it's

no screens for all (unless something truly urgent comes up) or I adjust the rule.

Being consistent also sometimes means admitting when you slip up and using the
same consequence on yourself (within reason). I've joked, “Oops, I broke our rule

about no phones during family time. Guess I owe an extra chore too!” You don't actu-



276 CLAYTON CRANFORD

ally have to scrub toilets as penance in front of your kid, but even a lighthearted

acknowledgment of your own accountability reinforces the spirit of the rule.

As we wrap up this chapter, let me reassure you: it's never too late to turn a chaotic
screen time situation around. Whether your child is six or sixteen, these principles
can be adapted to fit. Sure, an older teen might require a different touch than a grade-
schooler, but the core idea of involving them, respecting them, and staying consistent
holds true at any age. And if you hit bumps along the way (you will, we all do), don't
view it as failure — view it as data. You're learning what works and what doesn't for
your unique family. I've rewritten our family tech agreement several times as my

boys grew older and our needs changed. That's normal!

The fact that you're reading this and committed to doing something about the screen
time drama already means you're a great parent. You're willing to put in the work for
the sake of your child's well-being and your family's harmony. And take it from
someone who's seen the dark side of what can happen when these issues go unad-

dressed — you are absolutely making the right choice to be proactive.

Family tech rules, when done collaboratively, can become less like a prison fence and
more like the rails on a bridge: they guide and protect, but still allow your child to
move forward and eventually drive on their own.

In time, instead of fights, you'll have conversations about technology. Instead of
sneaking, your child might come to you when they encounter something sketchy
online because they trust you. Instead of nightly battles, you might even get a
“Thanks, Mom” when you remind them it's time to log off — okay, that might be
wishful thinking, but a parent can dream!

Remember, the goal isn't to control every aspect of your child's digital life forever. It's
to help them develop the judgment and habits to control it themselves one day. By
setting up family tech rules with trust, ownership, and consistency, you're well on

your way to that goal. And hopefully, with a lot less drama at dinner time.

KEY TAKEAWAYS

Open dialogue first. Before imposing any rules, have a calm, honest conversation
with your child about their digital life. Listen to their feelings and fears without
jumping straight to consequences. This sets a foundation of trust and understanding.

Collaborative Rules, Not One-Sided. Involve your kids in creating the tech rules.

Children respect boundaries more when they help set them. Be specific about when,
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where, and how devices can be used, and write it down as a family agreement so

everyone's clear.

Regular Check-Ins. Schedule weekly or biweekly check-ins to discuss how the tech
plan is going. Use these sessions to praise successes, work through any problems,
and adjust rules if needed. Consistent follow-up shows that these rules matter and

aren't going away.

Rewards and Consequences. Use positive reinforcement to encourage good habits —
whether it's verbal praise, special outings, or other non-screen rewards. When rules
are broken, enforce pre-agreed consequences that fit the offense (like losing gaming
time the next day for staying on past curfew). No surprises, no arbitrary punish-
ments — everything is communicated upfront.

Trust and Consistency are Key. Show your kids you trust them by giving them
responsibilities and a voice in the process, and let them earn more trust over time. Be
consistent in enforcing rules (and in following them as parents!) so your child has a
stable, fair structure. Over time, this consistency builds your child's ownership of

their behavior and confidence in managing tech wisely.

CONVERSATION STARTERS

“What online activity or game is most important to you, and why?” This lets your
child tell you what they value in their digital life, opening a door for you to discuss
balance and set rules around what's truly meaningful to them.

“Do you ever feel stressed or left out because of something on your phone or
online?” A gentle way to have them reflect on how screen time affects their emotions.

Their answers can lead to talks about healthy limits and why we need them.

“If you could set one rule for us parents about technology, what would it be?” Be
prepared, they might have a lot to say! This fun role-reversal question can highlight
any double standards and get everyone on the same page. Plus, it shows that you
value their opinion and are willing to make it fair.

“What do you think is a fair consequence if either of us breaks our family tech
rules?” Talking about consequences in a hypothetical way, before anyone is in trou-
ble, makes it easier for kids to accept them. It also reinforces that the rules apply to
the whole family, not just the kids.

“What's one thing you really enjoy doing that doesn't involve a screen?” Use this to
brainstorm alternatives to screen time together. It can lead to planning a family
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activity and underscores that you're not anti-fun, you just want a healthy mix of
activities in life.

ACTION STEPS

Plan a Family Tech Meeting. Schedule 30 minutes this week when everyone is free.
Use it to start that open conversation about screens. Remember to listen and take

notes on what your kids share.

Create Your Tech Agreement. Together with your child, write down 3-5 core family
tech rules. Include specifics (times, places, etc.) and note the agreed-upon conse-
quences for each. Have everyone (kids included) sign it — make it feel official and

collaborative.

Use the Boundary Plan Worksheet. If you're looking for a tool that transforms chaos
into clarity, the Boundary Plan Worksheet is your roadmap. This isn't just another
parenting printout—it's a communication bridge between you and your child.
Designed to be filled out together, it helps you move from vague frustrations (“You're
on that thing all the time!”) to a specific, solution-focused plan you both understand
and agree on. Download the worksheet from our website: www.cybersafetycop.com/
downloads

What makes this worksheet powerful is that it breaks things down into manageable
parts:

« What's the problem we're actually trying to fix?

« What's really causing it?

« What's a realistic plan to improve it, with rewards and consequences we all
agree on? And how will we check in without it becoming another argument?

« It also builds in accountability (weekly check-ins), gives your child
ownership, and promotes positive behavior through earned rewards. Most
importantly, it keeps the conversation open—and that's where real change
begins. You can download the free worksheet right here: Boundary Plan
Worksheet — CyberSafetyCop.com.

Set a Check-In Date. Mark a recurring check-in on the calendar (e.g., every Sunday
evening). Treat it like an important appointment. At the first check-in, talk about
what went well in following the new rules and any rough spots. Adjust if something

isn't working, and celebrate the successes.
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Choose a Reward Together. Pick one short-term goal (say, one week of sticking to the
rules) and decide on a reward with your child. It could be as simple as ordering pizza
on Friday or a trip to the park. Let them help choose — that's part of the motivation

and buy-in.

Model One Rule Yourself. Pick one tech rule you're asking your kids to follow, and
deliberately model it yourself. For example, if there's a “no phones after 9 PM” rule,
you too put your phone on the charger at 8:59. Show them you're all in this together

and that the rules are for everyone's well-being.

Post the Plan. Put your family tech agreement somewhere visible — the fridge or a
bulletin board- wherever it will be seen daily. This reminds everyone (including
forgetful teens) of the plan and emphasizes that these rules are now a normal part of
your household, not just words in a book.

WANT MORE TOOLS TO END THE SCREEN TIME BATTLES?

If you found this chapter helpful and want to go deeper, especially into how to
communicate with your child in a way that builds cooperation instead of conflict, my
book Screen Time Standoff: Negotiation Skills to Unplug Your Kid is your next step.

This book is the culmination of my experience as a Crisis Negotiator, School Resource
Officer, and—perhaps most importantly—a father of two boys who grew up during
the rise of smartphones and social media. During my years in law enforcement, I
learned that the most successful outcomes didn't come from barking orders—they
came from building rapport, listening deeply, and finding common ground. That

same approach works wonders with kids, too.

In Screen Time Standoff, I teach you how to use negotiation techniques I learned on
the job—skills that were literally used to save lives—to reduce resistance and help
your child buy into healthier digital habits. You'll discover how to:

« Use “active listening” to de-escalate arguments before they begin

« Identify what's really motivating your child's pushback (it's not always what
it seems)

« Ask strategic questions that invite dialogue instead of defiance

« Set boundaries that feel fair, not forced, and that your child will actually
follow

« Turn emotional standoffs into calm, connected conversations
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If you've ever felt like your home has turned into a battlefield over screens, I promise

there's a better way—and I'll show you exactly how to get there.

You can grab your copy of Screen Time Standoff: Negotiation Skills to Unplug Your
Kid here: https:/ / cybersafetycop.com/ product/ screen-time-standoff

By taking these steps, you're not just reading about better tech habits — you're living
them. And remember, every family is different. Feel free to adapt these actions to fit
your world. The important part is to start somewhere and keep the momentum
going. You've got this, and I'm cheering you on every step of the way toward a
calmer, happier digital household.



CHAPTER 12

RECOGNIZING WHEN TO
SEEK PROFESSIONAL
HELP FOR YOUR CHILD

One of the hardest decisions I've faced—both as a parent and during my years in law
enforcement—has been knowing when to seek professional help for a child. I
remember a father I met during my time as a school resource officer, who was strug-
gling to decide if his 15-year-old son’s behavior was “just a phase” or something
more serious. His son, once a cheerful kid, had become withdrawn and irritable after
moving to a new school. The father hesitated for months, chalking it up to normal
teenage moodiness, until one day the boy’s grades plummeted and a teacher found a
disturbing journal entry hinting at self-harm. With tears in his eyes, that father asked
me: “Where can I get my boy help?”

It's a question many caring parents and educators grapple with. We all want to
believe we can handle our children’s problems on our own, or that, given time,
they’ll snap out of it. Admitting that your child may need professional help can feel
daunting and even disheartening. As a dad, I've felt that pang of worry and the
whisper of self-doubt: Am I overreacting? Did I fail somewhere? Let me assure you —
needing help is not a parenting failure. In fact, recognizing that a child might benefit
from a counselor, therapist, or other expert is a courageous act of love and wisdom.
I've seen firsthand, both in my home and on the job, how early support can turn a life

around before challenges escalate.

Knowing when to seek help is difficult in part because the line between “normal”
behavior and a potential problem isn’t always clear. Adolescence, especially, is a
rollercoaster; teens naturally have ups and downs, mood swings, and growing pains.
So, how can we tell what's typical and what’s a red flag? One clue is persistence and

impact: if a concerning behavior or feeling lasts for weeks or months and interferes
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with a child’s daily life, it’s likely more than a passing phase. Another clue is sever-
ity: extreme changes or dangerous behaviors shouldn’t be brushed off. We now
understand that mental health struggles in youth are common and real medical
issues — globally, about one in seven 10-19-year-olds experiences a mental health
condition. Yet, many of these go unrecognized and untreated.! In the United States,
pediatric experts even declared a national emergency in youth mental health in

recent years,” reflecting how many children and teens are struggling.

In this chapter, speaking as both a former law enforcement officer who has worked
with troubled youth and as a fellow parent, I'll walk you through some of the critical
warning signs that your child may need professional help. For each major red flag,
I'll share a brief anecdote drawn from real-life scenarios I've encountered—either in
my policing days or my parenting experiences—along with the scientific context for
why that behavior signals something serious. We'll then discuss when to trust your
instincts and take action, why early intervention can be so powerful (backed by
developmental science and research), and how to go about finding the right profes-
sional support for your child. By the end, I hope you'll feel clearer and more confi-
dent that seeking help is not a sign of weakness, but rather a proactive step that can
make all the difference in your child’s well-being.

SIGNS THAT THINGS ARE SERIOUS

Not every bad day or tantrum means a child needs therapy or counseling. However,
there are certain behaviors and changes that consistently stand out as red flags. In my
career, I came to recognize a pattern of signs that often preceded a family seeking my
advice or intervention. When I refer to these signs, keep in mind that any one of them
alone doesn’t automatically mean a child has a mental health disorder, but each is a
clue worth paying attention to. And if you notice several of these happening
together, that’s a strong signal that it may be time to reach out for professional help.
Let’s look at eleven key signs, one by one.

1. Impaired Academic Functioning

I'll never forget “Jason,” a bright sophomore who used to love science class. Over a
single semester, Jason went from earning B’s and C’s to failing nearly all his classes.
His parents were stunned; they knew he was smart, so they initially responded with
punishment, assuming he was slacking off or spending too much time on video
games. When I spoke with Jason, I found a withdrawn teen who couldn’t concentrate
in class and stopped doing homework because he felt “it didn’t matter anyway.” It
turned out Jason was battling untreated depression that left him exhausted and
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unable to focus. His academic free-fall was one of the first outward signs of that

internal struggle.

A sudden or significant decline in school performance is often a canary in the coal
mine. When a child’s grades drop, or they lose interest in activities and subjects they
once enjoyed, it's important to ask why. Research shows that mental health issues like
depression, anxiety, or attention problems can directly impact concentration, motiva-
tion, and memory.® In fact, poor mental health makes students twice as likely to fail a
grade at school. It can become a vicious cycle: the worse a child does academically, the
lower their self-esteem falls, which then further worsens their mental health and
school performance.* If your child is suddenly skipping assignments, unable to focus
on studies, or their teachers report drastic changes in behavior or effort, it’s a red flag
that something deeper may be wrong. Don’t just write it off as laziness. Many kids,
like Jason, want to do well but can’t, because something emotional is getting in the
way. Addressing the underlying issue — whether it's depression, anxiety, ADHD, or
something else — often helps them get back on track in school.’ Impaired academic
functioning is not about the letter grades themselves, but about noticing a change in
your child’s ability to engage with learning. It’s a clear sign to start a conversation and

possibly consult a professional who can assess what’s going on beneath the surface.
2. Extreme Isolation or Social Withdrawal

When my wife and I noticed our middle-school-aged daughter spent her entire
summer in her room, barely seeing friends, alarm bells went off for us. She had
always been more on the introverted side, but this was different — she quit her soccer
team, ignored messages from her best friend, and even at family dinners, she was
silent and distant. As a dad, it broke my heart to see her so alone. I gently asked if
something was bothering her; at first, she shrugged it off. Only later did we learn
she’d been feeling intensely anxious and had convinced herself that her friends
didn’t really like her. Retreating into solitude was her way of coping with those over-
whelming feelings. We sought the help of a counselor, and over time, she slowly

started reconnecting with the people she cared about.

Extreme isolation — a child holed up in their bedroom, avoiding friends, and pulling
away from family — is a major warning sign. Humans are social creatures, and chil-
dren develop through interaction and play. When a kid or teenager suddenly disap-
pears socially, it often signals internal distress such as depression or anxiety. A review
of research found a strong association between social isolation and increased anxiety
and depression in young people.® Essentially, the more socially isolated a child is, the

more likely they are to feel lonely, sad, or fearful. Unfortunately, isolation can feed on
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itself: a depressed or anxious child withdraws from others, which in turn exacerbates
their loneliness and negative feelings.” I've seen students who stopped eating lunch
with their peers and spent recess hiding in the library because they felt they didn’t fit
in. Over time, this withdrawal can erode their social skills and self-esteem. It's impor-
tant to note that “alone time” by itself isn’t bad — many kids enjoy solitude to read or
relax. The red flag is when isolation is extreme or out of character: for example, a
previously outgoing child suddenly has no interest in playdates, or a teen who used
to hang out with friends every weekend now stays home constantly and avoids calls
or texts. If you observe this, take it seriously. Gently check in with your child about
why they’re avoiding others. They might be experiencing bullying, anxiety, or
depression that makes socializing feel unbearable. Mental health professionals can
help them develop tools to re-engage socially and address the feelings that led to the
withdrawal in the first place.® Remember: persistent, extreme isolation is not “normal

teen behavior.” It’s a sign your child is struggling and needs support.
3. Self-Harm (Cutting or Other Self-Injury)

In one particularly poignant case during my law enforcement career, a teacher
referred a 14-year-old student to me because she noticed the girl always wore long
sleeves, even on hot days. The teacher worried something was off. When I gently
spoke with the student (I'll call her Emily), she eventually rolled up her sleeves to
reveal a series of small, healing cuts on her forearms. Emily burst into tears, telling
me she felt so much emotional pain inside that cutting herself was the only way she
could “feel something” or get relief. As a father, seeing those scars on a child just
about knocked the breath out of me. We immediately connected Emily with the
school counselor and her parents and got her into therapy. Over time, she learned
safer ways to cope, but I shudder to think what could have happened if her self-harm
had gone unnoticed or ignored.

Self-harm refers to deliberately hurting oneself, often by cutting, burning, or
scratching the skin, and it is always a serious red flag. It's important to understand
that self-harm is usually not an attention-seeking stunt, nor is it the same as a suicide
attempt. Rather, many young people, like Emily, use self-injury as a desperate coping
mechanism for overwhelming emotions or numbness. They might not know any
other way to deal with intense sadness, anger, trauma, or self-loathing. Research
from NAMI (National Alliance on Mental Illness) notes that the urge to self-harm
isn’t uncommon, especially among adolescents and young adults, and people often
keep it secret.! In fact, one recent study suggests nearly 1 in 5 teens (17.6%) in the
U.S. have engaged in non-suicidal self-injury at least once,? highlighting a growing
mental health crisis. Self-harm is associated with underlying issues such as depres-

sion, anxiety, trauma, or extreme stress. It is not a “phase” that kids will just grow out
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of on their own. Besides the immediate risk of serious injury or infection, self-harm
can escalate if the underlying emotional pain isn’t addressed. It's also a warning sign
that a child may be at increased risk of suicidal thoughts, even if the self-injury itself
was not a suicide attempt. If you ever discover your child is harming themselves —
whether it’s cutting lines on their skin, burning, or any form of self-injury — take
action quickly. Approach the situation with empathy rather than anger; they are in
pain and need help, not punishment. A mental health professional can work with
them to understand why they self-harm and to develop healthier coping strategies.?
It can be literally life-saving to intervene. In Emily’s case, therapy and family support
helped her break the cycle, but it all started with an adult recognizing the signs.
Never assume self-harm is minor or “for attention” — it’s a cry for help in the only
way that child may know how to express it.

4. Talk of Suicide or Persistent Hopelessness

One evening after a community safety seminar, a mother approached me, her voice
trembling. She had found a crumpled note in her 13-year-old son’s jacket pocket with
the words, “I can’t do this anymore. Maybe everyone would be better off if I weren’t

”

here.” She was understandably terrified. Her son had not actually attempted
anything, but he often said things like “What’s the point? Nothing matters.” In our
conversation, the mother admitted she wasn’t sure if he truly meant those words or if
it was “drama.” As a parent, I can imagine the panic that note would cause; as an
officer, I assured her that we must treat any talk of not wanting to live with the
utmost seriousness. We coordinated with a crisis counselor that very night. Thank-
fully, the boy got the help he needed and later told his mom that, at the time he wrote

that note, he genuinely felt hopeless about life.

If a child expresses thoughts about death, suicide, or hopelessness — whether
verbally, in writing, or on social media — do not wait. This is one of the clearest signs
that professional help is needed immediately. Phrases like “I wish I weren’t here,” “I
want to disappear,” or “Everyone would be better off without me” are huge red flags.
Sometimes kids might say it in passing out of frustration, but if such statements
occur repeatedly or alongside other signs of depression, they indicate the child is
suffering deeply. The statistics around youth suicide are sobering: roughly 18% of
high school students have seriously considered attempting suicide, and 9% have
attempted it. Suicide is actually the third-leading cause of death for 12- to 24-year-
olds,* which underscores how critical it is to respond quickly to any warning signs.
Persistent hopelessness (like a child constantly expressing that they see no future or
that things will never get better) often goes hand-in-hand with depression. In teens,
depression doesn’t always look like sadness; it can manifest as irritability or anger,

and they may hide their despair behind a tough facade.’ However, it appears that the
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feeling that “nothing matters” or “there’s no way out” is extremely dangerous. If you
hear anything like this from your child, trust it and act. Even if you're not sure they
truly mean it, it’s far better to err on the side of caution. A mental health professional
can assess the risk and provide support. This might involve therapy, a safety plan,
and sometimes medication or a short hospital stay if the risk is high. Early interven-
tion can literally save a life here. And remember, asking a child if they are having
suicidal thoughts will not plant the idea in their head - instead, it can be a relief for
them to talk about it and get help. Seeking professional help in the face of suicidal
talk is an act of love and courage. It sends the message to your child: Your life is

precious, and we will get through this together.
5. Extreme Mood Swings or Persistent Sadness

When I was a sheriff’s sergeant, I worked with a youth diversion program, where we
met a 16-year-old named Alyssa. Alyssa’s parents were at their wits’ end because
they never knew who they’d encounter on a given day — the sweet, funny girl they
loved, or a hostile stranger slamming doors. One moment she’d be in tears, saying
everyone hated her; an hour later, she might be inexplicably giddy or raging over a
minor comment. These weren’t ordinary teen mood swings; they were extreme,
unpredictable, and had been going on for months. Her parents had tried to be
patient, thinking it was adolescent hormones, but things took a turn when Alyssa
spent a whole week barely coming out of bed, saying she felt empty. That's when
they finally sought help. A psychological evaluation revealed that Alyssa was dealing
with a mood disorder that needed treatment.

While it's normal for children (especially teenagers) to have shifting moods, frequent
and extreme changes in mood, or long periods of pervasive sadness signal that some-
thing more serious might be happening. Pay attention if your child exhibits patterns
such as intense anger outbursts over trivial matters, crying spells for no apparent
reason, or sudden mood swings that disrupt daily life. Another scenario is a
prolonged mood that remains low: for example, a child who appears sad or “blue”
nearly every day for weeks, or who consistently expresses an ongoing sense of hope-
lessness (as discussed in Sign #4). Prolonged irritability can also be a form of depres-
sion in adolescents — in fact, many depressed teens don’t simply appear sad; instead,
they may be extremely short-tempered or easily angered by small things.® The key
here is persistence and intensity. A week of sulking after a friend moves away might
be normal, but if that sulk turns into months of disinterest and gloom, it’s a red flag.
Scientifically, mood disorders like depression and bipolar disorder often emerge
during adolescence. Depression in teens is not rare — about 4-5% of adolescents are
experiencing clinical depression at any given time’ — and we know that depression

and anxiety can cause rapid, unexpected mood changes in youth.® If those mood
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swings are making it hard for your child to function (for instance, they can’t get
through a school day without breaking down, or their anger is alienating all their
friends), then professional help is warranted. Therapists can teach kids emotional
regulation skills, and if needed, psychiatrists can assess for conditions like depression
or bipolar disorder. The good news is that with the right support, even severe mood
issues can improve dramatically. I've seen Alyssa and others learn to understand
their emotional triggers and stabilize their moods through therapy and, in some
cases, medication. The first step, though, was recognizing that her rollercoaster of

emotions wasn’t typical teen angst — it was a distress signal.
6. Excessive Anxiety and Worry

When my youngest son was about 11, I noticed he started asking me an awful lot of
“what if” questions at bedtime: “What if someone breaks into the house?” “What if I
fail my math test tomorrow?” He had always been a bit of a worrier, but suddenly his
fears multiplied. He had trouble sleeping, fretting over scenarios that hadn’t
happened—and likely never would. One morning before school, he was pale and
trembling, complaining of a stomachache — I soon realized it was actually a panic
attack over a presentation he had to give in class. As a parent, it was tough to see him
so anxious, and initially, I tried to reassure him or gently say, “Don’t worry, it'll be
fine.” However, the worries continued to mount, day after day, big and small, until
we decided to consult a child psychologist. That move changed everything: we
learned he was experiencing an anxiety disorder, and with counseling and some

simple coping strategies, his anxiety became much more manageable.

All kids worry sometimes, but excessive anxiety is different. It's when worry and fear
become constant companions in your child’s mind, interfering with their ability to
enjoy life or do everyday things. For example, a child with excessive anxiety might
always assume the worst-case scenario, have frequent fears that don’t match the situ-
ation (like panicking that a minor scrape will get infected and lead to hospitaliza-
tion), or experience physical symptoms such as headaches, stomachaches, or
shortness of breath due to their anxiety. Anxiety disorders are actually the most
common mental health disorders in adolescents, affecting roughly 1 in 10 children
(with some studies showing around 5.5% of older teens meeting criteria for an
anxiety disorder at any given time).’ Signs can include persistent worrying that the
child can’t control, irrational fears or phobias, avoidance of certain activities (like
refusing to go to school or to parties due to fear), and even panic attacks. Importantly,
anxiety isn’t always obvious. Some anxious kids are perfectionists who work extra
hard in school to avoid their fears of failure — their anxiety might come across as dili-
gence. Others might complain of frequent physical complaints with no clear medical

cause (more on that in Sign #10), which are actually anxiety in disguise. If your child
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seems consumed by worry or fear most days, or if their anxiety stops them from
doing things — say, they won’t sleep in their own bed, or they get nauseated every
morning before school — it’s a sign to get help. Professional help for anxiety can be
very effective: cognitive-behavioral therapy, for instance, gives kids tools to manage
anxious thoughts and gradually face their fears, and it has a strong track record of
success. Medications can also be an option for more severe cases. The bottom line is,
childhood is supposed to have moments of carefree joy. If instead your child is living
under a constant cloud of worry, don’t dismiss it as just “nerves” or shyness. Exces-
sive anxiety is a serious issue, but with proper support, children can learn to over-

come it and regain their confidence. !

7. Aggressive or Destructive Behavior

During my time with the Orange County Sheriff’s Department, I was once called to a
home because a 12-year-old boy was out of control. He had punched a hole in the
drywall, thrown a chair at his younger sister, and even threatened to hurt the family
dog in a fit of rage. His terrified mother confessed that this wasn’t the first incident —
over the past year, his temper had gotten worse and worse. He’d been suspended
multiple times for fighting at school and often shouted obscenities at his parents
when angry. They had tried everything from discipline to pleading, but his aggres-
sion only escalated. Standing there in that living room strewn with broken items, I
knew that this family needed more than a police intervention; they needed psycho-
logical help for their son before someone got seriously injured. We facilitated an
emergency evaluation, and it turned out the boy had an underlying conduct disorder
exacerbated by trauma he had experienced earlier in childhood. Getting him into a
structured treatment program was tough love, but it likely prevented even more

dangerous behavior down the line.

While all kids misbehave at times, frequent aggressive, violent, or severely defiant
behavior is a glaring red flag. This includes patterns like physical fighting, cruelty to
animals, destroying property, extreme bullying of others, or explosive temper
tantrums well beyond what’s developmentally appropriate. Essentially, if a child’s
behavior is regularly a threat to their safety or that of others, professional help is
needed.!! Sometimes, aggression can stem from untreated ADHD or impulse control
issues, but it can also be a sign of conduct disorder or the influence of severe
emotional turmoil. The World Health Organization notes that behavioral disorders
(which often involve destructive or challenging behavior) can affect a child’s educa-
tion and increase the risk of criminal behavior if not addressed.!'? Indeed, persistent
violent or antisocial behavior in youth is one predictor of problems with the law later
on. Beyond the future risks, though, is the immediate impact: living in a home with

daily shouting matches or fear of a child’s aggression is damaging for the entire
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family. It's not just “bad behavior” — it can signal that a child is unable to regulate
their emotions or has never learned safe ways to express anger. Some children may
have witnessed violence themselves and are reenacting it; others might have a neuro-
biological issue driving their aggression. Whatever the cause, this level of behavioral
problem is not something most parents can (or should) tackle alone. Therapists or
psychiatrists can assess if there’s an underlying disorder like Oppositional Defiant
Disorder (ODD) or Conduct Disorder, and help create a behavior management plan.
Family therapy can also be crucial, since managing aggression often involves consis-
tent structure and consequences at home, combined with helping the child learn new
coping skills. In extreme cases, medication or specialized programs (like anger
management groups or residential treatment) might be recommended. I often tell
parents confronting severe aggression: You are not failing by asking for help; you are
ensuring your child gets the intervention they need to live safely and productively.
One more note — if a child ever talks about or demonstrates cruelty to animals or
younger siblings, treat that with zero tolerance and seek help immediately. Those
behaviors rarely resolve on their own and are often symptomatic of deep psycholog-

ical issues or trauma.
8. Substance Use or Other Risky Behaviors

A few years ago, a fellow parent in my community confided in me about her 17-year-
old daughter, Jenna. This mom had recently found a hidden stash of empty liquor
bottles and some pills in Jenna’s bedroom. On top of that, Jenna’s curfew violations
were growing frequent — she would sneak out at night and lie about where she had
been. Once, she came home in a car with a boy who was clearly under the influence.
The mother was shocked; Jenna had always been a “good kid,” and suddenly she
was experimenting with alcohol, maybe drugs, and putting herself in dangerous situ-
ations. We talked about how to approach it, and I emphasized that these behaviors
often signal that something deeper is wrong. Sure enough, when they sought coun-
seling, they discovered Jenna had been dealing with anxiety and feelings of inade-
quacy, and she was using alcohol as an escape. She’d also fallen in with a peer group
where risky behavior was the norm. With therapy and some tough boundaries set by
her parents (with my guidance from a law enforcement perspective), Jenna eventu-

ally pulled back from that brink before any lasting harm was done.

Adolescence is a time of testing limits, but substance abuse and serious risk-taking go
beyond typical teen rebellion. If you find evidence that your child is frequently
drinking alcohol, using drugs (including misuse of prescription medications, vaping
unknown substances, etc.), or engaging in high-risk behaviors like unsafe sex, steal-
ing, or reckless driving, it’s a loud alarm bell that shouldn’t be ignored. Substance
use and mental health issues are often tightly interwoven — many teens turn to
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alcohol or drugs as a way to self-medicate their emotional pain or stress.!> As the
American Academy of Pediatrics notes, substance use in teens is very common
(around 30% of high schoolers have tried alcohol, and 15% have used illicit drugs),
but when it’s paired with other mental health symptoms, it raises extra concern. The
presence of drinking or drug use “often signals deep emotional pain that needs to be
addressed.”!* In other words, if your child is regularly getting high or drunk, why
are they doing it? Are they anxious, depressed, or coping with trauma? Likewise,
reckless behaviors — speeding, trespassing, unprotected sex — may indicate a lapse in
judgment related to impulsivity or an “nothing to lose” mindset that can accompany
depression or conduct problems. These behaviors put your child’s safety and future
at serious risk (not to mention the safety of others in cases like impaired driving).
Professional help can tackle both the behavior and its root causes. This might involve
substance abuse counseling or programs (like a teen outpatient treatment group) and
therapy for any underlying mental health conditions. I often worked on drug preven-
tion in schools as the “Cyber Safety Cop,” focusing on how online influences and
peer pressure can lead kids toward these risks. One thing I learned is that simply
punishing the bad behavior (grounding them for drinking, for example) isn’t enough
if you don’t also address why it happened. Therapists can help teenagers develop
healthier coping mechanisms and decision-making skills. Also, involving a medical
professional is important because if a teen is using substances regularly, there could
be withdrawal or health issues to manage. The sooner you intervene in a pattern of
risky behavior or substance use, the better the chance of steering your child back to a
safe path. Early intervention might prevent a brush with law enforcement, an addic-

tion, or even a life-threatening accident.
9. Major Changes in Eating or Sleeping Habits

In my household, we went through a rough patch with my older son during his
junior year of high school. Normally, this kid could eat us out of the house and at
home - a healthy, athletic appetite. But over a couple of months, my wife and I
noticed he was picking at his food and skipping meals. At first, I joked that maybe
he’d discovered girls and was trying to slim down for prom, but then I realized he
had lost noticeable weight and seemed to have no energy. He also started staying up
until 3 or 4 a.m., claiming he just wasn't tired, then sleeping through his alarm and
struggling all day. These changes were so stark that they prompted us to take him to
the pediatrician and a counselor. It turned out he was dealing with a lot of stress and
early signs of depression, which in his case led to loss of appetite and insomnia. With
support and some lifestyle adjustments, he got back to a more normal routine, but it
opened my eyes: changes in eating and sleeping were the outward clues to his

internal state.
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Significant shifts in the basic biological habits of eating and sleeping can be strong
indicators that a child’s mental or emotional well-being is compromised. For
instance, changes in appetite or weight, such as sudden weight loss, weight gain, or a
child saying they’re “just not hungry” anymore, might point to issues like depres-
sion, anxiety, or even an emerging eating disorder. Many depressed teens experience
either a loss of appetite or sometimes the opposite, “stress eating” for comfort. On the
flip side, a condition like anxiety might cause stomachaches that make a child avoid
food. If you notice your child skipping meals, obsessively counting calories, or if
their clothes are fitting much looser (or tighter) unexpectedly, it's worth paying atten-
tion. Similarly, sleep disturbances are often a red flag. Maybe your child, who used to
conk out by 10 p.m., is now up past midnight every night, wired and unable to sleep.
Or perhaps they are oversleeping — struggling to get out of bed in the morning,
taking long naps after school, and still saying they’re tired. Both insomnia and exces-
sive sleep can be symptoms of depression or anxiety. In fact, chronic insomnia has
been consistently identified as a risk factor for developing depression in adoles-
cents,!> and many depressed teens (up to 80%) report significant sleep distur-
bances. !¢ We also know that not getting enough sleep can exacerbate other issues: a
tired teen is likely to be more irritable, less able to cope with stress, and more prone
to anxiety. Changes in sleep can even raise the risk of suicidal thoughts.!” So, when a
kid’s eating or sleeping goes off the rails for more than a short period, it’s a serious
sign. These functions are so fundamental that the medical community includes them
in diagnostic criteria for various disorders (for example, changes in appetite or sleep
are symptoms of depression). Of course, sometimes a growth spurt or a heavy sports
schedule can explain a teen sleeping more or eating more — context matters. But trust
your observations: you usually know what’s “normal” for your child. If they’re devi-
ating a lot from that — like every night battling insomnia, or every meal turning into a
battle — it might be time to get a professional’s perspective. A pediatrician can help
rule out physical causes (like thyroid issues or anemia that might affect energy and
appetite), and a mental health professional can assess whether anxiety, depression, or
perhaps an eating disorder is at play. The sooner these changes are addressed, the
easier it will be to reset your child’s body clock or nutritional habits and prevent

long-term health consequences.
10. Frequent Physical Complaints with No Clear Medical Cause

In one case that has stayed with me, a 10-year-old boy named Marcos was referred to
our school’s resource team because he had been missing a lot of classes. When I sat
down with him and his mother, she was frustrated and anxious. Marcos often
complained of stomachaches or headaches that mysteriously resolved by the after-

noon. They’d been to the pediatrician multiple times, run all sorts of tests, and
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nothing physically was wrong. The doctors started suggesting it might be “stress.”
Marcos’s mom was skeptical at first — what could a 10-year-old be stressed about to
the point of feeling sick? As we gently talked, tears welled up in Marcos’s eyes. It
turned out he was being bullied at recess and dreaded going to school so much that
his body reacted. His pain was real, but its source was emotional. Once that came to
light, we were able to address the bullying and get Marcos counseling to cope with

his anxiety, and those daily stomachaches faded away.

Many parents are surprised to learn just how much emotional distress can manifest
as physical symptoms in children. Kids (and teens) aren’t always able to articulate
“I'm anxious” or “I'm sad,” but their bodies often send signals. Frequent headaches,
stomachaches, nausea, or other unexplained aches and pains — especially if a doctor
has ruled out medical issues — could be the body’s way of expressing stress or
emotional pain. The mind-body connection in children is powerful. For example, a
child with anxiety might genuinely feel a pounding heart, dizziness, or stomach pain
when they’re worried. A child with depression might experience fatigue, body aches,
or say they just feel “sick” all the time. Research validates this: many studies have
found that children can develop psychosomatic symptoms (physical symptoms
caused or worsened by psychological factors). One guideline notes that frequent
physical complaints without a medical cause can be manifestations of emotional
distress. If your pediatrician says, “We can’t find anything wrong,” but your child is
still often unwell, it's worth considering stressors in their life. Are they anxious about
school performance? Is there tension at home? Are they struggling socially? Chronic
stress can elevate cortisol (the stress hormone) in kids, potentially leading to
headaches or stomach issues.!® I've encountered students whose migraines were tied
to anxiety about leaving their sick parent at home, and teens whose gastrointestinal
troubles were linked to social anxiety. This sign is a bit tricky, because of course you
don’t want to dismiss a potential medical issue. Always start with a thorough
medical check to ensure there isn’t an illness. But if nothing is found and the
complaints persist, consider it a red flag for psychological help. A mental health
professional can help determine if these physical symptoms are anxiety, depression,
or even trauma-related. Treating the underlying emotional issue often alleviates the
physical symptoms as well. For Marcos, feeling safe from bullies and learning coping
skills for anxiety meant his “mystery stomachaches” disappeared. In short, the body
sometimes speaks what the child cannot say aloud. Listen to it. Recurrent unex-

plained physical complaints are often a child’s cry for help in a different language.
11. Difficulty Coping with Loss or Major Life Transitions

A few years ago, my family went through a pretty dramatic change — we moved to a

new city for my job. My youngest daughter, who was 9 at the time, went from being
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a bubbly, easy-going kid to an anxious, upset little girl over the course of that move.
At first, my wife and I thought, “Okay, she’s just sad about leaving her friends; give it
time.” However, weeks after settling into the new house, our daughter was still
crying herself to sleep most nights, clinging to us whenever it was time to go to her
new school, and getting angry over minor things. It was like she regressed; even
some old bedwetting issues resurfaced briefly. We realized that the transition —
leaving her old life behind — was more than she could handle on her own. We found
a child therapist who helped her process these feelings and develop some tools to

adjust. It was a few months of work, but we eventually got our smiling girl back.

Major life changes — such as moving, divorce, the arrival of a new sibling, or the
death of a loved one — can deeply affect a child’s sense of security and stability. It's
natural for any child to be upset by significant losses or changes, but the key is
whether they are struggling to cope in a prolonged or extreme way. Signs might
include regression (like reverting to bedwetting or tantrums in a child who had
outgrown those behaviors), persistent sadness or anxiety related to the event, or
inability to participate in normal activities even long after the change. For instance, if
a grandparent’s death occurred six months ago and your child still cries every day
and won't engage in activities they used to enjoy, their grief may have evolved into
something like depression or anxiety that needs support. Similarly, after a divorce,
it's expected that a child will have a tough adjustment period; however, if a year has
passed and they are continuously acting out, withdrawing, or expressing feelings of
self-blame or despair, it indicates they haven’t been able to adapt to the new normal.
Traumatic events are in a category of their own — if a child has experienced abuse, a
serious accident, or any frightening incident, professional help is often crucial right
away. Studies show that up to 15% of girls and 6% of boys develop PTSD (post-trau-
matic stress disorder) after a traumatic event,'” which can include symptoms like
nightmares, flashbacks, extreme anxiety, or emotional numbness. Counseling after
trauma or major loss isn’t about “fixing” the child - it's about giving them a safe
space to express feelings, learn coping strategies, and find meaning or understanding
of what happened. In fact, experts consistently emphasize that counseling can help
children build resilience after difficult events. If your child seems stuck in their grief
or stress, or if a life change has led to many of the other signs we’ve discussed (like
decline in grades, isolation, etc.), that’s a cue to seek help. I often tell parents that
bringing a professional in during these big life moments is like providing emotional
scaffolding while the child rebuilds their sense of stability. It's not overreacting; it’s
being proactive. For my daughter, talking to a therapist about the move gave her the
tools to cope with missing her old friends and to eventually open up to new ones.
Remember, change is hard for all of us. If it’s hitting your child especially hard and

they can’t seem to bounce back with time and basic support, there’s absolutely no
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shame in getting some extra help to guide them through it. Early counseling after a
major life event can prevent longer-term issues and help your child emerge stronger
on the other side.

WHEN TO TAKE ACTION

Reading through the signs above, you might be thinking: “Okay, I do see a couple of
those in my child... but is it serious enough to call a professional? What if I'm over-
thinking it?” These doubts are completely normal. As parents, we're often walking a
tightrope, trying to balance not ignoring real issues with not pathologizing every
little behavior. The truth is, there’s no perfect formula to know exactly when to act —
but there are some guiding principles that can help you decide.

Trust your instincts. In my experience, a parent’s gut feeling is usually right. If some-
thing in your child’s behavior or mood is causing you persistent worry, don’t dismiss
that feeling. I've had parents tell me, “I can’t put my finger on it, but something is off
with my son,” and later it turns out the child was indeed struggling internally. You
know your child better than anyone. If your inner voice is telling you that your
child’s anger isn’t just “typical teen stuff” or that their sadness seems deeper than a
temporary funk, listen to it. It’s better to check and find out everything is okay than
to ignore it and discover later that your child was in pain. Remember that statistic: on
average, there’s an 11-year delay between when mental health symptoms first appear
and when people actually get treatment.’’ That often stems from well-meaning

people downplaying early signs. Early action can break that pattern.

Look at duration and impact. One useful rule of thumb is to consider how long the
issue has been going on and how much it’s interfering with your child’s life. A week
of anxiety about a big exam is normal, but anxiety that lasts for months, across
different situations, and makes your child avoid things they used to enjoy — that’s
when to worry. Similarly, a day or two of sadness after a disappointment is expected;
several weeks of persistent sadness or apathy may indicate depression. Professionals
often use a guideline of two weeks or more of continuous symptoms (like low mood,
anxiety, sleep problems) as a sign that an evaluation is needed. And if a behavior is
significantly impairing your child’s functioning — e.g., they can’t go to school, can’t
maintain friendships, or family life is constantly chaotic due to the behavior — then
it's time to act, no matter how long it's been. Occasional behavior issues or mood

swings are part of growing up; chronic, unrelenting ones are not.

Err on the side of early intervention. There is a persistent (and false) notion that
seeking help means you failed or that you're making a big deal out of nothing. I want

to counter that with all my heart: seeking help is a strength. It takes courage to say,
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“My child might need something I alone can’t provide.” And getting help early,
when you first suspect there’s an issue, often prevents bigger problems down the
road. I've seen what happens when families wait too long. One mother I worked
with was hesitant to take her extremely shy, anxious daughter to a therapist because
she thought “it’s just her personality.” By the time they finally sought help, the girl’s
anxiety had snowballed; she was having panic attacks about going to grocery stores
and had missed a lot of school. Early therapy could have saved her from a year of
suffering. Research backs this up: untreated mental health problems can worsen and
even lead to additional issues over time. For example, a child who doesn’t get help
for anxiety might later develop depression or start using substances to cope.
Conversely, early intervention is linked to better outcomes — one analysis showed
that schools that implemented early mental health programs saw a 25% reduction in
severe mental health issues later.?! Catch things early, and you often head off more
severe challenges.

Distinguish between developmentally normal and atypical. This is where a profes-
sional consultation can sometimes help, even if it’s just one meeting for an opinion.
Some behaviors are developmentally appropriate — toddlers throw tantrums;
teenagers seek independence and can be defiant. Context matters: a two-year-old
banging their head on the floor during a tantrum might be typical; a 12-year-old
doing the same is not. If you're unsure whether your child’s behavior fits what's
expected for their age, don’t hesitate to reach out to a pediatrician, school counselor,
or therapist for perspective. They can inform you, for instance, if your 5-year-old’s
aggressive play is within normal limits or if it stands out as concerning compared to
peers. You're not committing to long-term therapy by asking questions — you're gath-

ering information to make an informed decision.

Lastly, consider the safety factor. If there are any signs of self-harm, suicidal
thoughts, severe aggression, or substance abuse, those are immediate triggers to seek
professional help (and in some cases, urgent or emergency help). For these, do not
wait. It's far better to have a false alarm than a tragedy. In law enforcement, we oper-
ated under the mantra “if you see something, say something.” In parenting, I'd
tweak that to: If you sense something, do something. That could be as simple as
scheduling an appointment with your child’s pediatrician to discuss your concerns.
You can also start by talking to your child in a supportive way: “I've noticed you've
been really down lately, and I'm worried. Would you be open to chatting with a
counselor about it?” Sometimes that conversation alone opens a door — they might
admit they need help, too.

To sum up, you take action when your concern persists. Don’t let fear of being
labeled “overprotective” stop you. As Clayton (the dad, not the cop), I can say: I'd
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rather intervene early and find out I overshot, than hold back and regret it. Think of
seeking help as akin to taking your child to the doctor for a persistent cough — you're
just checking if something is wrong and getting treatment if needed. Mental health is
no different. Trust yourself, and remember that reaching out for assistance is a proac-

tive step that caring parents take, not a failure.

THE IMPORTANCE OF EARLY INTERVENTION

Not long ago, I ran into a former student I had mentored in a youth program. As a
freshman, “Danny” was angry, failing classes, and dabbling in drugs — classic signs
we’ve discussed. With some urging, his parents got him into a therapy program by
his sophomore year. When I saw Danny after graduation, he was a different young
man: working a steady job and taking community college courses. He told me, “Get-
ting help early saved me. I don’t know where I'd be if I kept going like I was.” His
words resonated deeply because they highlight exactly why early intervention
matters so much.

When we talk about early intervention, we mean addressing problems as soon as
they become apparent, rather than waiting until they reach a breaking point. Think of
it in terms of physical health: if a child’s vision is a bit blurry, you’d get glasses early
rather than let them squint for years. If they have a small cavity, you fill it before it
becomes a root canal. Similarly, for mental and emotional challenges, earlier is almost
always better. There are several reasons why intervening early can lead to much

more positive outcomes:

Problems are easier to manage when they’re smaller. Mild anxiety is easier to treat
than a full-blown anxiety disorder that’s been reinforced over the years. A child who
has just started experimenting with substance use is easier to guide back on track
than one who’s been using for a long time and developed an addiction. Early therapy
can prevent a downward spiral by addressing issues before they entrench. One study
noted that schools that implement early mental health interventions see a significant
reduction (about 25%) in severe mental health issues later in life.?? This is because
you're effectively cutting off the escalation. The earlier you catch a falling problem,
the shorter the distance it has to fall.

The brain and skills that are developing are more adaptable. Children’s and
teenagers’ brains are still growing and forming connections. This neuroplasticity
means they can learn new ways of thinking and coping more easily than adults.
Skills learned in therapy, like emotional regulation or cognitive coping strategies, can
become ingrained habits that carry into adulthood. Early intervention harnesses that

developmental flexibility. For example, a 10-year-old who learns how to manage
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anxiety through breathing techniques and positive self-talk might avoid years of
panic attacks, and those tools will be in their toolbox for life. From a developmental
science standpoint, adolescence is a window of both vulnerability and opportunity —
it’s when many mental illnesses first appear, but also when interventions can poten-

tially alter someone’s trajectory dramatically. 2*

Preventing collateral damage. Untreated mental health issues can cause a ripple
effect of negative outcomes: academic failure, strained family relationships, social
difficulties, and physical health problems. By intervening early, you often prevent
these secondary problems. For instance, getting depression treated in a teen could
mean they don’t start self-medicating with alcohol, thus averting the whole set of
problems that come with substance abuse. Or addressing a child’s aggression early
can prevent them from getting kicked out of school or getting into legal trouble.
There’s an old saying: “An ounce of prevention is worth a pound of cure.” Early

intervention is that ounce of prevention in action.

Better long-term prognosis. Studies in the mental health field suggest that the longer
a condition goes untreated, the more difficult it can be to treat when you finally do.
Chronic, untreated anxiety or depression can actually change how a young person’s
brain responds to stress, making future episodes more likely. Conversely, if you treat
that depression early and effectively, you reduce the chances of relapse and help set
up a more stable adulthood. To put it simply, early treatment can put a child on a
healthier life path, improving their chances of thriving as adults. We have evidence
that even very serious conditions, like early-onset schizophrenia, have better
outcomes when addressed at the first episode than if treatment is delayed.

Empowering the family and reducing stigma. When a family tackles a problem
head-on early, it sends a powerful message to the child: This is nothing to be
ashamed of, and we can work on it. It normalizes mental health care as just another
form of care. Many adults today reflect that they wish someone had gotten them help
sooner. By intervening early for your child, you're also teaching them that it’s okay to
seek help — a lesson they will carry forward. They learn resilience not by “toughing it
out” alone, but by proactively solving issues with support. Family therapy or parent
coaching as part of early intervention also equips you as the parent with strategies to
support your child better. I've seen families transformed by early intervention —
instead of years of conflict or confusion, they gained understanding and tools within

months, which improved the entire family’s dynamic.

Finally, it’s important to highlight that early intervention is effective. We’re not just
doing it for its sake. Various early intervention programs (whether in schools or
communities) have shown concrete benefits: lower rates of school dropout, reduced
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symptoms, and even economic benefits in the long run due to improved functioning.
For example, one analysis found that when parents are actively involved in early
mental health programs, children’s academic and emotional outcomes improve
significantly. Another found that untreated kids often continue to struggle into adult-
hood, whereas treated kids have far better odds of recovery.*’

To sum up, if you address an issue now, you spare your child (and yourself) a lot of
hardship later. Early intervention is a gift of stability and health that keeps on giving.
It's about setting the stage for positive development rather than crisis management.
And as I often remind folks: when in doubt, start the process. You can always adjust
the course, but time lost is the one thing you can’t get back. Danny’s story, which I
opened with, is a testament — catching him at 15 changed his life story by 18. That’s
the power of early help.

RESOURCES FOR FINDING PROFESSIONAL HELP: A GUIDE FOR
PARENTS

Recognizing the need for help is a huge step. The next challenge is often, “Where do I
even begin to find that help?” The mental health system can feel overwhelming,
especially when you're already worried about your child. The good news is that
there are multiple avenues to get support. Here, I'll walk through five reliable
methods to locate professional help for your child, each supplemented with a bit of
anecdote or advice from my experiences. These methods are not mutually exclusive —
in fact, many families use a combination. Choose what feels most comfortable as a

starting point.

Talk to Your Child’s Medical Provider (Pediatrician or Family Doctor). Often, the
first call can be to the doctor who already knows your child. I recall a mom in our
neighborhood who was concerned about her 8-year-old son’s extreme shyness and
frequent tantrums. She felt lost about whom to turn to, so I suggested she start with
her pediatrician. The doctor was able to do a preliminary evaluation to rule out any
physical issues and then referred her to a child psychologist in the area. Pediatricians
are trained to recognize common emotional and behavioral issues and can guide you
on the next steps. The advantage here is that your doctor has likely seen hundreds of
kids and can gauge what's typical and what’s not.?6 Many pediatric practices now
even have a behavioral health specialist on staff or a list of trusted colleagues they
refer to.?” Don’t hesitate to be direct: tell the doctor what changes or concerns you've
observed. For example, “She’s not eating or sleeping well and seems anxious all the
time.” They can recommend whether a psychological evaluation is warranted, and

who might do that locally. Starting with a medical provider also helps because they



PARENTING IN THE DIGITAL WORLD 299

can check if any medical condition (like thyroid issues or vitamin deficiencies) might
be contributing to the problem. And one more tip: it can be easier to get an appoint-

28

ment with a specialist if you have a referral from your pediatrician,”® as many mental

health professionals have tight schedules. So, leverage that white coat connection!

Consult the School Counselor or School Psychologist. Schools are on the front lines
of kids’ daily lives and often have resources that parents can tap into. In my law
enforcement days, I collaborated frequently with school counselors when a student
was exhibiting concerning behavior. For instance, when a teacher noticed a teen
writing dark, violent stories, the school counselor reached out to the family and
helped initiate a mental health evaluation. School counselors (and school psycholo-
gists, if the school has one) can observe your child in the school setting and offer
insights. They can let you know if the behavior you're seeing at home is also
happening in class, or if there are academic or social red flags. Under federal law,
U.S. public schools even have obligations to support students whose mental health is
2 That might mean counseling at school or accommodations like a 504 plan or an
IEP. A simple meeting or call with the school counselor can open doors — they often
have lists of local therapists or agencies, and they can help with referrals. One
caution: school counselors are wonderful, but they’re not a substitute for therapy if
your child needs more intensive help (they juggle a whole school of kids). However,
they can be a bridge: they might meet with your child briefly to keep an eye on
things and will certainly alert you if they see something concerning. They can also
facilitate support groups within the school (some schools have groups for grief,
divorce, social skills, etc.). In short, don’t overlook the resources sitting right there in
your child’s daily environment. I've seen many parents find an excellent therapist
thanks to a recommendation from the school counselor who “just knows a great local
clinic.” And importantly, engaging the school means your child’s educators become
allies in the process — they can help reinforce coping strategies in the school setting
once your child is getting help.

Leverage Your Personal Network (Friends, Family, Other Parents). One of the most
powerful resources is often word-of-mouth. In my parent workshops, I encourage
attendees to talk to each other, and I've seen support networks bloom. Sometimes the
stigma or privacy concerns keep us from asking friends, “Hey, have you ever worked
with a child therapist you liked?” But you’d be surprised how many people have
quietly navigated similar issues. For example, a colleague of mine at the Sheriff’s
Department once confided that his teenage daughter saw a therapist for anxiety.
When another deputy’s son started having panic attacks, he remembered that
conversation and asked for the therapist’s contact. That personal referral helped him
feel more comfortable and assured about the process. If you suspect someone in your
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circle has dealt with something similar, consider reaching out. It could be as straight-
forward as, “My son has been really struggling with X, and we're thinking of getting
some help. Have you ever done that for your kids, or do you know anyone good to
talk to?” People are often more than willing to share their experiences and recom-
mendations when asked sincerely. Another angle is support groups or community
forums (even local parenting Facebook groups or school parent committees). I've
seen parents post anonymously online, “Does anyone know a good child therapist in
the area?” and get a handful of solid leads within hours. Your personal network also
includes any acquaintances who might be in related fields — maybe you know a
teacher, a nurse, or a pastor; they often have connections to local counseling
resources. Just this past year, a family friend (who knew I was involved in child
safety) called me because her grade-school granddaughter showed signs of OCD
(obsessive-compulsive disorder). She wasn’t sure where to go, so I pointed her to a
reputable child anxiety clinic nearby. In essence, don’t be afraid to ask for directions
on this journey. It’s no different than asking for a good pediatrician or a trustworthy
mechanic. Many families have walked this road and can shine a flashlight ahead

for you.

Use Reputable Internet Resources and Directories. In this digital age, a lot of our
searches for help start with the internet. There’s a wealth of information, but it can
also be overwhelming, and not all of it is reliable. If you choose to search online, stick
to reputable sources. Websites for major organizations like the American Academy of
Child & Adolescent Psychiatry (AACAP), American Psychological Association
(APA), or NAMI (National Alliance on Mental Illness) have provider finders or
helplines. For example, NAMI's website has a section on finding mental health care
for your child®® and often lists local chapters that can guide you. Another popular
tool is the Psychology Today therapist directory, where you can filter for child/ado-
lescent therapists in your area and even specify issues (like anxiety, ADHD) and
insurance. Many parents have told me they found their child’s therapist by reading
profiles on Psychology Today to see who seemed like a good fit. There are also newer
platforms offering teletherapy for teens, which can be a convenient option (especially
in areas with few providers), though you want to ensure any service you use is legiti-
mate and that therapists are licensed. When using the internet, be cautious of just
doing a broad Google search like “best child therapist near me” without verifying
credentials. I advise looking for reviews or testimonials if available, and cross-
checking names you find with state licensing boards or professional associations to
ensure they’re in good standing. Some websites, like child psychology blogs or
forums, might have advice columns or Q&A, which can be helpful to read and see if
others have similar questions — just remember those don’t replace a professional

assessment of your child. The internet can also connect you to support communities
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(like subreddits for parents of troubled teens, etc.), which can provide emotional
support and resource suggestions. One mother I know found a wonderful local
autism specialist for her son after reading a recommendation on an online forum for
parents of kids with autism. Another excellent resource online is your health insur-
ance’s website (more on that next) and community resource databases (like 211, a
service in the U.S. that lists local support services, often accessible online). To
summarize, use the internet smartly — treat it as a way to gather leads and educate.
Websites from established organizations or directories are a good starting point, and

you can always follow up by calling to ask questions.

Contact Your Health Insurance Provider (If Applicable). If you have health insur-
ance, it can significantly shape where you seek help, since mental health services can
be costly. I've worked with families where cost was a big barrier, and guiding them
through the insurance maze was necessary. Start by flipping over your insurance
card — there’s usually a customer service number. Call and ask for a list of in-network
child mental health providers (therapists, psychologists, psychiatrists) in your area.
Many insurance websites also allow you to search for providers by specialty. The
upside of going through insurance is that you'll have clarity on what’s covered; for
example, you might learn that you have coverage for a certain number of therapy
sessions or that a doctor’s referral is needed. One parent I helped was surprised to
find that her insurance plan had an entire behavioral health case manager service —
essentially a representative who helped her coordinate finding a therapist and even
expedited an appointment. It's worth asking if your insurer offers any support
programs like that. If you don’t have private insurance, look into public options:
Medicaid (or the equivalent state program) often covers children’s mental health, and
community mental health centers typically have sliding scale fees. Some states have
specific programs for children with severe emotional disturbances that provide
services regardless of income. When reaching out to providers, always mention
insurance early in the conversation to ensure they accept it. It can save a lot of time;
I've seen parents get frustrated calling ten different therapists only to find many
weren't covered by their plan. Your insurer’s list might also point you to larger agen-
cies or hospitals that provide mental health services for kids — these often have
multiple specialists (and sometimes shorter wait times than solo practitioners). A
personal anecdote: one family I know was hesitant to go through insurance because
they thought the list of providers might not be “the best” available. They initially
tried out-of-network options, which got very expensive. Once they switched to an in-
network therapist, not only did they save money, but the care was excellent. Price or
network status isn’t necessarily indicative of quality; many top-notch child therapists
contract with insurance to reach more families. So definitely use what you're paying

for in those premiums. And if you're uninsured or insurance is not an option, don’t
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despair: many communities have non-profits or county mental health clinics for
youth. You can usually find these by calling 211 or asking a school counselor/doctor,
as mentioned. Financial constraints should never stop you from seeking help—there
are resources out there, and professionals will often work with you to find affordable

solutions.’!

Each of these methods can lead you to the support your child needs. It might take a
few tries to get the right fit. You might call one therapist and find their waitlist is
long; don’t get discouraged, move to the next name on your list. Sometimes families
try one counselor and the chemistry isn’t right for the child - that’s okay, it’s like
finding a good teacher or coach, sometimes you need to meet a couple. Persistence
pays off here. By reaching out through these channels, you're casting a safety net for
your child. And remember, as you navigate this process, you are not alone. There are
professionals who have dedicated their lives to helping children like yours, and there
are other parents who have walked this road and come out the other side with
healthier, happier kids. It takes a village, and these resources are part of your village.
Use them.

FINAL THOUGHTS

If there’s one message I hope you carry away from this chapter, it's that seeking
professional help for your child is a profoundly caring and courageous act. It stems
from the deepest love — the desire to see your child healthy, happy, and thriving. I
know it can feel intimidating to take that step. As a father, I've had that knot in my
stomach when making the first call to a therapist’s office, and as a law enforcement
officer, I've stood with parents making hard decisions about treatment or evaluations.

In every case, those parents were brave, not weak.

By recognizing the warning signs early and being willing to take action, you're
giving your child a gift of support that too many young people never receive. We live
in a time where youth are facing unprecedented pressures and mental health chal-
lenges, yet the stigma around “getting help” still lingers. Every time a parent like you
breaks through that stigma — by saying “yes, we need help and that’s okay” - it chips
away at the shame and clears the path for others to follow. It builds a culture where

kids understand that mental health is just health, and caring for it is normal.

Think back to the personal anecdotes I shared: the father agonizing over his son’s
note about giving up, the mother who discovered her daughter’s self-harm scars, the
families that navigated moves, bullying, or aggression. In each story, the turning
point was when the adults decided not to go it alone anymore. They reached out, got
the appropriate professional involved, and things began to change for the better. Not
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overnight, not with a magic wand — but steadily, with guidance. As Clayton Cran-
ford, I've been on both sides of that equation: giving help and getting help. And I can
tell you, unequivocally, that I have never regretted helping a child get connected to

support. I have, however, seen regret when help was delayed too long.*?

So, in those moments of doubt, when you wonder, “Am I doing the right thing?”,
remind yourself: Recognizing a need and seeking help is an act of strength. It is you
standing up and saying, “I will do whatever it takes to help my child be well.” There
is nothing more proactive or positive than that. You're not handing your responsi-
bility off to someone else; you're expanding the team that will fight for your child’s

well-being — and you, of course, remain the captain of that team.

As we close, remember that you are not alone on this journey. There are profession-
als, resources, and communities ready to support you and your family. And your
child is not alone either; many kids struggle at some point, and with the right help,
they do get better. I've witnessed transformations that were nothing short of
inspiring — kids who went from despair to hope, from chaos to stability, from hurt to
healing. Early therapy or intervention can set them on a brighter path, and years
later, you'll look back and be grateful that you trusted your parental instinct and
acted.

In my law enforcement career, I often dealt with crises, reacting after things went
horribly wrong. In parenting (and prevention work), I have learned the power of
acting before a crisis, of catching the kids who stumble so they don’t fall too far. By
reading this chapter and engaging with these ideas, you're already being proactive.
Keep that momentum. If you've identified with any of the red flags, consider
reaching out to one of the resources we discussed. And even if you haven’t spotted a
serious issue, keep this knowledge in your back pocket — it might help you or
someone you know in the future.

Above all, give yourself credit. Parenting is hard, and you're doing it with eyes open
and heart engaged. Your child is lucky to have you in their corner, ready to advocate
and get help when needed. Take a deep breath, hold your child a little closer, and
step forward with confidence that seeking help when necessary is one of the most
loving things you will ever do. You've got this, and help is out there.

KEY TAKEAWAYS

Red Flags Matter. Significant changes in behavior, mood, or functioning — such as
persistent sadness, social withdrawal, declining grades, self-harm, talk of suicide,

aggression, or substance use — are important signals that your child may need profes-
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sional help. Pay attention to these signs and trust your gut when something
seems off.

Trust Your Parental Instincts. You know your child best. If you feel that a problem is
more than a passing phase, it probably is. Don’t dismiss ongoing concerns. It's better
to seek help early than to wait until things worsen. Remember, the average delay in
getting treatment is far too long; early action can prevent years of struggle.

Early Intervention is Powerful. Getting help at the first signs of trouble can lead to
better outcomes. Early therapy or support can stop a downward spiral and teach
your child coping skills while they are most adaptable. Think of it as addressing an
issue when it's a molehill rather than a mountain. Research shows early mental
health interventions reduce severe problems later. Seeking help is a proactive

strength, not a parenting failure.

Multiple Avenues for Help. You're not alone in finding help. Start with accessible
resources: your pediatrician can provide referrals; school counselors can offer insight
and support; other parents can share experiences; and reputable online directories or
your insurance network can point you to qualified professionals. There are many
doors to enter — pick one and step through, and others will open.

Seeking help = Helping Your Child. Ultimately, reaching out to professionals is an
act of love. It shows your child that their well-being is a priority and that it’s okay to
ask for help. It can bring relief and hope to your child (and your family) to have
guidance on the path to feeling better. There is no weakness in this — only courage,

care, and commitment to your child’s future.*

CONVERSATION STARTERS

Use these open-ended questions during a relaxed time (dinner, car ride, walk) to
gently invite your child into conversation about their feelings and experiences. They
can help you gauge how your child is doing emotionally and demonstrate that
you're there to listen.

“What was the best and hardest part of your day today?” This lets your child share
positives and negatives, opening the door to discuss any worries or disappointments
in a low-pressure way.

“Is there anything that’s been stressing you out lately that you'd like to talk
about?” Asking directly about stress shows it’s okay to feel pressure and that you're
willing to help carry their worries together.
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“Who do you feel you can talk to when you’re feeling down or upset?” This helps
you understand your child’s support network and feelings of trust. It also reassures
them that it's good to talk to someone (and that someone can always be you).

“If you could change one thing about your life or routine that you think would
make you happier, what would it be?” This encourages your child to reflect on what
might be bothering them (it could be a situation at school, a friendship issue, etc.)
and signals that you’re open to making changes to help them.

“How have you been feeling about yourself lately? Is there anything you wish I
understood about what you're going through?” A question like this directly invites
them to share self-esteem issues or internal struggles and shows your empathy and

willingness to truly understand.

(Tip: When you ask these questions, stay calm and listen without jumping to judg-
ment. The goal is to make it safe for your child to express themselves. Even if you
hear something alarming, try to listen first and then respond gently. Regular, calm
conversations build a foundation so that if a crisis arises, your child knows they can

come to you.)

ACTION STEPS

Here are some concrete steps you can take today to support your child’s mental and

emotional well-being and to prepare yourself to act if professional help is needed:

Observe and Note. Spend the next week carefully observing your child’s behavior
and mood. Jot down any concerning incidents, patterns, or quotes in a journal or on
your phone. For example, note if they isolate in their room for hours, or if they say
things like “I hate my life.” This record will help you see trends over time and will be

incredibly useful if you consult a professional, as you can provide specific examples.

Open a Dialogue. Initiate a gentle conversation using one of the conversation
starters above. The goal is not to interrogate, but to let your child know you're inter-
ested in their inner world. For instance, tonight you might ask, “How are you feeling
about things these days? I'm here to listen.” Even if they don’t open up much, you're
planting seeds that you're approachable.

Schedule a Check-Up. If you have any concerns from what you’ve observed, call
your child’s pediatrician to schedule an appointment or even just a phone consult.
Explain your worries — e.g., “My daughter hasn’t been herself; could we discuss it
and see if an evaluation is needed?” That call can set the wheels in motion for refer-
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rals or reassurance. If you don’t have a pediatrician, consider reaching out to a school
counselor for guidance as a first step.

Educate Yourself. Take some time to read one reputable article or resource on a
specific concern that fits your situation. For example, if your child has been extremely
anxious, read a parent’s guide on childhood anxiety (from sources like the CDC,
APA, or a respected parenting site). Knowledge is power; understanding what you're

seeing can reduce fear and help you make informed decisions.

Foster Connection and Routine. One immediate way to bolster your child’s
resilience is to ensure they have a supportive daily routine. Make an effort to have at
least one meal together as a family each day or a nightly check-in ritual. Encourage
regular sleep and exercise, as these have huge benefits for mood and stress. These
small actions create a stable environment and send the message that you care. For
example, establish that every evening after dinner, you'll take a short walk together
or have 10 minutes of “talk time.” It's a simple step that can strengthen your bond
and give your child a consistent opportunity to share what’s on their mind.

Each of these action steps is manageable and can bring you closer to understanding
and helping your child. By observing, communicating, consulting, educating, and
connecting, you're actively creating a safety net. Remember, seeking help is not a
one-time event but an ongoing willingness to respond to your child’s needs. You are
already taking action by being engaged and informed — keep going, one step at a
time. Your child is worth every effort, and with your love and the right help, better
days are ahead.



CHAPTER 13
TOOLS AND RESOURCES

ABOUT CYBER SAFETY COP

Established in 2012, Cyber Safety Cop has been a leader in Safety Education and
Awareness. We take pride in being pioneers in school safety education and aware-
ness programs. Our expert team has designed courses that address the ever-evolving
challenges of the digital age. We ensure that our programs are always relevant,
engaging, and effective by staying ahead of the curve. Experienced Instructors: Our
team is made up of seasoned professionals with diverse law enforcement and educa-
tion backgrounds. Each instructor brings extensive experience working with students
and families, enabling them to connect with their audiences on a personal level. We
understand the unique dynamics of classrooms and workplaces, allowing us to tailor
our approach to fit the specific needs of each audience.

Global Reach: Although based in Southern California, our impact knows no bound-
aries. Our programs are delivered internationally, reaching individuals and organiza-
tions worldwide. Whether through conferences, seminars, or online training, we are

committed to spreading our knowledge far and wide.

SCREEN TIME STANDOFF: NEGOTIATION SKILLS TO UNPLUG
YOUR KID

Read Clayton Cranford's other book, Screen Time Standoff: Negotiation Skills to
Unplug Your Kid. It is the essential, research-backed roadmap for every parent who

has ever felt outgunned by a glowing screen.
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Drawing on two decades in law-enforcement roles that ranged from School Resource
Officer to crisis negotiator, Clayton Cranford—founder of Cyber Safety Cop and one
of the nation's foremost experts on social-media, child safety, and behavioral threat
assessment—reveals why traditional “power-struggle” approaches fizzle and how
the very techniques that defuse hostage standoffs can calm your next device dispute.

Inside, you'll discover how to:

« Decode the dopamine trap. Understand the brain science that keeps kids
scrolling (and how to break the cycle without a meltdown).

« Launch “fear-free” conversations. Use proven open-ended questions,
reflective listening, and the Feel-Felt-Found framework to transform
shouting matches into meaningful dialogue.

« Build a Boundary Plan that sticks. Follow step-by-step worksheets and the
25 Percent Rule to set limits your child will honor—and learn exactly what to
do when they don't.

« Reverse the mental-health slide. Connect excessive screen use to rising
anxiety, depression, and self-harm, then apply Cranford's action steps to
safeguard your child's well-being.

Move from pixels to real-life purpose. Replace endless gaming and doom-scrolling
with passions that light your child up offline.

Packed with eye-opening stories from the front lines, parent-teen scripts you can use
tonight, and a companion video series (half-off code inside), Screen Time Standoff
turns overwhelming data into doable action. Whether your child is seven or seven-
teen, you'll gain the confidence—and the exact words—to nurture healthy digital
habits, rebuild family connection, and raise resilient kids who can thrive in a wired
world.

If you're ready to trade the nightly “just five more minutes” battle for cooperation,

empathy, and lasting change, open this book and start your screen-time truce today.

Download from our website at: www.cybersafetycop.com/downloads.

JOIN OUR MEMBERSHIP PROGRAM

Are you a concerned parent, educator, or caregiver looking to protect your children
from the ever-evolving dangers of the digital world? Online safety issues are
constantly evolving in today’s technology-driven era, posing a challenge to our

ability to protect our children from potential threats. Our membership program, with
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a free 30-day trial, is your ultimate solution for over-
coming daily challenges and protecting your loved

ones.

Membership includes:

« 30-minute one-on-one consultation with a certified

cyber safety expert (with an annual subscription)
+ Exclusive Blog Articles-New app reviews, alerts,
and lifesaving advice.
« Access to all of our online courses
« Monthly recorded webinar training
« Monthly live Zoom training
« Access to our free parent support group
« Free resources like parental control guides and in-depth app reviews
« Timely and relevant advice delivered weekly to your inbox
+ Access to our best eBooks
« Receive a free copy of the Parenting in the Digital World

IN-PERSON ASSEMBLIES FOR STUDENTS
Cyber Safety Assembly for Students

Cyber Safety assemblies are age-appropriate, 40-minute interactive presentations for
students in grades K to 12th. They can be taught in small groups, a classroom, or an
auditorium to hundreds of students. Our presentations address three key online
safety issues all children experience: the dangers of sharing personal information
with strangers, anti-bullying strategies, and how to create a positive online

reputation.
Vaping, Marijuana, and Fentanyl Assembly for Students

Amid concerning trends in adolescent vaping, marijuana use, and fentanyl-related
incidents, schools must prioritize the “Truth about Vaping, Marijuana, and Fentanyl”
assembly for grades 6 to 12. Our impactful 45-minute presentation is a critical
defense against prevailing misconceptions about the safety of these substances. By
confronting realities, this session dismantles myths and highlights the risks associ-

ated with teen vaping, marijuana, and fentanyl use in the US.
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IN-PERSON SEMINARS FOR PARENTS
Cyber Safety Seminar For Parents

Based on Clay Cranford's acclaimed book Parenting in the Digital World, this 90-
minute seminar will prepare parents to supervise their children on social media sites
effectively, protect them from online threats, and restore technological balance to
their homes. Law enforcement officers and educators with extensive experience

working with children teach the presentation.
Vaping, Marijuana, and Fentanyl Assembly for Parents

Our concern for the safety and well-being of our children is paramount. In response
to the alarming rise in teen vaping, marijuana use, and fentanyl-related deaths, we
present a thought-provoking 90-minute session designed specifically for parents.
This presentation will equip parents with the essential knowledge to protect their
children and engage in meaningful conversations about substance use and addiction.

ONLINE CLASSES

Our online courses will give you a deeper understanding and a complete set of tools
to keep your family safe online. Our online courses are included in the membership

program, or you can purchase them separately.
Digital Parenting 101

In today's digital world, ensuring your child's online safety is paramount. Join expert
instructor Clayton Cranford in this comprehensive course designed to equip parents
with the knowledge and tools to protect their children from online threats and allow
for a positive digital experience.

With Clayton's extensive expertise in internet safety and child protection, you'll gain
insights into crucial topics such as cyberbullying, online predators, screen time, and

sensitive conversations about pornography and substance abuse.

By the end, you'll be equipped with the tools and knowledge needed to guide your
child through the digital landscape while ensuring their safety, well-being, and posi-

tive online experiences.
Digital Citizenship for Students 1st — 3rd Grade

In today's tech-focused world, we must introduce digital citizenship education to
young students using a turnkey program. This ensures online safety foundations and

skill integration at home and school.
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The curriculum, with six age-appropriate lessons, captivates young learners, making
online safety engaging and relevant. Instilling these principles empowers children to
navigate the virtual space responsibly, ensuring online well-being beyond the
classroom.

This online course includes 6 video lessons, accompanying worksheets, and a
teacher's guide.

Digital Citizenship for Students 4th — 8th Grade

Our tailored program equips young learners with essential skills to navigate the
digital world responsibly.

With a comprehensive 13-lesson curriculum, including resources like handouts,
assessments, videos, and development tools, our program nurtures confident digital

leaders in classrooms and communities.

By developing an understanding of online safety, respectful communication, and
responsible conduct, organizations shape a future where youth are informed and

conscientious digital citizens.

Learn about these courses and programs at: www.cybersafetycop.com
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